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Lenovo Themis Security Gateway themis ttySO
themis login: administrator
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Welcome to Lenovo Themis Security Gateway
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Account_power

account_power { add name <name> [ commnet <comment> ] { | [ system { none |
read | write } || [ admin { none | read | write } ]| [ upgrade { none | read | write } ] |
[ network { none | read | write } ] | [ route { none | read | write } || [ policy { none |
read | write } ]| [ user { none | read | write } ]| [ flow { none | read | write } ] |
[ holescan { none | read | write } | | [ monitor { none | read | write } ][ speed { none |
read | write } ] } | set name <name> [ comment <comment> | { | [ system { none |
read | write } ]| [ admin { none | read | write } ]| [ upgrade { none | read | write } ] |
[ network { none | read | write } ] | [ route { none | read | write } || [ policy { none |
read | write } ]| [ user { none | read | write } ]| [ flow { none | read | write } ] |
[ holescan { none | read | write } | | [ monitor { none | read | write } ][ speed { none |
read | write } ]} | del name <name> | show | startup }

address

address { add name <name> ip <all ip> [ comment <comment> ] | set name
<name> { [ ip <all ip> ] [ comment <comment> ]| } | del name <name> | show
[ name <name> ] }

address6

address6 { add name <name> ip <all ipv6> [ comment <comment> ] | set name
<name> { [ ip <all_ipv6> ] [ comment <comment> | } | del name <name> | show
[ name <name> ] }

addrgrp

addrgrp { add name <name> [ comment <comment> ] | set name <name> { addmbr
<name>+ | delmbr <name>+ | comment <comment> } | del name <name> | show
[ name <name> ] }

Addrgrp6

addrgrp6 { add name <name> [ comment <comment> | | set name <name>
{ comment <comment> | addmbr <name>+ | delmbr <name>+ } | del name <name>
| show [ name <name> ] }

admacct

admacct { add name <name> password <password> powername <name>
max_err num <number> [ vmfwid <number> ] | set { sname <name> dname
<name> { [ password <password> ] | [ powername <name> ]| | [ max_err_num
<number> ]| } [ vmfwid <number> ] | multiadm { on | off } | passwd_rule { on | off }
upper [ on | off lower [ on | off number [ on | off special ] ] ] | unlock_style { reboot |
timeout <number> } | idle time <number> } | del name <name> [ vmfwid
<number> ] | reset name <name> | startup | show }

admcert

admecert { add { cacert <filename> fwcert <filename> fwkey <filename> | admincert
<filename> } | del admincert <filename> | on admincert <filename> | off admincert
<filename> | show { cacert | fwcert | admincert } }

admbhost

admhost { add ip <ip> netmask <netmask> [ comment <comment> | | add ipv6
<net_ipv6> [ comment <comment> ] | del ip <ip> | del ipv6 <net ipv6> | show [ all |
ipv4 | ipv6 | }

admmode

admmode { on { ssh | ppp | telnet } | off { ssh | ppp | telnet } | show }

advroute

advroute { set { ospf { routerid <all ip> [ connected { on | off } ] [ static { on |
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off } | [rip {on|off} ][ bgp { on|off } | [ defgw { on | off } ][ active { on | off } ]
| area <area ip> [ type { regular | nssa | stub } ] [ auth { none | text | mdS } ]
[ virtual link <all ip> ] | net <all _ip> netmask <all ip> area <area ip> | port
<name> [ auth { none | text | md5 } ][ passwd <string> ] [ hello <number> ] [ dead
<number> | [ comment <comment> | | message-digest port <name> key <id> md5
<string> } | pim sparse-mode { active { on | off } | port <name> dr-priority
<number> rp-candidate { on | off } rp-priority <number> } | rip [ active { on | off } ]
[ version { vl |v2 } ][ ospf { on [ ospf metric <number> | | off } ] [ connected { on
[ connected metric <number> ] | off } ] [ static { on [ static_metirc <number> ] |
off } ][ kernel { on [ kernel metric <number> ] | off } ][ bgp { on [ bgp metric
<number> ] | off } ] [ isis { on [ isis_metric <number> ] | off } ] [ defgw { on |
off } ][ update <number> ] [ holddown <number> ] [ garbage <number> ] | ripng
[ active { on | off } ][ ospfv3 { on [ ospfv3_ metric <number> ] | off } ] [ connected
{ on [ connected metric <number> ] | off } ][ static { on [ static_metric <number> ]
| off } ][ kernel { on [ kernel metric <number> ]| off } ][ bgp { on [ bgp_metric
<number> ] | off } ] [ defgw { on | off } ] [ update <number> ]| [ holddown
<number> ] [ garbage <number> | | ospfv3 [ routerid <all _ip> ][ active { on | off } ]
[ connected { on | off } ][ static { on | off } | [ripng { on|off } ][ bgp { on| off } ]
[ kernel { on |off } ]} | add { ospf { area <area_ip> [ type { regular | nssa | stub } ] [
auth { none | text | md5 } ][ virtual link <all ip> ]| net <all ip> netmask <all ip>
area <area_ip> | port <name> [ auth { none | text | md5 } ] [ passwd <string> ]
[ hello <number> | [ dead <number> ] [ comment <comment> ] | message-digest
port <name> key <id> md5 <string> } | pim { rp <single ip> | sparse-mode port
<name> dr-priority <number> rp-candidate { on | off } rp-priority <number> } | rip
{ key chain <name> keyid <number> keyword <string> start <string> { end
<string> | infinite } | net <all ip> netmask <all ip> | port <name> [ auth { none |
text [ { single key <string> | key chain <name> } ]| md5 [ { single key <string> |
key chain <name> } | } ][ send { vl | v2 | both } ] [ receive { vl | v2 | both } ]
[ passive ] } | ripng { port <name> active { on | off } passive { on | off } } | ospfv3
{ port <name> area <area ip> } } | del { ospf { area <area ip> | net <all ip>
netmask <all_ip> area <area ip> | port <name> | message-digest port <name> key
<id> } | pim { rp <single ip> | sparse-mode port <name> } | rip { key chain
<name> keyid <number> | net <all ip> netmask <all ip> | port <name> } | ripng
{ port <name> } | ospfv3 { port <name> area <area ip> } } | show { { rip | ospf |
ripng | ospfv3 } route } }

aliasip

aliasip { add { aliasid <id> if <name> ip <single ip> status { on | off } } | update
{ aliasid <id> ip <single ip> status { on | off } } | del { aliasid <id> } }

anti_config

anti_config -t { config { -h | -1| -a { anti_attack | anti_cc } -j { on | off } } | attack {
-h | -1] -a { smurf | land | winnuke | queso | sf scan | null_scan | full xmas_scan |
xmas_scan | ipspoofing | sroute } -j { on | off } } | arp { -i <name> -s <single ip>-m
<netmask> -j { on | off } } | ipconflict { -h | -1 | -1 <name> -s <single ip> -m
<netmask> -j {on |off } } |cc { -h|-1|-A -s <single ip> -m <netmask> | -U -n
<id> -s <single ip> -m <netmask> | -D -n <id> } | asic_syn { -h | -1 | -c <number> [

J{onoff} ]|-j {on|off}}}

antiscan

antiscan { set { portscan | hostscan } active { on | off } value <number> log { on |
off } mail { on | off } drop { on | off } block { on | off } [ blocktime <number> ] |
show { portscan | hostscan | whitelist } | add whitelist { ipv4 ip <single ip> netmask
<netmask> | ipv6 ip <single ipv6> netmask <number> } | del whitelist { ipv4 ip
<single ip> | ipv6 ip <single ipv6> 1} }

antispam

antispam { on | off | config show | blackserver { add ip <single ip> comment
<comment> | del ip <single ip> | import <string> | export <string> | on | off } |
openrelay { on | off } | subjectkeywords { add keyword <string> comment
<comment> | del keyword <string> | import <string> | export <string> } | spammail
{ add mailaddr <string> comment <comment> | del mailaddr <string> | import
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<string> | export <string> } | blocksmtpspam { on | off } | spamflag { on | off | edit
<string> } | checkspamaddress { on | off } | checkkeywords { on | off } |
checkContent { on | off } | contentKeywords { add keyword <string> comment
<comment> | del keyword <string> | import <string> | export <string> } |
attachmentFilename { on | off | add keyword <string> comment <comment> | del
keyword <string> | import <string> | export <string> } | attachmentContent { on | off
| add keyword <string> comment <comment> | del keyword <string> | import
<string> | export <string> } | whitemail { on | off | add mailaddr <string> comment
<comment> | del mailaddr <string> | import <string> | export <string> } |
attachmentFilesize { on | off } | max attachment size edit <number> |
max_all_attachment size edit <number> | rcpt { on | off | edit <number> } |
checkClient { on | off } | client pop client edit <number> | client pop conn edit
<number> | client smtp conn edit <number> | client smtp _send edit <number> |
spamlog { on | off } }

ape apc { add type policy name <name> comment <comment> policyid <id> | set type
policy name <name> { group <name> | signature <name> } [ active { on | off } ]
[ alertmail { on | off } ][ log { on | off } ]| del type policy policyid <id> | startup |
show policy }

arp Arp

auth auth { server { show | redirecturl <string> | localport <number> log { on | off } |

workmode { local | ldap ip <single ip> timeout <number> authport <number>
basename <string> managername <string> managersecret <string> type <string>
dnmode <string> | radius ip <single ip> timeout <number> authport <number>
auditport <number> secret <string> type <string> | ad ip <single ip> managername
<string> managersecret <string> realm <string> netbios <string> } } | config { show
| forcemodify { yes | no } pwdcomplex { none | weak | normal | good | better |
great } maxloadtimes <number> unlocktime <number> pwdperiod <number>
pwdremind <number> idletime <number> } }

auth-policy

auth-policy { add policyname <name> [ ingress <eth> ] [ ipv4 <string> ] [ port
<string> | [ comment <comment> ] | set policyname <name> [ ingress <eth> ]
[ ipv4 <string> ] [ port <string> ] [ comment <comment> ] | del { policyname
<name> | all } | show { policyname <name> | all } }

av

av { add type policy name <name> comment <comment> policyid <id> | set type
policy name <name> protocol <string> [ active { on | off } ] [ log { on | off } ]
[ alertmail { on | off } ][ block { on | off } ] [ resetsend { on | off } ] [ resetrecv { on
| off } ]| del type policy policyid <id> | show { policy { all | id <id> } | avmode |
engine option | port all } | addsig name <name> sig <comment> | delsig name
<name> | setsig name <name> sig <comment> | loadsig | addport name <name> port
<all_port>+ | delport name <name> { all | port <all port>+ } | loadport | loadpolicy |
setmode { quick | full } | engine [ filesize <number> ] [ blockext <string> ] [ passext
<string> | [ compress { on | off } ]}

bandwidth

bandwidth { add type { parent name <name> ifname <name> [ comment
<comment> ]| | child name <name> minbw <number> maxbw <number>
parentname <name> priority <number> [ comment <comment> ] | group name
<name> [ comment <comment> | } | set type { child name <name> minbw
<number> maxbw <number> parentname <name> priority <number> [ comment
<comment> ] | group name <name> { comment <comment> | addmbr <name>+ |
delmbr <name>+ | delallmbr } } | del type { parent { name <name> | all } | child
{ name <name> | all } | group { name <name> | all } } | show type { parent [ name
<name> ] | child [ name <name> ] | group [ name <name> ]} }

bl

bl { add { virtual <name> { pr { tcp { ip <single ip> { port <number> { pt
<number> { schd { rr | wrr | Ic | wilc | dh | sh | Iblc |Ibler } } } } } | udp { ip
<single ip> { port <number> { pt <number> { schd { rr | wrr | Ic | wic | dh | sh | Iblc
[lbler } } } 3} } )| { real <name> { to <name> { ip <single ip> { port <number> {
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wt <number> { gw <single ip>} } } } } } } | edit { virtual <name> { pt <number>
{schd {rr|wrr|lc|wlc|dh|sh} } } | real <name> { wt <number> } } | del { real
<name> | virtual <name> } | on | off | show | detect <number> [ dtimer
<number> ] }

blacklist

blacklist { add [ ip <single ip> ] [ time <number> ] [ comment <comment> ] | del ip
<single ip> | clean | show }

Block

block { clean }

bw

bw { add id <id> name <name> [ sa { any | <name> | <ip> } ] [ sport { none |
<single port> } ][ da { any | <name> | <ip> } ] [ dport { none | <single port> } ]
[ iif { any | <name> } ] [ oif { any | <name> } ] [ time { none | <name> } | [ level
{0]11]2]3}]][service { any | <name> } | bandwidthname <name> [ apc { O |
5123 J[url {0512} ][ file { 0] 512 } ][ rate { O | <number> } | [ mode { srcip |
dstip } ][ active { on | off } ] [ comment <comment> ] | set id <id> name <name>
[ sa { any | <name> | <ip>} ] [ sport { none | <single port> } ][ da { any | <name> |
<ip> } ] [ dport { none | <single port>} ] [ iif { any | <name> } ] [ oif { any |
<name> } | [ time { none | <name> } | [level { 0|1 ]2]|3 } ][ service { any |
<name> } ] [ bandwidthname <name> ] [apc {0512 } J[url {0 |512 } ][ file { O
| 512 } ][ rate { O | <number> } ] [ mode { srcip | dstip } ][ active { on | off } ]
[ comment <comment> | | del { id <id> | all } | show [ id <id> ] | quick_bw oif
<name> minbw <number> maxbw <number> prio <number> | apc { clear policyid
<id> | set policyid <id> groupname <name> bandwidthname <name> } | url { clear
policyid <id> | set policyid <id> groupid <id> bandwidthname <name> } | file
{ clear policyid <id> | set policyid <id> groupid <id> bandwidthname <name> } |
easyconfig id <id> | easyset [ level { 0|1 |2 |3 } ] [ service { any | <name> } ]
bandwidthname <name> [apc {0512 } J[url { 0| 512 } ][ file { 0] 512 } ][ rate
{ 0| <number> } | [ mode { srcip | dstip } ][ oif { any | <name> } ] }

clock

clock { set <date> <single time> | show }

connect-rule

connect-rule { add rulename <name> [ client-check { version-check <string>
[ proc-check <string> ] | proc-check <string> [ version-check <string> | } ]| set
rulename <name> [ client-check { version-check <string> [ proc-check <string> ] |
proc-check <string> [ version-check <string> ] } ]| del { rulename <name> | all } |
show { rulename <name> | all } }

ddns

ddns { set { username <string> password <string> confirm <string> } | show }

dhcpserver

dhcpserver { add { domain network <single ip> netmask <all ip> range <name>
[ gateway <single ip> ] [ dns <string> | [ domainname <name> ] [ comment
<comment> | [ default lease time <number> ] [ max_lease time <number> ]
[ is_vpnclient { yes | no } ][ vpnclient netmask <all ip> ]| static hostname <name>
mac <mac> ip <single ip> [ comment <comment> ] [ default lease time <number>
] [ max_lease time <number> ] } | del { domain id <number> | static id <number> }
| set { { startup { on | off } } | domain id <number> [ network <single ip> ]
[ netmask <all ip> ] [ range <name> | [ gateway <single ip> ] [ domainname
<name> | [ dns <string> ] [ comment <comment> ] [ default lease time
<number> | [ max_lease time <number> ]| [ is vpnclient { yes | no } ]
[ vpnclient netmask <all ip> ] | static id <number> [ hostname <name> | [ mac
<mac> ] [ ip <single ip> ] [ comment <comment> ] [ default lease time <number>
] [ max_lease time <number> ] } | show | start | stop | refresh }

Dns

dns { set { ip <single ip> [ <single ip>] } | unset | show }

eim

eim { add type policy name <name> comment <comment> [ apcpolicyid <id> ]
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rlpolicyid <id> ] | set type policy name <name> [ comment <comment> |

[ apcpolicyid <number> ] [ urlpolicyid <number> ] | del type policy policyid <id> | show
policy }

Exit

exit

filterconfig

filterconfig { set { { run_mode { on | off } | fast mode { on | off } | hardfast mode {
on | off } | rule first { on | off } | state check { on | off } | route state backpacket
{ on | off } | show } } | eth { add | del | set | show | vlanfilter | pppoefilter }
<proto_name> [ <proto_value>][ { on|off } ]| show }

gre

gre { add name <name> local <name> remote { <single ip> | <name> } addr
<single ip> raddr <single ip> | del name <name> | show | set name <name>
{ [ local <name> ] | [ remote { <single ip> | <name> } | | [ addr <single ip> ] |
[ raddr <single ip> ] } | down name <name> | up name <name> | start | stop |
restart }

gwarp

gwarp interface <name> { ethdstmac <mac> ethsrcmac <mac> arpop { request |
reply } arpdstaddr <single ip> arpsrcaddr <single ip> arpsrcmac <mac> [ repeat
<string> ] [ change ]| arpop {request|reply } arpdstaddr <single ip>}

gwmail

gwmail { set { power { on | off } | sender <email> receiver <string> smtp <string>
password <password> [ port <single port> ] [ log { on | off } ] } | unset | show |
send [ subject <string> ] [ content <string> ] [ accessory <string> ] [ signature
<string> ] }

ha

ha { set { ip <single ip> netmask <all ip> haif { on | off } syn { on | off } | mode
{ backup | cluster } node <number> id <number> } | unset | on | off | sync | show
{ config | status } }

hadetect

hadetect { on | off | set threshold <number> | add { ip <single ip> weight <number>
if <name> | if <name> } | del { ip <single ip> | if <name> } | show { config | ip | if |
remote ip <single ip> | remote if <single ip>} }

interface

interface { add { brg if <name> [ ip <single ip> | [ netmask <all_ip> ] [ active { on |
off } ][ interface list { none | <string> } | [ stp { on | off } ][ admin { on | off } ]
[ ping { on | off } ][ traceroute { on | off } ] [ ipmac _check { on | off } ]
[ ipmac_check policy { on | off } ] [ antispoof { on | off } ]| alias bind_if <name>
alias_id <number> ip <single ip> netmask <all ip> [ active { on | off } ] [ admin
{on|off } ][ ping { on | off } ][ traceroute { on | off } ][ vrid <id> ]| rd if <name>
[ ip <single ip> ] [ netmask <all ip> ] [ active { on | off } ] [ interface list
<string> | [ workmode { route | trans } ] [ ipaddr type { static | dhcp } ]
[ dns_enable { on | off } ][ domain name { none | <string> } ][ dhcp _relay { on |
off } ][ dhcpserver { none | <string> } ] [ admin { on | off } ] [ ping { on | off } ]
[ traceroute { on | off } ][ ipmac check { on | off } ] [ ipmac check policy { on | off
+ 1 [ antispoof { on | off } ] | dial if <name> } | set { phy if <name> [ ip
<single ip> ] [ netmask <all ip>] [ active { on | off } ] [ mac { <mac> | none } ]
[ linkmode { auto | full | half } ][ speed { 10 | 100 | 1000 } ][ workmode { route |
trans | rd } ] [ mtu <number> ] [ trunk { on | off } ] [ ipaddr_type { static | dhcp } ]
[ dns_enable { on | off } ] [ domain_name { none | <string> } ] [ qos_enable { on |
off } ][ qos_device bw <number> | [ dhcp _relay { on | off } ][ dhcpserver { none |
<string> } ] [ admin { on | off } ] [ ping { on | off } ] [ traceroute { on | off } ]
[ ipmac_check { on | off } ][ ipmac_check policy { on | off } ] [ antispoof { on |
off } ]| vlan if <name> [ ip <single ip> ] [ netmask <all ip>][ active { on|off } ][
mac { <mac> | none } | [ qos_enable { on | off } ][ qos_device bw <number> ]
[ admin { on | off } ][ ping { on | off } ][ traceroute { on | off } ] [ workmode
{ route | trans } ] [ ipmac_check { on | off } ] [ ipmac_check policy { on | off } ]
[ antispoof { on | off } ]| brg if <name> [ ip <single ip> ] [ netmask <all ip> ]
[ active { on | off } ] [ interface list { none | <string> } ][ stp { on | off } ][ admin
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{on|off } ][ ping { on| off } ][ traceroute { on | off } ][ ipmac_check { on | off } ]
[ ipmac_check policy { on | off } ] [ antispoof { on | off } ] | alias if <name> [ ip
<single ip> ] [ netmask <all_ip> ] [ active { on | off } ] [ admin { on | off } ] [ ping
{on|off } ][ traceroute { on | off } ][ vrid <id> ] | rd if <name> [ ip <single ip>] [
netmask <all ip> ] [ active { on | off } ] [ interface list <string> ] [ workmode
{ route | trans } ] [ ipaddr type { static | dhcp } ] [ dns enable { on | off } ]
[ domain_name { none | <string> } | [ dhcp_relay { on | off } ] [ dhcpserver { none |
<string> } ] [ admin { on | off } ] [ ping { on | off } ] [ traceroute { on | off } ]
[ ipmac_check { on | off } ][ ipmac_check policy { on | off } ] [ antispoof { on |
off } ]| dial if <name> [ active { on | off } ] [ bind if <name> ] [ username
<string> | [ password <string> ] [ startup { on | off } ][ time <name> ] [ qos_enable
{ on | off } ][ qos device bw <number> ] [ dns enable { on | off } ]
[ domain_name { none | <string> } ] [ admin { on | off } ] [ ping { on | off } ]
[ traceroute { on | off } ] | rdoption workmode { balance-rr | backup | balance-xor |
broadcast | 802.3ad | balance-tlb | balance-alb } [ linkwatch <number> ] [ lacprate
{ slow | fast } ][ usr_carries { on | off } ] } | del { if <name> | dial if <name> } |
show { { phy | vlan | brg | vpn | alias | rd | dial | trunk | all } | if <name> | rdoption } |
ipv6 { add nat { static { 6to4 | 4to6 } <ip> <single ipv6> | dynamic <ip-ip:port-
port> if <name> } | set { phy if <name> [ natpt { on | off } ] [ routeadv { on | off } ]
[ inter_time <number> ] [ route_time <number> ] [ { edit ip <net_ipv6> [ ping { on |
off } ][ admin { on | off } ][ traceroute { on | off } ][ ipra { on | off } ][ valid_time
<number> ] [ prefer time <number> ] | add ip <net ipv6> [ ping { on | off } ]
[ admin { on | off } ] [ traceroute { on | off } ] [ ipra { on | off } ][ valid time
<number> ] [ prefer time <number> ] | set ip <net ipv6> [ ping { on | off } ]
[ admin { on | off } ] [ traceroute { on | off } ] [ ipra { on | off } ] [ valid time
<number> ] [ prefer_time <number> ] | del ip <net ipv6>] } | nat { prefix <prefix>
| static id <id> { 6to4 | 4to6 } <ip> <single ipv6> | dynamic id <id> <ip-ip:port-
port> if <name> } } | del nat { prefix <prefix> | static { id <id> | all } | dynamic { id
<id>|all } } | show { if <name> | nat { prefix | static | dynamic } } } }

ipmaccfg

ipmaccfg { { ipmac_log { on|off } } | { ipmac_check { on | off } } | show }

ips_url trojan

ips_url_trojan { start | stop }

ipsconfig

ipsconfig { add type policy name <name> comment <comment> policyid <id> | set
type policy name <name> { group <name> | signature <name> } [ active { on | off }
][ log { on | off } ][ alertmail { on | off } ][ drop { on | off } ][ resetsend { on |
off } ][ resetrecv { on | off } ] [ dropsession { on | off } ]| del type policy policyid
<id> | show policy | showlocal | addlocal sip { any | <all _ip> } sport { any |
<all_port> } dip { any | <all _ip> } dport { any | <all port>} protocol { tcp | udp }
name <comment> signature <comment> [ offset <number> ] [ depth <number> ] |
setlocal <number> sip { any | <all ip> } sport { any | <all port> } dip { any |
<all ip> } dport { any | <all port> } protocol { tcp | udp } name <comment>
signature <comment> [ offset <number> ] [ depth <number> ] | activatelocal
<number> | blocklocal <number> | dellocal <number> | startup | stop | setpkt
usbstorage <string™> maxsize <number> packet max <number> active { on | off }
upload { on server <string> port <number> [ username <string> ]| [ password
<string> ] | off } | showpkt { policy | filelist } | delpkt { id <number> | all } |
setreasm active { on | off } max session <number> max mem <number> |
showreasm | setmode { stream | packet } | showmode | loadsig }

isp

isp { update filename <name> id <id> | export filename <name> id <id> | flush
ispname <name> | insert ip <string> netmask <string> ispaddr <name> | ispaddr
<name> set [ active ] { on | off } | add ispaddr <name> nexthop <single ip> dev
<string> metric <id> | set ispaddr <name> nexthop <single ip> dev <string> metric
<id> | del ispaddr <name> }
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license

license { show | set { module { AdvRoute | VMFW | PolicyAgent | ACSC | HA |
VPN | SSLVPN | VPNEkey | AV | AVUpdate | IPS | [PSUpdate | PC | APC |
APCUpdate | URL | URLUpdate | URLTrojan | URLTrojanUpdate | Scanner |
ScannerUpdate | UTMLicense } active { on | try } } | upload <filename> }

linkage

linkage { set { puma { ip <single ip>+ port <single port> | cert <filename>
password <password> } | nsfocus { ip <single ip>+ port <single port> | cert
<filename> passwd <passwd> } | venus ip <single ip>+ port <single port> | ism
{ ip <single ip>+ port <single port> | cert <filename> password <password> } |
netpower { ip <single ip>+ port <single port> | cacert <filename> consolecert
<filename> consolekey <filename> } | safemate { port <single port> | keyfile
<filename> } | ignoreip [ <single ip>+ ] } | on { puma | nsfocus | venus | netpower |
safemate | ism | redirect redirectip <single ip> localport <name> } | off { puma |
nsfocus | venus | netpower | safemate | ism | redirect } | clean blockip | show }

logserver

logserver { set ip <single ip> port <single port> [ protocol udp ] | unset | show }

logset

logset set { overwrite { on | off } sendemail { on | off } | type [ <module> | <help> ]
| export [ <path> | <help> ] | space <number> | level <number> }

Macbind

macbind { detect { if <name> | ip <single ip> } | { { add | modify } ip <single ip>
mac <mac> unique { on | off } } | del ip <single ip> | show }

mirrorset

mirrorset { add <name> [ <name>+ ] | set <name> | del { all | <name> [ <name>+ ]
} | show | stop | restart }

monitor

monitor set module <name> active { on | off }

multiroute

multiroute { add ip <single ip> ifname <string> weight <number> active { on |
off } [ detectipl <single ip> ] [ detectip2 <single ip> ] | set { routeconfig ip
<single ip> ifname <string> [ weight <number> | active { on | off } ] | routestatus
[ freq <number> | active { on | off } | } | show { routeconfig [ ip <single ip> |
ifname <string> ] | routestatus | systemroute } | del ip <single ip> ifname <string> |
restart | on | off }

newconfig

newconfig { save | reset | import <filename> | export <filename> [ encrypt { on |
off } ] | import modules <module> <filename> | export modules <module>
<filename> [ encrypt { on | off } ]| extract }

nscanner

nscanner { dip <name> [ resultfile <name> ] [ plugin_set <number> | [ host num
{ default | <number> } ] | add type { 0 | 1 } time <string> name <name> dip
<name> [ plugin_set <number> ] [ host num { default | <number> } ] [ comment
<comment> ] active { on | off } | edittype { 0| 1 } time <string> name <name> dip
<name> [ plugin_set <number> ] [ host num { default | <number> } ] [ comment
<comment> ] active { on | off } | del { name <name> | all } | enable name <name> |
disable name <name> | scan stoptask }

ntopmode

ntopmode { set { on | off } | show }

ntp

ntp { set ip <single ip> interval <number> | unset | on | off | sync | show }

option

option { show | set filter policy { accept | deny }

pc

pc { policy { add name <name> httppolicyid <number> ftppolicyid <number>
smtppolicyid <number> pop3policyid <number> comment <comment> | set name
<name> httppolicyid <number> ftppolicyid <number> smtppolicyid <number>
pop3policyid <number> comment <comment> | del name <name> } | httppolicy
{ add name <name> method <string> action { forbidden | allow } urlgrpids <string>
action { forbidden | allow } urlcontentgrpid <number> action { forbidden | allow }
htmlcontentgrpid <number> action { forbidden | allow } extgrpids <string> action
{ forbidden | allow } mimegrpid <number> action { forbidden | allow } urlmax
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<number> webmail { on | off } advance { on | off } log { on | off } comment
<comment> | set name <name> method <string> action { forbidden | allow }
urlgrpids <string> action { forbidden | allow } urlcontentgrpid <number> action
{ forbidden | allow } htmlcontentgrpid <number> action { forbidden | allow }
extgrpids <string> action { forbidden | allow } mimegrpid <number> action
{ forbidden | allow } urlmax <number> webmail { on | off } advance { on | off } log
{ on | off } comment <comment> | del name <name> } | ftppolicy { add name
<name> method <string> action { forbidden | allow } userid <number> action
{ forbidden | allow } fileid <number> action { forbidden | allow } upids <string>
action { forbidden | allow } downids <string> action { forbidden | allow } banner
<string> advance { on | off } log { on | off } comment <comment> | set name
<name> method <string> action { forbidden | allow } userid <number> action
{ forbidden | allow } fileid <number> action { forbidden | allow } upids <string>
action { forbidden | allow } downids <string> action { forbidden | allow } banner
<string> advance { on | off } log { on | off } comment <comment> | del name
<name> } | smtppolicy { add name <name> toeid <number> action { forbidden |
allow } fromeid <number> action { forbidden | allow } subjectid <number> action {
forbidden | allow } blackaddrid <number> action { forbidden | allow } advance { on
| off } ebomb slim <number> elim <number> time <number> ebipid <number> log
{ on | off } comment <comment> | set name <name> toeid <number> action
{ forbidden | allow } fromeid <number> action { forbidden | allow } subjectid
<number> action { forbidden | allow } blackaddrid <number> action { forbidden |
allow } advance { on | off } ebomb slim <number> elim <number> time <number>
ebipid <number> log { on | off } comment <comment> | del name <name> } |
pop3policy { add name <name> toeid <number> action { forbidden | allow }
fromeid <number> action { forbidden | allow } subjectid <number> action
{ forbidden | allow } log { on | off } comment <comment> | set name <name> toeid
<number> action { forbidden | allow } fromeid <number> action { forbidden | allow
} subjectid <number> action { forbidden | allow } log { on | off } comment
<comment> | del name <name> } | content { urlgrp { add name <name> comment
<comment> | set name <name> comment <comment> | del name <name> } | url
{ add url <string> gid <number> | set id <number> url <string> | del id <number> }
| urlcontentgrp { add name <name> comment <comment> | set name <name>
comment <comment> | del name <name> } | urlcontent { add urlcontent <string>
gid <number> | set id <number> urlcontent <string> | del id <number> } | extgrp
{ add name <string> comment <comment> | set name <string> comment
<comment> | del name <string> } | ext { add ext <string> gid <number> | set id
<number> ext <string™> | del id <number> } | mimegrp { add name <name>
application { on | partial | off } video { on | partial | off } audio { on | partial | off }
image { on | partial | off } text { on | partial | off } comment <comment> | set name
<name> application { on | partial | off } video { on | partial | off } audio { on | partial
| off } image { on | partial | off } text { on | partial | off } comment <comment> | del
name <name> } | mime add gid <number> name <name> | usrnamegrp { add name
<name> comment <comment> | set name <name> comment <comment> | del name
<name> } | usrname { add name <name> gid <number> | set id <number> name
<name> | del id <number> } | emailgrp { add name <name> comment <comment> |
set name <name> comment <comment> | del name <name> } | email { add email
<string> gid <number> | set id <number> email <string> | del id <number> } |
subjectgrp { add name <name> comment <comment> | set name <name> comment
<comment> | del name <name> } | subject { add subject <string> gid <number> |
set id <number> subject <string> | del id <number> } | ipgrp { add name <name>
comment <comment> | set name <name> comment <comment> | del name
<name> } | ip { add type <number> addr <single ip> gid <number> | set id
<number> type <number> addr <single ip> | del id <number> } | htmlcontentgrp
{ add name <name> comment <comment> | set name <name> comment
<comment> | del name <name> } | htmlcontent { add htmlcontent <string> gid
<number> | set id <number> htmlcontent <string> | del id <number> } | filenamegrp
{ add name <name> comment <comment> | set name <name> comment
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<comment> | del name <name> } | filename { add filename <string> gid <number> |
set id <number> filename <string> | del id <number> } } | count { start | stop | reset |
read } | download | appdownload | show { policy | httppolicy | ftppolicy | smtppolicy
| pop3policy | urlgrp [ id <number> ] | extgrp [ id <number> | | mimegrp [id
<number>] | usrnamegrp [ id <number> ] | emailgrp [ id <number> ] | subjectgrp
[ id <number> ] | ipgrp [ id <number> ]| | urlcontentgrp [ id <number> ] |
htmlcontentgrp [ id <id> ] | filenamegrp [ id <id>]} }

permit

Permit show

Ping

Ping

pki

pki ca { ocsp client { { add | set } config name <name> ocspurl <string> strictpolicy
{ on | off } | del config name <name> } | scep client { getca caname <name> url
<string> | enroll caname <name> certname <name> reqname <name> url <string>
interval <number> times <number> [ challenge { ip <ip> | dns <string> | email
<string> } <string> ] | getcrl caname <name> certname <name> url <string> |
getcert caname <name> certname <name> write <name> serial <number> url
<string> } | ipsec { show cert { ca | local | remote } | del { cert { ca | local |
remote } <name> | crl <name> } } }

Pp I2tp

pp_12tp { pptp { add dialuser name <string> password <string> [ userip
<single ip> | [ desc <comment> | | show { { dialuser { all | <string> } } |
dialserver } | set { { dialserver { iprange <comment> enctype { high | low } auth
{ chapms | chapms-v2 | chaptchapms-v2 | chapms+chapms-v2 |
chap+chapms+chapms-v2 } active { on | off } ipserver <single ip> portserver
<single port> } } | { dialuser name <string> password <string> [ userip
<single ip> ] [ desc <comment> ] } } | del dialuser { all | <string> } } | 12tp { add
dialuser name <string> password <string> [ userip <single ip> ] [ desc <comment>
1| show { { dialuser { all | <string> } } | dialserver } | set { { dialserver { iprange
<comment> enctype { high | low } auth { chap | chapms | chapms-v2 | chap+chapms
| chapms+chapms-v2 | chap+chapms+chapms-v2 } active { on | off } ipserver
<single ip> portserver <single port> } } | { dialuser name <string> password
<string> [ userip <single ip> ] [ desc <comment> ] } } | del dialuser { all |
<string> } } | kick <single ip> }

proxy

proxy { set { http { [ port <single port> ] [ java { permit | deny } ] [ javascript
{ permit | deny } ] [ activex { permit | deny } ]} | ftp { [ port <single port> ] [ get
{ permit | deny } ] [ put { permit | deny } ][ multi { permit | deny } ] } | telnet port
<single port> | smtp port <single port> { [ domain <comment> ] [ server
<comment> | [ inmail <comment> ] [ insrv <comment> ] [ maxlength <number> ] [
maxreceiver <number> | [ timespan <number> | [ mailcount <number> ] } | pop3
{ [ port <single port> ] [ maxlength <number> ] } | socks port <single port> | dns
dnsserver <single ip> } | add custom <name> port <single port> | del custom
<name> | show { default | custom } | on { http | fip | telnet | smtp | pop3 | socks | dns
| ping | msn | custom <name> } | | off { http | ftp | telnet | smtp | pop3 | socks | dns |
ping | msn | custom <name> } }

psyn

psyn { set { group <id> port <string> [ action { on | off } ][ decision { on | off } ]|
config [ keepalive <number> | [ recheck <number> | | rungroup <id> [ group
<string> ] [ active { on | off } ] [ startup { on | off } ] } | show group <id> }

Reboot

Reboot

role

role { add rolename <name> normal [ time <number> ] [ always online { on |
off } ][ comment <comment> ] | set rolename <name> normal [ time <number> ]
[ always online { on | off } ] [ comment <comment> ] | del { rolename <name> |
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all } | reset rolename <name> time | show { rolename <name> | all } }

route

route { table { add tablename <name> id <id> comment <comment> | del tablename
<name> } | troute { add destip <all ip> nexthop <single ip> dev <name> metric
<id> tablename <name> | set destip <all ip> nexthop <single ip> dev <name>
metric <id> tablename <name> id <id> | del tablename <name> id <id> | active id
<id>[ on | off | } | rule { add sip <all_ip> dip <all_ip> iif <name> service <name>
prio <id> tablename <name> isp { on | off } | set sip <all ip> dip <all ip> iif
<name> service <name> prio <id> tablename <name> id <id> isp { on | off } | del
prio <id> } | show | startup | { ipv6 troute { add destip <net ipv6> dev <name>
metric <number> [ nexthop <single ipv6> ] | del id <number> | set id <number>
destip <net_ipv6> dev <name> metric <number> [ nexthop <single ipv6> ] | active
id <number> { on | off } | show } } }

rule

rule { add type { permit name <name> [ id <id>] [ sa { any | <name> | <multi_ip> }
] [ sport <comment> | [ smac <mac> ] [ da { any | <name> | <multi_ip> } ] [ iif
{ any | <name> } | [ oif { any | <name> } | [ service { any | <name> } | [ time
{ none | <name> } ] [ avpolicy <number> ] [ ipspolicy <number> ] [ pcpolicy
<number> | [ eimpolicy <number> ] [ long { <number> | off } ][ log { on | off } ]
[ synflood { <number> | off } ] [ udpflood { <number> | off } ] [ icmpflood
{ <number> | off } ] [ pingofdeath { on | off } ][ active { on | off } ][ comment
<comment> | | ips_url trojan name <name> [ id <id> ] [ sa { any | <name> |
<multi_ip> } ][ sport <comment> ] [ da { any | <name> | <multi_ip> } ] [ iif { any |
<name> } ] [ oif { any | <name> } ] [ service { any | <name> } ] [ time { none |
<name> } | [ log { on | off } ][ active { on | off } ] [ comment <comment> ] |
greennet name <name> [ id <id> | [ sa { any | <name> | <multi_ip> } ] [ sport
<comment> | [ da { any | <name> | <multi_ip> } ] [ iif { any | <name> } ] [ oif
{ any | <name> } | [ time { none | <name> } ] [ long { <number> | off } ] [ apc
<number> ] [ urlblock <id> ] [ active { on | off } ] [ comment <comment> ] | deny
name <name> [ id <id> ] [ sa { any | <name> | <multi_ip> } ] [ sport <comment> | [
smac { <mac> } | [ da { any | <name> | <multi_ip> } ] [ iif { any | <name> } ] [ oif
{ any | <name> } ][ service { any | <name> } | [ time { none | <name> } ][ log { on
| off } ][ active { on | off } ] [ comment <comment> ] | proxy name <name> [ id
<id> ][ sa { any | <name> | <multi_ip> } ] [ sport <comment> ] [ smac <mac> ] [ da
{ any | <name> | <multi_ip> } ] [ iif { any | <name> } ] [ service <name> ] [ proxy
<name> | [ time { none | <name> } | [ log { on | off } ][ active { on | off } ]
[ comment <comment> ] | auth name <name> [ id <id> ] [ sa { any | <name> |
<multi_ip> } ] [ sport <comment> ] [ smac <mac> | [ da { any | <name> |
<multi_ip> } ][ iif { any | <name> } ] [ oif { any | <name> } ] [ service { any |
<name> } | [ time { none | <name> } | [ log { on | off } ] [ synflood { <number> |
off } ] [ udpflood { <number> | off } ] [ icmpflood { <number> | off } ]
[ pingofdeath { on | off } ][ active { on | off } ] [ comment <comment> ] | vpn name
<name> [ id <id> | [ sa { any | <name> | <multi_ip> } ] [ sport <comment> ]| [ smac
<mac> | [ da { any | <name> | <multi_ip> } ] [ iif { any | <name> } ] [ oif { any |
<name> } | [ service { any | <name> } | [ time { none | <name> } | [ log { on |
off } ][ synflood { <number> | off } ] [ udpflood { <number> | off } ] [ icmpflood
{ <number> | off } | [ pingofdeath { on | off } ][ active { on | off } ][ comment
<comment> ] | nat name <name> [ id <id> ] [ sa { any | <name> | <multi_ip> } ]
[ sport <comment> ] sat { <name> | <single ip> } [ satport <comment> | [ da { any
| <name> | <multi_ip>} ][ oif { any | <name> } ] [ service { any | <name> } ] [ log
{on|off } ][ active { on | off } ] [ comment <comment> ] | masquerade name
<name> [ id <id> ] [ sa { any | <name> | <multi_ip> } ] [ sport <comment> ]
[ satport <comment> ] [ da { any | <name> | <multi_ip> } ] [ oif { any | <name> } ]
[ service { any | <name> } | [ log { on | off } ] [ active { on | off } ] [ comment
<comment> | | nataccept name <name> [ id <id> ] [ sa { any | <name> |
<multi_ip> } ] [ sport <comment> | [ da { any | <name> | <multi_ip> } ] [ oif { any |
<name> } ] [ service { any | <name> } ][ log { on | off } ][ active { on | off } ]
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[ comment <comment> ] | portmap name <name> [ id <id> | [ sa { any | <name> |
<multi_ip> } ] [ sport <comment> ] [ sat { <name> | <single ip> | none } | [ pa
<single ip> | [ ia <name> ] [ iif { any | <name> } ] [ oif { any | <name> } ][ ps
<name> ] [ is <name> ] [ log { on | off } ] [ active { on | off } ] [ hideinner { on |
off } ][ comment <comment> ] | portaccept name <name> [ id <id> ] [ sa { any |
<name> | <multi_ip> } ][ sport <comment> ] [ pa <single ip> ][ iif { any | <name>
} ][ ps <name> ] [ log { on | off } ][ active { on | off } ] [ comment <comment> ] |
ipmap name <name> [ id <id> ] [ sa { any | <name> | <multi_ip> } ] [ sat { <name>
| <single ip> | none } ][ pa <single ip> ][ ia <name> ] [ iif { any | <name> } ][ oif
{ any | <name> } ] [ log { on | off } ][ active { on | off } ][ hideinner { on | off } ]
[ comment <comment> ] | ipaccept name <name> [ id <id> ] [ sa { any | <name> |
<multi_ip> } ][ pa <single ip> ][ iif { any | <name> } ][ log { on | off } ][ active {
on | off } ][ comment <comment> ] | antispam name <name> [ id <id> ][ sa { any |
<name> | <ip> } ] [ sport <port> | none | [ smac <mac> | none ] [ da { any | <name>
| <ip>} ] [iif { any | <interface> } ][ time { <name> | none } ] [ active { on | off } ]
[ comment <comment> ] | uids name <name> [ id <id> ] [ sa { any | <name> |
<ip> } ][ da { any | <name> | <ip> } ] [ iif { any | <name> } ] [ service { any |
<name> } ] [ time { none | <name> } ] [ smac <mac> ] [ avpolicy <number> |
[ ipspolicy <number> | [ active { on | off } ] [ comment <comment> ]| } | set id <id>
{ [ type { permit | deny | proxy | auth | vpn | nat | masquerade | nataccept | portmap |
portaccept | ipmap | ipaccept | greennet | ips_url _trojan | antispam | uids } ] [ newid
<id> ] [ name <name> ] [ sa { any | <name> | <multi_ip> } ] [ sat { <name> |
<single ip> | none } ] [ sport <comment> ] [ satport <comment> ] [ smac <mac> ]
[ da { any | <name> | <multi_ip> } ] [ pa <single ip> ] [ ia <name> ] [ iif { any |
<name> } | [ oif { any | <name> } ] [ service { any | <name> } | [ proxy <name> ]
[ ps <name> ] [ is <name> ] [ time { none | <name> } ] [ avpolicy <number> ]
[ ipspolicy <number> ] [ pcpolicy <number> | [ eimpolicy <number> | [ long
{ <number> | off } ][ log { on | off } ] [ synflood { <number> | off } ] [ udpflood
{ <number> | off } ] [ icmpflood { <number> | off } | [ pingofdeath { on | off } ]
[ active { on | off } ] [ hideinner { on | off } ] [ apc <number> | [ comment
<comment> | } | del { id <id> | all } | show [ id <id> ] | refresh | ipv6 { add type
{ permit name <name> [ id <id> | [ srcip { <net_ipv6> | ipname <name> | any } |
[ dstip { <net ipv6> | ipname <name> | any } | [ srcport <port> ] [ smac <mac> ]
[ iif { any | <name> } ] [ oif { any | <name> } ] [ service { any | <name> } ]
[ avpolicy <number> ] [ ipspolicy <number> | [ pcpolicy <number> ] [ eimpolicy
<number> | [ exhah { on | off } [ spi <string> ] [ length <string> ] [ reschk { on |
off } 1] [ exhdst { on | off } [ length <string> ] [ opt <string> ] ] [ exhfrag { on |
off } [ id <string> ] [ length <string> ] [ reschk { on | off } ] [ first { on | off } ]
[ moreorlast { more | last } ] ] [ exhhbh { on | off } [ length <string> ] [ opt
<string> | ] [ exhmh { on | off } [ type <string> ] ] [ exhrt { on | off } [ type <string>
] [ segsleft <string> ] [ length <string> ] ] [ exhesp { on | off } [ spi <string> ] ]
[ active { on | off } ][ log { on | off } ] [ comment <comment> ] [ time { none |
<name> } ] | deny name <name> [ id <id> ] [ srcip { <net ipv6> | ipname <name> |
any } ] [ dstip { <net ipv6> | ipname <name> | any } ] [ srcport <port> ] [ smac
<mac> | [ iif { any | <name> } ][ oif { any | <name> } ] [ service { any | <name> } |
[ exhah { on | off } [ spi <string> ] [ length <string> ] [ reschk { on | off } ] ]
[ exhdst { on | off } [ length <string> | [ opt <string> ] ] [ exhfrag { on | off } [ id
<string> ] [ length <string> ] [ reschk { on | off } ] [ first { on | off } ] [ moreorlast
{ more | last } ] ][ exhhbh { on | off } [ length <string> ] [ opt <string> ] ] [ exhmh {
on | off } [ type <string> ] ] [ exhrt { on | off } [ type <string> ] [ segsleft <string> | [
length <string> ] ] [ exhesp { on | off } [ spi <string> | ] [ active { on | off } ] [ log
{on|off } ][ time { none | <name> } | [ comment <comment> | | uids name
<name> [ id <id> ] [ srcip { <net ipv6> | ipname <name> | any } ] [ dstip
{ <net_ipv6> | ipname <name> | any } | [ smac <mac> | [ iif { any | <name> } ]
[ service { any | <name> } ] [ avpolicy <number> ] [ ipspolicy <number> ] [ active {
on | off } | [ comment <comment> ] [ time { none | <name> } ] } | set id <id> [ type
{ permit | deny | uids } ] [ name <name> ] [ newid <id> ] [ srcip { <net ipv6> |
ipname <name> | any } ] [ dstip { <net ipv6> | ipname <name> | any } ] [ srcport
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<port> | [ smac <mac> ] [ iif { any | <name> } ] [ oif { any | <name> } ] [ service
{ any | <name> } ] [ avpolicy <number> ]| [ ipspolicy <number> ] [ pcpolicy
<number> ] [ eimpolicy <number> ] [ exhah { on | off } [ spi <string> ] [ length
<string> ] [ reschk { on | off } ] ][ exhdst { on | off } [ length <string> ] [ opt
<string> | ] [ exhfrag { on | off } [ id <string> ] [ length <string> ] [ reschk { on | off
+ ][ first { on | off } ] [ moreorlast { more | last } ] ] [ exhhbh { on | off } [ length
<string> | [ opt <string> ] ] [ exhmh { on | off } [ type <string> ] ] [ exhrt { on | off }
[ type <string> ] [ segsleft <string> ] [ length <string> ] ] [ exhesp { on | off } [ spi
<string> ] ] [ active { on | off } ][ log { on | off } ] [ comment <comment> ] [ time {
none | <name> } || del {id <id>]all } | show [ id <id>]} }

Rz

Rz

sarp

sarp { show | set <single ip> <mac> <string20> <string20> | del <single ip> |
active <single ip> | inactive <single ip> | timeout <string> [ <string> ] }

sataddr

sataddr { add name <name> ip <sect ip> [ comment <comment> ] | set name
<name> { [ ip <sect_ip> ] [ comment <comment> | } | del name <name> | show
[ name <name> ] }

Serveraddr

serveraddr { add name <name> ip <single ip> [ ip <single ip> [ ip <single ip> [ ip
<single ip> [ ip <single ip> [ ip <single ip> [ ip <single ip> [ ip <single ip>]]]]
11]1[ comment <comment> ] | set name <name> { [ ip <single ip> [ ip <single ip>
[ ip <single ip> [ ip <single ip> [ ip <single ip> [ ip <single ip> [ ip <single ip>
[ip <single ip>]]]]]1111[ comment <comment> | } | del name <name> | show
[ name <name> ] }

serveraddr6

serveraddr6 { add name <name> ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip
<ip>[ip <ip>[ip<ip>]]]11]]1]1[ comment <comment> | | set name <name> { [ ip
<ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ip <ip>[ip <ip>]]]]1]]1]]
[ comment <comment> ] } | del name <name> | show [ name <name> ] }

servgrp

servgrp { add name <name> [ comment <comment> | | set name <name> { addmbr
<name>+ | delmbr <name>+ | comment <comment> } | del name <name> | show
[ name <name> ] }

servgrp6

servgrp6 { add name <name> [ comment <comment> | | set name <name>
{ comment <comment> | addmbr <name>+ | delmbr <name>+ | delallmbr } | del
name <name> | show [ name <name> ] }

service

service { add { name <name> protocol { { ftp | h323 | tns | irc | rtsp | tftp | mms |
xdmcep | h323 gk | sip } port <single port> [ comment <comment> ] | icmp [ type
{0|3[code {O|1]2]3]4]|5]6|7]|9|10|11]|12]13|14|15]|any}]|4]|5
[code {O|1|2]3]any}]|8]9|10|11[code {O|1|any } ]|12[code {01 |
any } ]| 13|14 |17] 18 } ][ comment <comment> ] | icmp6 [ type { 0| 1 [ code { 0
[1]2]3|4]any}]|2]3[code{0|1]|any} ]|4[code{O0]|1|2]|any}]|127]
128 | 1291130 | 131 | 132|133 | 134|135 | 136 | 137 | 138 [ code { O | 1 | 255 |
any } ]| 139|140 | 141|142 143|144 | 145|146 | 147|148 149 | 151|152 | 153
} 11 comment <comment> | | { { tcp | udp } sp <all_port> dp <all port> | <number>
} [ protocol { { tcp | udp } sp <all port> dp <all port> | <number> } [ protocol
{ {tcp|udp } sp <all_port>dp <all port> | <number> } [ protocol { { tcp | udp } sp
<all_port> dp <all port> | <number> } [ protocol { { tcp | udp } sp <all_port> dp
<all_port> | <number> } [ protocol { { tcp | udp } sp <all port> dp <all port> |
<number> } [ protocol { { tcp | udp } sp <all port> dp <all port> | <number> }
[ protocol { { tcp | udp } sp <all port> dp <all port> | <number> } 11 1111]

20

EATIBIE R A5 R EARAGIR A ]




WX 12 4= P ¢ PowerV £

=

b
=<
Y

P F T

Bl

[ comment <comment> ] } } | set name <name> { comment <comment> | protocol {
ftip port <single port> get { allow | deny } put { allow | deny } multi { allow |
deny } | { h323 | irc | rtsp | tftp | mms | xdmep | h323 gk | sip | tns } port
<single port> |icmp [type { 0|3 [code {0O|1]2|3]4]5]|6]|7|9|10]11|12]
13|14|15]any } 1|4 |5[code {0]1]2|3|any}]|8[9]10|11[code {0]1|
any } ]| 12[code {O|1|any } ]|13|14|17 |18 |any } ]|icmp6 [ type { 0| 1
[code {O|1]2]|3|4|any} ]|2]|3[code{O0]|1|any} ]|4[code{0]1]2]|
any } 1] 1271281291130 | 131|132 |133|134|135|136|137| 138 [code { O |
1255 |any } 1| 139|140 | 141|142 | 143|144 | 145|146 | 147 | 148 | 149 | 151 |
152 1153 } 1| { tcp | udp } sp <all port> dp <all port> | <number> } [ protocol
{ {tcp|udp } sp <all _port>dp <all port> | <number> } [ protocol { { tcp | udp } sp
<all_port> dp <all port> | <number> } [ protocol { { tcp | udp } sp <all_port> dp
<all_port> | <number> } [ protocol { { tcp | udp } sp <all port> dp <all port> |
<number> } [ protocol { { tcp | udp } sp <all_port> dp <all port> | <number> }
[ protocol { { tcp | udp } sp <all_port> dp <all_port> | <number> } [ protocol { { tcp
| udp } sp <all port> dp <all port>| <number>} ]1]1]]]]1]} | del name <name> |
show { default | dynamic | icmp | icmp6 | common | name <name> } | refresh }

sysmon
Sysmon show
System
System show
Tepdum,
paump Tepdump
time . . .
time { add name <name> type { once start <date> <single time> stop <date>
<single time> [ comment <comment> ] | week { [ sun <sect time> ] [ mon
<sect_time> ] [ tue <sect time> ] [ wed <sect time> ] [ thu <sect time> | [ fri
<sect_time> ] [ sat <sect time> ] } [ comment <comment> ] } | set name <name>
type { once { [ start <date> <single time> stop <date> <single time> ] [ comment
<comment> ]| } | week { [ sun <sect time> ] [ mon <sect time> ] [ tue
<sect time> | [ wed <sect time> ] [ thu <sect time> ] [ fri <sect time> ] [ sat
<sect_time> | [ comment <comment> | } } | del name <name> | show [ name
<name> ]| }
timegrp i
timegrp { add name <name> [ comment <comment> ] | set name <name> { addmbr
<name>+ | delmbr <name>+ | delallmbr | comment <comment> } | del name
<name> | show [ name <name> | }
Traceroute
traceroute
Tunnel ) ) . .
tunnel ipv6 { set tun6to4 { active { on | off } | ttl <number> local <single ip> addr6
<all_ipv6> | addr6 <all ipv6> | restart } | add { tun6to4 ttl <number> local
<single ip> addr6 <all ipv6> } | del tun6to4 | show tun6to4 }
Uevent . . . . .
uevent { ips { active { on | off } | server <string> port <string> } | av { active { on |
off } | server <string> port <string> } | show }
upgrade
Pe Upgrade show
upnp

upnp { set exif <name> inif <name> | start | stop | show status | rule { add name
<name> ip <all ip> [ comment <comment> | | del { id <id> | all } | set id <id>
{ [ name <name> | | [ ip <all_ip> ] | [ comment <comment> ] } | show } }
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urlblock

urlblock { add type policy name <name> comment <comment> policyid <id> | set
type policy name <name> signature <name> [ enabled { on | off } ] [ log { on |
off } ][ alertmail { on | off } ][ drop { on | off } ] [ resetsend { on | off } ]
[ resetrecv { on | off } ][ sound { on | off } ]| del type policy policyid <id> | startup |
stop | show policy }

usbcli

usbcli { scan { all | show } | test <string> }

user

user { add username <name> auth-type { local-pwd pwd <string> | local-cert | vip |
cert-pwd pwd <string> | dyn-pwd pwd <string> [ sn <filename> ] } [ role <string> ]
[ true-name <name> ] [ bind-ip6 <single ipv6> | bind-ip4 <single ip> ] [ bind-mac
<mac> ] [ active { on | off } ] [ modify-pwd-allow { on | off } ] [ first-change-pwd
{ on | off } ][ available-period <number> | [ pwd-available-period <number> ]
[ connect-rule <name> ] [ comment <comment> | | set username <name> { auth-
type { local-pwd pwd <string> | local-cert | vip | dyn-pwd [ pwd <string> [ sn
<filename> | | sn <filename> ] | cert-pwd [ pwd <string> | [ role <string> | [ true-
name <name> ] [ bind-ip6 <single ipv6> | bind-ip4 <single ip> ] [ bind-mac
<mac> ] [ active { on | off } ] [ modify-pwd-allow { on | off } ] [ first-change-pwd
{ on | off } ][ available-period <number> | [ pwd-available-period <number> ]
[ connect-rule <name> ] [ comment <comment> ] } [ role <string> ] [ true-name
<name> ] [ bind-ip6 <single ipv6> | bind-ip4 <single ip> ] [ bind-mac <mac> ]
[ active { on | off } ][ modify-pwd-allow { on | off } ] [ first-change-pwd { on | off }
] [ available-period <number> | [ pwd-available-period <number> ] [ connect-rule
<name> | [ comment <comment> ] | import-sn <filename> | syndynpass <string>
dyntime <string> dynclock <string> } | del { username <name> | all } | show { lock |
username <name> | all | online [ total | from <number> to <number> | } | break
username <name> | reset username <name> { time | password <string> } | lock
username <name> time <number> | unlock username <name> }

vhq

vhq { setvq { on dir <string> http { on | off } ftp { on | off } smtp { on | off } pop3
{on|off } |off|delid <id> | del all | startup } | sethq { on time <number> http { on
| off } ftp { on | off } smtp { on | off } pop3 { on | off } | off | startup } }

vmfw

vimfw { create { vmfwname <name> | chains [ name <name> ]| } | delete
{ vimfwname <name> | interface name <name> vmfwname <name> } | add interface
name <name> type { share | exclusive } vmfwname <name> | show { name |
interface }

vpn

vpn { up { { gatewaytunnel | clienttunnel } <name> | all } | down { { gatewaytunnel
| clienttunnel } <name> | all } | set { default [ ikelifetime <number> ] [ ipseclifetime
<number> ] [ prekey <string> ] [ ipsec_active { on | off } ][ dhcpactive { on | off } ]
[ dhepipaddr <ip> ] [ dhcpdevice <name> | | rule name <name> subnettype { subnet
leftsubnet <string> rightsubnet <string> | subnets leftsubnets <string> rightsubnets
<string> } leftservicetype { defaultservice leftservice <name> | customservice
leftprotoport <string> } rightservicetype { defaultservice rightservice <name> |
customservice rightprotoport <string> } | gatewaytunnel name <name> [ interface
<name> | [ ikename <name> | [ rulename <name> ] [ ipsec <string> ] [ type
{ tunnel | transport } ][ phase2 { esp|ah } ][ pfs { yes |no } ][ compress { yes | no
+ 1 [ ipseclifetime <number> ] [ dpddelay <number> ] [ dpdtimeout <number> ]
[ dpdaction { hold | restart } ] [ initiator { start | ignore } ][ active { on | off } ]|
clienttunnel name <name> [ interface <name> ] [ ikename <name> ] [ rulename
<name> ] [ ipsec <string> | [ type { tunnel | transport } ][ pfs { yes | no } ] [ phase2
{ esp | ah } ] [ ipseclifetime <number> | [ dpddelay <number> ] [ dpdtimeout
<number> ] [ active { on | off } ] | tunnelgroup name <name> rulename <name>
tunnels <string> [ comment <comment> | | ikeconfig { client { main { psk name
<name> rightaddr <ip> [ prekey <string> ] [ ike <string> ] [ dhgroup { gl | g2 | g5 }
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][ ikelifetime <number> | [ idtype <number> ] [ leftid <string> | [ rightid <string> ]
[ xauth { on | off } ] | rsasig name <name> rightaddr <ip> leftcert <name> rightcert
<name> [ idtype <number> | [ leftid <string> ] [ rightid <string> ] [ ike <string> ]
[ dhgroup { gl | g2 | g5 } ][ ikelifetime <number> | [ xauth { on | off } ]} | aggr
{ psk name <name> rightaddr <ip> [ prekey <string> ] [ ike <string> ] [ dhgroup
{ gl |g2]|g5} ]I idtype <number> ] [ leftid <string> ] [ rightid <string> ]
[ ikelifetime <number> ] | rsasig name <name> rightaddr <ip> [ idtype <number> ]
[ leftid <string> ] [ rightid <string> ] leftcert <name> rightcert <name> [ ike
<string> ] [ dhgroup { gl | g2 | g5 } ] [ ikelifetime <number> ] [ xauth { on |
off } 1} } | gateway { main { psk name <name> righttype <number> rightaddr <ip>
[ idtype <number> ] [ leftid <string> ] [ rightid <string> ] [ prekey <string> ] [ ike
<string™> | [ dhgroup { gl | g2 | g5 } ][ ikelifetime <number> ] | rsasig name
<name> righttype <number> rightaddr <ip> leftcert <name> rightcert <name> [ ike
<string> | [ dhgroup { g1 | g2 | g5 } ][ ikelifetime <number> ] [ idtype <number> ]
[ leftid <string> ] [ rightid <string> ] } | aggr { psk name <name> righttype
<number> rightaddr <ip> [ prekey <string> | [ idtype <number> ] [ leftid <string> ]
[ rightid <string> ] [ ike <string> ] [ dhgroup { gl | g2 | g5 } ] [ ikelifetime
<number> ] | rsasig name <name> righttype <number> rightaddr <ip> [ idtype
<number> ] [ leftid <string> ] [ rightid <string> ] leftcert <name> rightcert <name>
[ ike <string> ] [ dhgroup { gl | g2 | g5 } ][ ikelifetime <number> ] } } } } | add
{ rule name <name> subnettype { subnet leftsubnet <string> rightsubnet <string> |
subnets leftsubnets <string> rightsubnets <string> } leftservicetype { defaultservice
leftservice <name> | customservice leftprotoport <string> } rightservicetype
{ defaultservice rightservice <name> | customservice rightprotoport <string> } |
gatewaytunnel name <name> interface <name> ikename <name> [ rulename
<name> | [ ipsec <string> | [ type { tunnel | transport } | [ phase2 { esp | ah } ][ pfs
{ yes | no } ][ compress { yes | no } ] [ ipseclifetime <number> ] [ dpddelay
<number> ] [ dpdtimeout <number> | [ dpdaction { hold | restart } | [ initiator { yes
| no } ][ active { on | off } ]| tunnelgroup name <name> rulename <name> tunnels
<string> [ comment <comment> | | clienttunnel name <name> interface <name>
ikename <name> rulename <name> [ ipsec <string> ]| [ type { tunnel | transport } ] [
pfs { yes | no } ][ phase2 { esp | ah } ] [ ipseclifetime <number> | [ dpddelay
<number> | [ dpdtimeout <number> ] [ active { on | off } ]| ikeconfig { client
{ main { psk name <name> rightaddr <ip> [ prekey <string> ] [ ike <string> ]
[ dhgroup { gl | g2 | g5 } ][ ikelifetime <number> | [ idtype <number> ] [ leftid
<string> ] [ rightid <string> ] [ xauth { on | off } ]| rsasig name <name> rightaddr
<ip> [ idtype <number> ] [ leftid <string> ] [ rightid <string> ] leftcert <name>
rightcert <name> [ ike <string> ] [ dhgroup { g1 | g2 | g5 } ] [ ikelifetime <number>
] [ xauth { on | off } ]} | aggr { psk name <name> rightaddr <ip> [ prekey
<string> ] [ ike <string> | [ dhgroup { g1 | g2 | g5 } ] [ idtype <number> ] [ leftid
<string> ] [ rightid <string> ] [ ikelifetime <number> ] | rsasig name <name>
rightaddr <ip> [ idtype <number> ] [ leftid <string> ] [ rightid <string> ] leftcert
<name> rightcert <name> [ ike <string> ] [ dhgroup { gl | g2 | g5 } ] [ ikelifetime
<number> ] [ xauth { on | off } ]} } | gateway { main { psk name <name> righttype
<number> rightaddr <ip> [ idtype <number> ] [ leftid <string> ] [ rightid <string> ]
[ prekey <string> ] [ ike <string> ] [ dhgroup { gl | g2 | g5 } ] [ ikelifetime
<number> ] | rsasig name <name> righttype <number> rightaddr <ip> leftcert
<name> rightcert <name> [ ike <string> ] [ dhgroup { gl | g2 | g5 } ][ ikelifetime
<number> ] [ idtype <number> ] [ leftid <string> ] [ rightid <string> ] } | aggr { psk
name <name> righttype <number> rightaddr <ip> [ idtype <number> ] [ leftid
<string> | [ rightid <string> ] [ ike <string> ] [ dhgroup { gl | g2 | g5 } |
[ ikelifetime <number> | | rsasig name <name> righttype <number> rightaddr <ip> [
idtype <number> ] [ leftid <string> ] [ rightid <string> ] leftcert <name> rightcert
<name> [ ike <string> ] [ dhgroup { g1 | g2 | g5 } ][ ikelifetime <number>1]} } } }
| show { rule { all | <name> } | ikeconfig { all | <name> } | gatewaytunnel { all |
<name> } | clienttunnel { all | <name> } | tunnelgroup { all | <name> } | status |
default } | del { rule { all | <name> } | ikeconfig { all | <name> } | gatewaytunnel
{ all | <name> } | clienttunnel { all | <name> } | tunnelgroup { all | <name> } } |
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version | on | off }

Vi
P Virp show
Vsp
vsp { set { default os { systemA | systemB } } | { get { systemA | systemB |
backup os | default_os | current_os } } | { backup system } | { recover { systemA |
systemB } } | { show } }
wireless

wireless { on | off | scan | show { station | base | option | advanced } | set { default | {
base [ mode { 11b| 11g } ][ channel { <number> | auto } | frequency { <number> |
auto } ] } | { option [ ssid <string> ]| [ hidessid { no | yes } ] [ security mode
{ disabled | { wep [ auth { open | share | mixed } ] [ wep_default key { 0| 1|2 |
3} ][ keyOtype { ascii | hex } keyOlen { 40 | 104 } key0 <string> ] [ keyltype
{ ascii | hex } keyllen { 40| 104 } keyl <string> ] [ key2type { ascii | hex } key2len
{40 | 104 } key2 <string> ] [ key3type { ascii | hex } key3len { 40 | 104 } key3
<string> | } | { { wpavl | wpav2 } [ wpa key <string> | [ wpa_key mgmt psk ]
[ wpa key algs { TKIP | CCMP | mixed } ] [ wpa gtk rekey <number> ]
[ wpa_gmk rekey <number> ] } } } | { advanced [ beacon_ int <number> ]
[ dtim period <number> | [ rts_threshold <number> ] [ fragm threshold
<number> | [ shortpreamble { enable | disable } ][ ap_max_inactivity <number> ]
[ accept_ mac { <mac>+ | none } | deny mac { <mac>+ |none } |} }
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BIE  PREAI]

3.1 EHREFR

2= A,
H

IS (R = 2 2 5 PowerV Web FHIEEF M) A 2dad#2, edelreamoe, HHIZRE
TEAAARD IR TEC B AR

2 HEe%
B REKZH web F 11 /e M NG B 352 A SCRIAT 5% 2779
3.3 EE AR

HARRAE: ST exit ip &

3.4 BimdpSITRESE

p=t

kit Web 77 206 8 BRI, 8
Web 77 2 B 22 45 W 56
{di F #ir 4> interface 255 F115% B WX 2% 4% 11 1) TP kil A48 788 1
1 Fi fir 4 admhost 755 A% B & FE AL 1P Hidik;
fdi ] 4 admacet 15 F1ACE P G K 5
AR TS S T & P e B IE 2, W ] 7 75 admeert £ 75 R4 A8 BRAIE S,
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BIE RGED

il 5 2 R P R BC I, R4S ¢ RGN PP i IR 25 28 1125 RS EORE BT ARG P
R L AR KT AR AT A B 55 IDS RS P VAEIR S AR R IR AR RIS, AR,

4.1 K&

4.1.1 RG{ER (system)

E&Z—'\‘ﬁ gﬁ% IE\ H
Bk

system show

SHUN:
¥

EREHR:
¥

Bl

ac>system show

BRRHEERR A B

ERFA

system show gnpatch

W

TR R B ARG PRI boAC S . THU A 5T BB RRAE RS A S . THZR I ]
24

system show gnpatch
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4.2 RIFACE

4.2.1 EXEE

4211 BEEH#ER

B
easyconfig set brg { on | off }

SR
¥

ERHEI:
£ 1U F S EAEL B eth0 5 ethl $2 1 NIE MR L.
£ 2U VS BN B ethd 5 ethS $2 1oNIE MR .

7~ :
ac>easyconfig set brg on

4.21.2 BE eth3# 0 IPv4 EIEE O

Bk

easyconfig set ipv4 ip <single ip> mask < netmask>

SH VA
<single ip> IPv4 itk
<netmask>  Ipv4 #EfY

EREHR:
¥

7~ :
ac>easyconfig set ipv4 ip 10.1.5.254 mask 255.255.255.0

4.2.1.3 ECiE eth3 0 IPv6 RN

B

easyconfig set ipv6 ip < single_ipv6> mask < number>

SR
<net_ipv6> IPv6 Hikil:
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<number >  Ipv6 fEHY

EREIR:
P

il
ac>easyconfig set ipvb ip 2001:288:250:2403::200 mask 64

421.4 EEE eth3 80 IPv4 B XM

B
easyconfig set ipv4 adminip <single ip> adminmask< netmask>

Z2H U
<single ip> I1Pv4 Huht
<netmask>  Ipv4 #&hG

HEREIR:
¥

7~ s
acreasyconfig set ipv4 adminip 10. 1. 5. 254 adminmask 255. 255. 255. 0

4.21.5 ECE eth3 0 IPv6 BEIE X4

Bk

easyconfig set ipv6 adminip <single ipv6> adminmask < number>

SHHH:
<net_ipv6> IPv6 Hill:
<number >  Ipv6 fiEHY

ERE:
¥

7~ :
ac>easyconfig set ipv6 adminip 2001:288:250:2403::200 adminmask 64

4.21.6 REEFIEE

Bk
easyconfig set type { utm | | fw | tc } level { high | middle | low }
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SH Y-
¥
EREIR:
P

il
acreasyconfig set type utm level high

4217 ERRERERFR

B
easyconfig show

SHYH:
¥
HEREIR:
¥

7~ s
ac>easyconfig show

4.2.2 UTM R E

4.2.21 5| FRIEECE

B
easyutm level { low | high | high } { avpolicy | eimpolicy | ipspolicy | pcpolicy } <id>
SR

<id> 5| HIEEEHI ID

ERFEM:

7

il

ac>easyutm level low avpolicy 1

4222 BEBREZIR

Bk

easyutm level { low | high | high } service <name> { on | off }

SH Ui
<name> ¢ & R 55 11 44 FK
HERE:
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A~
ac>easyutm level low service ftp on

4223 BREERFER

Bk
easyutm show { low | middle | high }

SHYH:
¥

HEREIR:
¥

ZNE

ac>easyutm show low

4.2.3 REFEHPIEIE

4231 HFREEREAH

Bk

bw quick bw oif <interface> minbw <number> maxbw <number> prio <number>

SR

oif BCEM O, ©hiks;
minbw e B /N E

maxbw W= NG

prio M5

EREHR:

x

B

ac> bw quick bw oif eth0 maxbw 1000 minbw 1000 prio 5

4.2.3.2 B2 & apc EEBEENRANTERERER

Bk

bw apc set policyid <id> groupname <name> bandwidthname <name>
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SH -

policyid <id> Bt & apc HB& 1K) id 5, BhAbH 512
groupname <name>  JCE apc KM L FR
bandwidthname <name> i & 7 % 2 YR AL 1 4 FK

EREIR:
¥

il
ac> bw apc set policyid 512 groupname p2p_download bandwidthname ethl 1000 1000 5

4.2.3.3 B & url HFEEZNRFHER R

B
bw url set policyid <id> groupid <id> bandwidthname <name>

BV

policyid <id> M # url R (1) id 5, MbAbA 512
groupid <id> ML & url KM id 5

bandwidthname <name> T B Ty T W UE 2H 1 44 R

HEREIR:
¥

7~ s
ac> bw url set policyid 512 groupid 1 bandwidthname ethl 300 300 5

4234 BB XHRBEBRINRINEEZR

B

bw file set policyid <id> groupid <id> bandwidthname <name>

SH U

policyid <id> M B SCAFRAIFNEI id 5, ‘haby 256
groupid <name> i B % SRR AL AR
bandwidthname <name> [t B 77 % G5 Y5 2H ) 44 FR

ERE:
¥

7~ :
ac> bw file set policyid 256 groupid 1 bandwidthname ethl 300 300 5
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4235 RRERBESREAEE

Bk

bw easyset <level { 1|2|3 } > [ service { any | <name> } ] [ bandwidthname <name> ][ apc { 0512 } ][ url {0
512} ][ file {0256} ][ rate <maxrate> ][ mode { dstip | srcip } ][ oif { any | <interface> } ]

SHYH:

level { 1123 } Bic & 2 g )

service { any | <name> }
bandwidthname <name>
apc {0]512}

url {0]512}

file { 0256 }

rate <maxrate>

mode { dstip | srcip }

oif { any | <interface> }

HEREIR:
¥

ZNE

Pic B 55 1 24 FR

TiC B I 55 T Pl i U 4 1 44

Bi & apc $EB& [ id 5, Bib Ry 512

Wic B url SERE I id 5, AL 512

Be B SRR SRS 1 id =, Ak 256
P B AL B 110 PR a3 2

P B AL B 4 ) A X

P B AL B8 R A H X

ac> bw easyset level 3 service FTP bandwidthname ethO 300 300 5 apc 512 url 512 file 256
rate 1000 mode dstip oif ethl

4.3 L E

4.3.1 BRARTIE
4.3.1.1 B4 (clock)
WE RGN B

B

clock set <date> <time>

SHULA:

<date> wEHY, %28 yyyy/mm/dd, yyyy-mm-dd
<time> WENIE, #%38 hh:mm:ss

HEREHEMN:
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ANEEWE RSl 0 5T 2000/01/01 00:00:00

7~ :
ac>clock set 2004/01/01 00:00:00

BIRRGH B

T
clock show

SH Y-
¥

EREIR:
P

7~ :
ac>clock show

Clock: 2004/01/01 00:00:00

4.3.1.2 B FEIZP (ntp)

RN RP:

Bk
ntp set ip <ip> interval <number>

ntp set domain <domain> interval <number>

SHULA:

ip T E NTP I #4545 1) 1P Hodik:

domain % B NTP I AR 55 25 16 dak 44 H ik

interval WHE RPN, BREN 1 2 65535 (45D
EREN:

o

7~ s

ac>ntp set ip 192.168.100.1 interval 60

JB R R 25
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Ik
ntp on

SH Y-
¥

EREIR:
¥

A~
ac>ntp on

BB R

Bk
ntp off

SH Y-
¥

EREIR:
¥

A~
ac>ntp off

LB R

Bk
ntp sync

SH Y-
P

EREIR:
P

il
acontp sync

BERET BRI R E
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Ik
ntp unset

SH Y-
¥

EREIR:
JE PRI [ 2 5 AN e i BRI B )20 i B

il

acontp unset
BB B F PR E

Bk
ntp show

SH Y-
P

ERE:

N

A~
ac>ntp show
Enable: on

NTP Server: 192.168. 100. 1
Sync Interval (minute): 60

43.2 RGESH
4.3.21 ©EMRXZHK (hostname)

BEREMREK

W

hostname set hostname <hostname>
SHU .
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hostname LEMRBIR K — N/ 1, SRR 20 (1 ASCIL 77783, A4 Bl
RAFANE) S AN AR T AT BN 77

EREIR:
¥

A~
ac>hostname set hostname themis

BRBZEM KA

T
hostname show

SH Y-
¥

EREIR:
¥

7~ :
ac> hostname show
Hostname: themis

4.3.3 E£hEH (snmp)

WEKTEH:
ik

snmp set [snmpip <ip>] [principal <string>] [telephone <string>] [cpu <percent>] [mem <percent>] [fs
<percent>] [rcomm <string>] [wcomm <string>] [comm2sec {on| off}] [trapc <string>] [comment <string>]

SH U

snmpip BB A E L IP Hudik

principal WENATTANLER, 1820 DNFRF

telephone WEATT ARG, 1830 NFERF

cpu WHE CPU MM ZEREHME, ARUEN 1 2 100
mem WENARHRRERE, A81E 81 % 100

fs WE M RGP AR CEBRE, AMEHN 142100
rcomm W SNMP v1&v2e ) R R E, 1 % 32 N FERF
wecomm W H SNMP v1&v2e FIERE R E, 1 % 32 NFRF

36
EATIBIE R A5 R EARAGIR A ]




X )22 4= X 5% PowerV W TEE T
comm?2sec W B RS FH SNMP vi&v2e Bk E, & 24H on 8% off
trapc ¥ B SNMPv 1 Trap 15 5 FH 48 FH 1 44 5
comment WE AT, 12255 DNF5F
~H :

ac>snmp set snmpip 192.168.1.1 principal lenovo telephone 800-8108888 cpu 100 mem 90 fs 80

rcomm public wcomm private trapc public comm2sec on comment “gateway 1”7

FREFEERE.

B

snmp unset [snmpip] [principal] [telephone] [cpu] [mem] [fs] [rcomm] [wcomm] [comm2sec] [trapc]
[comment]

SH -

snmpip i B A A R ML TP Mk

principal THER ST A4

telephone 1 NG R

cpu T B CPU ) H 24 2 3 1

mem T 3% YA Y 2R )

fs THES RGN R E R

rcomm JE R SNMP v1&v2c 1) i3z B 44
weomm JE PR SNMP v1&v2c [ 5 B 44
comm2sec T2 75 JE ] SNMP v1&v2e 114
trapc 7&Kk SNMPv1 Trap 13 2 "5 FH 1 [4] 44 52
comment Bk

il

ac>snmp unset

HINEHEEE

Bk
snmp add snmpip <ip> [ <ip> ... ]

Ui
snmpip WIN—A a2 /AN E L TP Hukk, 52 RN S8 16 4N TP

A~
ac>snmp add snmpip 192. 168.1.2 192.168.1.3

MIBRSE+ EE L
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UL
snmpip MBS — A B Z AN FE A TP Huhik
~H :

ac>snmp del snmpip 192.168.1.2 192.168.1.3

ErEHEERE:

Bk
snmp show

il

ac>snmp show

SNMP TP: 192.168.1.1
Principal: lenovo
Telephone: 800-8108888
CPU Threshold: 100
Memory Threshold: 90
Disk Threshold: 80
Comment: gateway 1
Read Community: public
Write Community: private
Trap Community: public

Community to Security: on

PE SNMPv3 .

Bk
snmpusm set [user <name>] [level {noauthlauth|priv}] [authproto {MD5|SHA}] [authpass <string>] [privproto
{DESIJAES}] [privpass <string>] [active {on|off}]

SHU:

user BEE SNMP v3 H 4

level WEZH %y, fl%{E noauth, auth 8 priv, 3 HMCE T INETINE, NIE
ENIIEZ NIk

authproto WEINIEWHY, AIiE{E 8 MD5 8 SHA

authpass WEINMEAS, 8% 32 M5

privproto BEME M, FlikfH )y DES 8¢ AES

privpass WEINEEH, 8% R2NFM

active WHE AT S H SNMP v3 [ f, W #E{E N on BY off

A~

ac> snmpusm set user lenovo level priv authproto MD5 authpass leadsec3 privproto DES
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privpass lenovoai active on

B~ SNMPv3 FH

B
snmpusm show

il

ac> snmpusm show
Security Name : lenovo
Security Level : priv

Authentication Protocol : MD5

Authentication Passphrase: leadsec3

Privacy Protocol . DES
Privacy Passphrase . lenovoai
Active SNMP v3 USM : on

4.3.4 FRERCIE

ASHTRA RIS ACE M T REANE T Ui - SRMSACEThRE R AN ZE T SIS M. Prig s A2, wif
ZET RS ME T E B B R S, ST e BT N SE R EAVE BIhRE . H AT B X B
KGR PV 04 SRS B (2 A I, 22 A L ARBE AR 55 AL B BEUR 2 S VPN A BEAE, B K AR R
mARHEACER M T S E <, SRPCRIS T N & UL R ThRE R ar 248, BARMER kT

EXBEFESHRE

Bk

policyclient set server address <ip> port <port> key “key”
SHUH:

ip LE G RS 4 ip Motk

port KT 1A i 1

key XU 44 58 %

EREINR:

T

Bl

ac> policyclient set server address 192.168.1.1 port 8585 key admin123

KRR R B E
Bk
policyclient set timer retry < retry > span < span > timeout < timeout >
SHU:
retry HIAKHRE
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span RE
timeout e E
EERH:

N

A~

ac> policyclient set timer retry 3 span 20 timeout 3

TF SRk AR Th e
Bk
policyclient up
SHUL
p
ERFEM:
p

il

ac> policyclient up

BLE IR S523RBSR
Bk
policyclient net
SH Y-
5
EREIR:
W

i
ac> policyclient net

BB LR 5 2% 3R B SRS
Bk
policyclient now
SH Y-
W
EREIR:
W

il

ac> policyclient now
BB A B R S

B

policyclient local
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SH Y-

e

EREIR:

A5 fiir A BRI Z0RE S ST ST B B7 K B /tmp HSR T

i
ac> policyclient local

R SRS AR E T RE
Bk
policyclient down
SHUL
p
ERFEM:
p

il

ac> policyclient down

4.4 ERGEE

4.4.1 i5E)#LBR (account _power)

505 e A PR »

Bk

account_power add name <name> comment <comment> { [ system { none | read | write } ] | [ network { none
| read | write } ]| [ route { none | read | write } ]| [ policy { none | read | write } ] | [ user { none | read | write } ] |
[ flow { none | read | write } ] | [ monitor { none | read | write } ] | [ vpn { none | read | write } ] | [ utm { none | read |
write } ]| [ ipv6 { none | read | write } ]| [ log { none | read | write } ] }

SHUHA:

name TS0 BB (1) 44 %

comment WEEHIIMERE, LS8, BRIANAT

system RGEHRIR, LS, BRI none

network PIZE AR, W24, BRINN none

route S EERERLR, "TiES %, BRIAN none
policy RIEEAERUR, iS40, BN none
user A AR, WikSE, ERIA N none

41
EATIBIE R A5 R EARAGIR A ]




P14 22 5K PowerV WHATERIE T

2

P
=\
dl

holescan VAR, FIESE, ERIAN none

flow MEEENR, &S5, BN none
monitor ROGUMRNBER, FIEZS%, BRIAN none
vpn vpn EHAUR, "4, BN none
utm utm B, "EZSH, BRI none
ipv6 IPv6 EHALIR, TIiEZS4, BRIAH none
log HEHARR, kS5, BN none
none TG HIR, "TiEZH, BIA N none
read RUERR, mrik24, ERIAA none
write AR AR, FES L BRAN none
EEE:

7

il

ac> account _power add name testpower comment “test power” system none network write
route write policy write user write holescan write flow write monitor write vpn write

utm write ipv6 write log write

BE VTR APR -

Bk

account_power set name <name> comment <comment> { [ system { none | read | write } ] | [ spuer { none |
read | write } ]| [ network { none | read | write } ] | [ route { none | read | write } ] | [ policy { none | read | write } ] |
[ user { none | read | write } ]| [ holescan { none | read | write } || [ flow { none | read | write } ] | [ monitor { none |
read | write } ]| [ vpn { none | read | write } ]| [ utm { none | read | write } ]| [ ipv6 { none | read | write } ]| [ log
{ none | read | write } ] }

SHUL

name VB PR Y 44 FR

comment WEEHIIMERE, LS8, BRINAT

system ROVEHEBIR, TIESE, BRIAN none

network WL B AERUR, WIE S48, BRIAN none

route P EHERAERCR, "k Z4L, ERIA N none
policy RIS ERAEAR, PS40, BRiAN none
user W EH PE AR, PESE, ERIN none
holescan  JgiFFIHIALE, FIESE, ERIAN none
flow MEEHAR, iESE, ERIAH none
monitor RGMNAR, w24, ERN none
vpn vpn FHEAR, kS, BRIAN none
utm utm EHAPE, LS, ER\none
ipv6 IPv6 FHAIR, FIiES4L, ERIAN none
log HEHAR, ATiESE, BN none
none TIEREAR, w24, BN none
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Bl

read FERUR, "liES%0, BRACN none
write AR SRR, FIESE, ERIAN none
EREM:

¥

~H :

ac> account _power set name testpower comment “test power” system read network write
route write policy write user write holescan write flow write monitor write vpn write

utm write ipv6 write log write

BB T A PR «

Bk
account_power del name <name>

SHUL
name AR5 AR £ 42 R

EREIR:
P

il
ac> account_power del name testpower

RV F AL PR A FR -

Bk
account_power show [ all | name <name> |

SHUL
all BRI U5 AR 44, 7T LA IS “all”
name R E U5 AR 44

EREIR:
P

Bl

ac> account_power show
ID #7K iU

1 super  rootaccount

ac>account_power show name super

43
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4.4.2 EHIH (admhost)

K fil i

super  root account

system: #E
network: 5
route: &5
policy: &5
user: %5
holescan {5
flow: &5
speed: 5
utm: 5
vpn: B35
ipv6: 5
monitor: &5

log: &5

AIMEEEH.

Bk

admhost add ip <ip> netmask <netmask> [ comment <comment> ]

admhost add ipv6 <ip/prefix> [ comment <comment> |

SHU:

1p BN IP Huhk
netmask WEEHF I AR
ipv6 B EH LAY [Pve Hhlilk
comment WEE I FENERE, ik

ERE:
u

Bl

acradmhost add ip 192.168. 1.1 netmask 255.255. 255. 255 comment

ac>admhost add ipv6 2001:1::200/64 comment administration host "

g ERIE

44

“administration host”
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Bl

Bk
admhost del ip <ip> netmask <netmask>

admbhost del ipv6 <ip/prefix>

Ui

ip T & AR 8 1 B B ML) TP dhhiE
netmask 6 5 B3 1 5 B = ML) 7 X A
ipv6 T8 5 B 64 B4 85 B = LA TPv6 bk
ERH:

¥

~H :

ac>admhost del ip 192.168. 1.1 netmask 255.255. 255. 255
ac>admhost del ipv6 2001:1::/64

BREEEN.

Bk

admhost show
admhost show all
admhost show ipv4
admhost show ipv6

SHU:

all BRI A L T LA S “all”
ipv4 7R IPva 1 A F N L RE

ipv6 27N IPv6 6 2 FE L AE

HEEEM:

.

i

ac>admhost show

IP Address Netmask Comment

192.168. 1. 1 255. 255. 255. 255 administration host
ac>admhost show all

IP_Address  Netmask comment

10.1.5.200 255.255.255.255 administration host
10.1.5.49 255.255.255.255 PPP administration host
10.1.6.200 255.255.255.255 administration host
IP_Address/prefix_length comment
2001:288:250:2403::200/128 administration host
2001:288:250:2403::49/128 PPP administration host
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2001:288:250:2404::200/128 administration host

ac> admhost show ipv4

IP_Address  Netmask comment

10.1.5.200 255.255.255.255 administration host
10.1.5.49 255.255.255.255 PPP administration host
10.1.6.200 255.255.255.255 administration host

ac> admhost show ipv6

IP_Address/prefix_length comment
2001:288:250:2403::200/128 administration host
2001:288:250:2403::49/128 PPP administration host
2001:288:250:2404::200/128 administration host

4.4.3 EHEAMS (admacct)

HINEERIKS

Bk

admacct add name <name> password <password> vmfwid <id> powername <name> max_err num <num>

SHUH:

name BB R (1 15 o B s, B R

vmfwid & EEPIPT K id AR KIE R 0, 2RI 0, D

password WEE R £ 15 frr BRI 4L )

powername & EHE T L IABR AR, 1A “account_power show” 2 & 1] F AL FI
max_err_num & B8 TR ) SO VR EOR AT N A IR E(3~10 #R)

ERE:
u

Bl
ac>admacct add name adminl password 12345678 vmfwid 0 powername super max_err num 5

BHEERIKS:

46

Bk
admacct { set sname <name> dname <name> [ password <password> | | [ vimfwid <id> | | [ powername] <

name> | | [ max_err num <num> ] }
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vmfwid BB RERIGT K% id CERERLT k%4 0, BRA N 0)

dname fRE ISR MEE RN Z T

password 1B U R A IR R

powername EHUE A AR A FR, 1A “account_power show” & & 1] H AL IR
max_err_num A& XS0 B B 51 FO VSR OR AT N H AR ORR

EREIR:
¥

il
ac>admacct set sname adminl dname admin2 password 12345678 powername super max err num 10

MR EERAKS:

B
admacct del name <name> [vmfwid <id>]

SHUL
name TR E AN B3 1) A8 2 D3 1 44 5
vmfwid BB RRG K3 id CERABE K35 0, BRAH 0O

EREM:
ANBEMH R 2 /& 1 G2 Bk 5 administrator

il

acradmacct del name adminl

#H E ADMINISTRATOR K5 :

T
admacct reset name administrator

SH Y-
P

il

acradmacct reset name administrator

ICVEA-g:Yalailny-g= 003

B
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admacct set multiadm on

SH Y-
P

EREIR:
¥

7~ :
acradmacct set multiadm on

RS EHE R R

T
admacct set multiadm off

SH Y-
¥

EREIR:
P

7~ :
acradmacct set multiadm off

ErREEAKS:

48

T
admacct show

SH Y-
¥

EREIR:
P

7~ :
acradmacct show
Name Powername vmfwid

administrator super 0

Max err num

3

Now err num
0
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R B B (W5 R DY)

B
admacct set unlock style timeout <minute>

SH B
unlock_style 5 Bt I 7 X
timeout VI AGHR I A 3 7 v AR I I ]

EREIR:
¥

il

admacct set unlock style timeout 5

4.4.4 EMHRIFHE (admcert)

BIIE O UEF A Z & M SRIE

Bk

admcert add cacert <filename> fwcert <filename> fwkey <filename>
SHUH:

cacert W B WIEHOUE T S 4

fweert BB AW R S 44

fwkey W B A W B U 4

ERE:

BAFATESEIE PR Z 2K L, S5z i

ISZHF PEM A% U HIIE 5 S0

2275 25 TR A I VIE TGl 58022 45 WX S HIE 5
2= B B A FE DT AC A B D3R 15
S H A5 Web IRS5 25, Z4HTH) Web S 247 FH KT .

Bl

ac>admcert add cacert cacert.pem fwcert fwcert.pem fwkey fwkey. pem

HINEE RS
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T
admcert add admincert <filename>

Ui
admincert WE SRR 4
EREM:

BAF T RSB IIE P Z 2K L, Sz i
S PEM A% AHIE T S

A~
ac>admcert add admincert adminl. pem

MBR B A UESS:

T
admcert del admincert <filename>

Ui
admincert 8 T AR B 1 78 B DU 1 S 44
EREM:

ANBEMNBR C 288 F A8 B IR TS

A~
ac>admcert del admincert adminl. pem

JB g RAE:

50

T
admcert on admincert <filename>

Ui
admincert F8 AR A F RS B OOIE S H- 44

EREIR:
P

A~
ac>admcert on admincert adminl. pem
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T RES:

T
admcert off admincert <filename>

SH Y-

admincert

5 € AR R B SRS SR 4

HEREIR:
P

A~
ac>admcert off admincert adminl. pem

B AEF OEF:

T
admcert show cacert

SH Y-
¥

EREIR:
P

7~ :
ac>admcert show cacert

Name: cacert. pem

Description:subject=/Email=infosec@legend. com/CN=infosec/0U=infosec/0=1egend/C=CN

BN ZEMRIUEF:

51

T
admcert show fwcert

SH Y-
P

EREIR:
P
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A~
ac>admcert show fwcert
Name: fwcert. pem

Description:subject=/Email=infosec@legend. com/CN=infosec/0U=infosec/0=1egend/C=CN

BREERES:

T
admcert show admincert

SH Y-
¥

EREIR:
P

A~

ac>admcert show admincert

Name: adminl. pem

Status: on
Description:subject=/C=CN/0O=legend/OU=infosec/CN=adminl/Email=infosec@legend. com

Name: admin2. pem

Status: off
Description:subject=/C=CN/0O=1egend/OU=infosec/CN=admin2/Email=infosec@legend. com

4.4.5 EH55X (admmode)

Jo B SSH & E 5=

Bk

admmode on ssh

SHU:
u

ERE:
u

52
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7~ :
ac>admmode on ssh

ZEH SSH B T7:

T
admmode off ssh

SH Y-
P

EREIR:
Rt PPP U5 s NC 2T, Mthaflz Sk .

7~ :
ac>admmode off ssh

J2 F PPP BT

Bk
admmode on ppp

SH Y-
P

ERFEM:
4)53) PPP B BT AU, 2[R B 3h#1IF SSH & #7:0, JF H A 1 &5 i1 COMI 222y COM2.,

A~
ac>admmode on ppp

ZH PPP EHEITR:

Bk
admmode off ppp

SH Y-
P

EREIR:
P

53
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il

ac>admmode off ppp

Ji Fl TELNET B# 5

T
admmode on telnet

SH Y-
P

7~ :
ac>admmode on telnet

£ TELNET B3 75

T
admmode off telnet

SH Y-
¥

EREIR:
P

7~ :
ac>admmode off telnet

BREETTA:

T
admmode show

SH Y-
P

EREIR:
P

7~ :
ac>admmode show
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4.5 thEIEEEh

4.5.1 B£®f) (IDS linkage)

wE PUMA BX3h:
Bk
linkage set puma ip <ip>+ port <port>
SHUHA:
ip 1% & PUMA IDS [t 1P i
port WE PUMA IDS WEkshsm 1 (TCP)
HEEEM:

R PUMA BXZh L&A 8, iK% 1L PUMA BKE), FEATIE, A5 FHEZ) PUMA B3 .

A~
ac>linkage set puma ip 192.168.100.1 192.168. 100. 2 port 5000

B\ PUMA BESHIEF:

Bk
linkage set puma cert <filename> password <password>

SH Y-

cert W E PUMA BXEhEH 44

password W E PUMA BXEhIE I 7 4, WAR 9 NMFAF
HEEEM:

IR PUMA BE 4 R 8, 15 %6 1k PUMA IKE), #15 A\ PUMA BKEHIEF, 285 5 3) PUMA B3] .
2% 1z fin o _EAR AT

il

ac>linkage set puma cert puma_ ids. dat password 123456789

JE 3 PUMA Ex3)-
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Bk
linkage on puma

SH Y-
¥

EREIR:
x

il

ac>linkage on puma

2 1F PUMA Bt

Bk
linkage off puma

SH Y-
P

EREIR:
x

il

ac>linkage off puma

wE “RE” B3

Bk
linkage set venus ip <ip>+ port <port>

Ui

ip YE “K[E” IDS [#) IP Hutl:

port WHE “KAE” IDS s L (UDP)
EREM:

R “RIA” BENCLREl, eEIL R B3l B TIRE, RJEHES “CRE” B,
S rz % AR

il
ac>linkage set venus ip 192.168.100.1 192. 168. 100. 2 port 2000
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B3 “RK” B

Bk
linkage on venus

SH Y-
¥

HEREIR:
x

A~
ac>linkage on venus

Ik “RE” BR3h:

Bk
linkage off venus

SH Y-
¥

EREIR:
x

A~
ac>linkage off venus

wE “RIR” B3

Bk
linkage set netpower ip <ip>+ port <port>

Ui

ip BEE “RAL” IDS [ IP Huhl

port WE “KIL” IDS KBS 1 (TCP)
EREM:

IR ORI BREh O R s, elFil “RIR” Bkah, H3tTiE, RJEHES0 “RIR” B,

il
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ac>linkage set netpower ip 192.168.100.1 192.168. 100.2 port 4000

FA RIR” BRBIIES:

B

linkage set netpower cacert <filename> consolecert <filename> consolekey <filename>

SHUL

cacert WHE CAIER X4

consolecert B | G Uk S 4

consolekey w B G %A A

EREIR:

R ORI BREh O R s, WelEil ORI Bk3h, A CRIR” BENES, REHREZ “RIRY
JESZI

S 1z % LA

Bl

ac>linkage set netpower cacert cacert.pem consolecert con_cert.pem consolekey con_key. pem

B3 “RIR” Beah:

Bk
linkage on netpower

SH Y-
P

EREIR:
x

A~
ac>linkage on netpower

Ik “RHR” Bkzh:

Bk
linkage off netpower

SH Y-
P
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ac>linkage off netpower

B SafeMate B£Z .

B

linkage set safemate port <port>

SHUL

port W & SafeMate IDS [1EkZ) 1 (UDP)
ERFEM:

U SafeMate B3 O & B 81, 55515 11 SafeMate BtZf), Hik B SafeMate BE5l, 4R )5 B )5 3l SafeMate Bk

il

ac>linkage set safemate port 2001

B\ SafeMate BLBh 2280 S04

Bk

linkage set safemate keyfile <filename>
SH Y-

keyfile BEEYIEA
EREIR:

% SafeMate B 3h L4 )5 51, 15 461 1E SafeMate X 5)), -5 A\ SafeMate Btz % 80 C4F, SR )G H 8 3
SafeMate Ex3l

il
ac>linkage set safemate keyfile safemate ids. dat

JEZl SafeMate BX3)

Bk
linkage on safemate
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(RSERE: e

SH Y-
¥

EREIR:
x

A~
ac>linkage on safemate

{21k SafeMate BX3l:

Bk
linkage off safemate

SH Y-
¥

EREIR:
x

A~
ac>linkage off safemate

BB &K HEEKS):

Bk
linkage set nsfocus ip <ip>+ port <port>

SHU:
ip % & NSFOCUS IDS f#] IP Hihi:
port % B NSFOCUS IDS [zl 1 (TCP)

EREIR:

IRk B D i B, W SeiF IRk S, FHTRE, AR ERsha kS,

il

ac>linkage set nsfocus ip 192.168.100.1 192. 168. 100. 2 port 5000

FALRBEBRBIIES:
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linkage set nfocus cert <filename> password <password>

SH Y-

cert B E NSFOCUS BaNIE i 3 44

password W B NSFOCUS BREhiE I H 51 14, WAUH 9 NTF4F
HEEEM:

1 5 NSFOCUS B3 O & J5 8, %4645 1 NSFOCUS Bt3h, F 5 A\ NSFOCUS BEzhiE -, REH B3
NSFOCUS Bz .

Z% 1z % LARSAT
il

ac>linkage set nsfocus cert nsfocus ids. dat password 123456789

JE R BB -

Bk
linkage on nsfocus

SH Y-
P

EREIR:
x

il

ac>linkage on nsfocus
fF IR B BERS) :

Bk
linkage off nsfocus

SH Y-
P

EREIR:
x

il

ac>linkage off nsfocus
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BB RS TERE FEITHY 1P #uhk:

Bk
linkage set ignoreip <ip>

UL
ignoreip 15 B 2 I ) BEL T Y TP 3k

HEREIR:
x

A~
ac>linkage set ignoreip 192.168.1.1 192.168. 1.2

TR BUZERSH RELETH 1P bt

Bk
linkage set ignoreip

SH Y-
¥

EREIR:
x

A~
ac>linkage set ignoreip

TR BRERZh RELWT RS TP Huht

Bk
linkage clean blockip

SH Y-
P

EREIR:
x

A~
ac>linkage clean blockip

62

EATIBIE R A5 R EARAGIR A ]



P F T

2

b
NN
dl

WX 12 4= P ¢ PowerV Tt

BRERBI B E

Bk
linkage show

SH Y-
¥

EREIR:
TH AN DRI (14 3 L B O A — A, A RN RS i A ), 0 SePe R FT A BREh 2R 48, WP e
— A RS

il

ac>linkage show

PUMA: on

PUMA TP: 192.168. 100. 1
PUMA Port: 5000

PUMA Password: 123456789
Venus: on

Venus IP: 192.168. 100. 2
Venus Port: 2000

Netpower: on

Netpower IP: 192.168. 100. 3
Netpower Port: 4000
SafeMate: on

SafeMate TP: 192.168. 100.4
SafeMate Port: 2001
Tgnored TP: 192.168.1.1, 192.168.1.2

4.5.2 BX®h) (ISM linkage)

P ISM B3l

Bk

linkage set ism ip <ip>+ port <port>

SR
ip W E ISM ] 1P Mk
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port WHE ISM S I (TCP)

ERE:
W ISM Bxsh & /s, 15 seE 1 ISM Bkash, H3H TR E, 25 A 30 ISM BiEh.

il
ac>linkage set ism ip 192.168.100.1 192. 168. 100. 2 port 5000

F ISM BXFlEF:
Bk
linkage set ism cert <filename> password <password>
SHUHA:
cert W E ISM BEEhE S 44
password W E ISM BCBEBRE R R 4, DBAUN 9 NERF
ERFEM:

IR ISM BB 2R3, WE5eiF 1 ISMIKE), #-S A ISMEBSHESS, A5 #HE 30 ISM 3] .
2% 1z fin o _BAR AT

il

ac>linkage set ism cert ism_ids. dat password 123456789

JE 3l ISM EX3):

Bk
linkage on ism

SH Y-
P

ERFEM:
ISM RS ANE] LLAT IDS BRah RN T, R BETT R Hp—14.

A~
ac>linkage on ism

{21 ISM BE3h .

64

Bk
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SH Y-
¥

EREIR:
x

il

ac>linkage off ism

B MR E R 4] :

Bk

linkage on redirect redirectip <ip> localport <localport>

SHUHA:

ip B ISM & i Bk S5 4% 14 ip MLk

localport B ISM 2 7 i T 0 55 # AHIE B 7 K B 42 1
ERFEM:

p

i
ac>linkage on redirect redirectip 2.2.2.2 localport ethO

<P P L [«
B

linkage off redirect

SH Y-
¥

EREIR:
x

A~
ac>linkage off redirect

ECSEAL R
Bk

permit clean

SH Y-
P

EREIR:
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il
ac>permit clean

4.6 EEHIpT A G E

4.6.1 FRHAEEFARG A 4

WL

vmfw create vmfwname <name>
i) 1 name A AR G A FR
20

vmfw create vinfwname "vmfw1"

4.6.2 fHIBR REFOLRA A5G

SRR

vmfw delete vmfwname <name>
i) 1 name A REAUR) KT A FR
200

vmfw delete vimfwname "vmfw1"

4.6.3 RIMMIEIEC

Tk

vmfw add interface name <namel> type <share| exclusive> vmfwname <name2>

P g
namel M LTAHIAFK, EATA eth3,
name2 N REILBS K EEY 4R,

type N share 78 26 AN EHLES nf DARIES & & 32 1, N exclusive

2501

vmfw add interface name eth3 type share vmfwname vmfw1

4.6.4 MHFRMIEREEC

i -
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vmfw delete interface name <namel> vmfwname <name2>
B

namel AWM A FR, AN eth3,

name2 J RESULS A A4 K.

%01

vmfw delete interface name eth3 vmfwname vimfwl

4.6.5 FRMEES

ik

admacct add name <name1> password <pass> manager off policyer off auditor off vmfwid <id>
il

namel B 53 44 FR

pass P 51 D

id ARG K HERY id 5

24

admacct add name "vmadmin" password "vmadmin123" manager off policyer off auditor off vmfwid 1000

4.6.6 MEREEZ

I B Al R SO0 A B B e 4 — 3, AR . S WG Y.

4.24688 HEFF

4.24688.1 &5 E (newconfig)

REFRGEE

B

newconfig save

SHULH:
¥

ERER:
¥
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il
ac>newconfig save

WwE W) BEE

Bk
newconfig reset

SH Y-
P

EREIR:
P ARRC MRS BR, W E A 2 % 4 Mk

il

ac>newconfig reset

Please reboot system.

SHAGEE

Bk

newconfig export <filename> [ encrypt { on | off } ]

SH Y-

<filename> fRE T RSB E IS4

encrypt fRER G TN RGN BTN, TR SH, BT
EREIR:

SHRGEE N L — KR ERGEE .
W2 S 7 ZMODEM W3 ) &0 8 3¢, U Windows 2K 283, SecureCRT 2%,
SHMHEES) FERBEEENL, I EC AL B D AH S L fe 7 B R € .

il

ac>newconfig export fw.cfg encrypt on

TR E

Bk
newconfig export modules <modulel,module2,..> <filename> { [ encrypt <on|off> ]}

SH Y-
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<modulel,module2,..> FRLZFIFEK, LLIESHTT
<filename> foE S H RS E 4
encrypt BB AN FHE RGN & CHFIAT N, "iESE, SN TN

ERE:

SHMARRREN L —XRENRARLE .

W Z5UAd F 34 ZMODEM Wi ) 2 3 B 3%, 41 Windows #2543,  SecureCRT 45
SHESCE AN T EBVEFENL, IO R B S S A B LR E

il

ac>newconfig export modules rule rule.cfg encrypt on

FARGEE

VEE .

B

newconfig import <filename>

Ui
<filename> BEMFAR RS B A4

EREIR:
SARTEEACRC E S AR MR, Wrz drd . FNJE R EERR %2 ME, B &4 s A
T A BC B SR A 22 A R AR A5 B, ABE BRI B RRAS 2 4 e T B SR R Y

BC B XA H S ABA R Z M d, HiX ib;réﬂaéu%ﬂ MR, TR TR E PSR, 0P Hubk,
MAC Hh 45,

A~
ac>newconfig import fw.cfg

Please reboot system.

FANERACE

-
A

69

B

newconfig import modules <modulel,module2,...> <filename>

ZH B
<modulel,module2,..> IRAZFRFIEK, LLESHIT
<filename> FRER SN RGN B S 42 (5 F 48 %) B 17)

EREIR:
SHTSE EACRC B EAR R e MR, Wz drds Tar NJa T EERRA LMK, HiE A feER.
T I BRI A IS B, ANBE S AN Z 0 ORA 22 4 e . T ELAan SR R AR B9
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L& S R ARIARZ M, HiXssz e Mo T F-— MR, mTaeasl i s, 1P ik,
MAC #ihh25,

A~
ac>newconfig import rule /tmp/upload/rule.cfg

Please reboot system.

4.24688.2 RGHL (upgrade)

FHERZEMR
ik

upgrade package <filename>

BT REFR

W
upgrade show

SLERFHZR
Bk

upgrade autoupNow ip <ip> port <port>

7~ :
upgrade autoupNow ip 10.1.5.20 port 80

EIEB3IFR
Bk

upgrade autoup off

SR E TR
Bk

upgrade autoup type real ip <ip> port <port>

7~ :
upgrade autoup type real ip 10.1.5.20 port 80

R B3
Bk

upgrade autoup type time ip <ip> port <port> hour <hour> &iff<hour>/Nisf HBEITHZE— K
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upgrade autoup type time ip <ip> port <port> day <day> 4%} K<day>& HBITEK—XK

upgrade autoup type time ip <ip> port <port>week <week> whour <whour> & W<week>J<whour>
MBI —

2~ (5 EXERD -

upgrade autoup type time ip 10.1.5.20 port 80 hour 3

upgrade autoup type time ip 10.1.5.20 port 80 day 3

upgrade autoup type time ip 10.1.5.20 port 80 week 3 whour 3

rz (AT

B

1Z

i R Re i 28 v B ST, T LA R 0 28 3 26 254 Zmodem P (41 SecureCRT, Windows 2K

il

acorz
PAT 5 LR T 2T — AT SO EAE, IR AR S e, ik B SOl 2 7% 31 e 4 oK
o

sz. CRIASCH)

1

sz <filename>

P

IXAEEFE T LAMBE KBS B O HAS SOEAR 2 51 Web 47 22 ML) i AR BOA B2 O 12
Eﬁﬁﬁ

Zan 2 H BRI I & B S AT, i HLAE B & S 5 Zmodem P (U1 SecureCRT, Windows 4 2k
éz%)o

A~

ac>sz /usr/local/cert/greenupdate/greenupdate. pl2

PAT G SO AR 0 FE 7 BN B O 8 AR T 31X 5 1 S B & SO TR 15 4% 52 208 BE WLV RN B2
W2 T,
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4.24688.3 HIRIFAI(license)

FAVFAE
Bk
license upload <filename>
SHU:
<filename> V¥ RESCAF 44 7R

BEFTIERS
i

license show [ module { AdvRoute | VMFW | PolicyAgent | ACSC | HA | VPN | SSLVPN | AV | AVUpdate | IPS |
IPSUpdate | PC | APC | APCUpdate | URL | URLUpdate | URLTrojan | URLTrojanUpdate | Scanner | ScannerUpdate |

UMA } ]
FXLHR FR TR
AdvRoute A H
VMFW REFIA S
PolicyAgent FEg AR
ACSC S E A
HA e AT F A (HA)
VPN REW A HI I (VPN)
SSLVPN L AERR)F A FH M (SSLVPN)
AV B 5 75
AVUpdate 7 97 BERFAE T 2%
IPS N2 ORI 2:4¢ (IPS)
IPSUpdate NIRRT 258 (1PS) R T+ 2
PC g
APC R SCED
APCUpdate I FH B BRI R AIE T 27
URL gt — BRI E LT (URL)
URLUpdate S — G E AL AT (URL) REAE T2
URLTrojan st g
URLTrojanUpdate T3 B AR AE T2
Scanner T MEERE]
ScannserUpdate I TR R R AE T
UMA gi—MiiE

SHHB:
72
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EREIR:
¥

il

ac> license show

JE R R
B

license set module { AdvRoute | VMFW | PolicyAgent | ACSC | HA | VPN | SSLVPN | AV | AVUpdate | IPS |
[PSUpdate | PC | APC | APCUpdate | URL | URLUpdate | URLTrojan | URLTrojanUpdate | Scanner | ScannerUpdate |
UMA } active { on | try }

4.24688.4 W EA Lt (vsp)

ik

vsp set default os <systemA | systemB>
%4

vsp set default _os systemA

KRGS
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i

vsp get {systemA | systemB | backup os | default os | current os}

BEW] ¢ systemA systemB KR FA A E LW BCRG A S, backup_os /R85 47 %48, default_os 2Rk A1 %
4, current os X/R G HiIR5E,

%01

vsp get default os

BRAZHAE

ik

vsp show

B

BILRG A, RGEB. &A% ARG HHTRGEIARE KA S BR IR,
%01

vsp show

RS

ik

vsp backup system

Y

ELHATAGRT R, S0 ORISR .
200

vsp backup system

KR ARG

i

vsp recover <systemA | systemB>

Wi
TMNEM RGP IE RS, 7K E R systemA, A LUK E F systemB,
2405

VSp recover systemA
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4.24688.5 HLALTE

export_pf(‘F H ZEFNELE <)
SHZENNFE 4

Bk

export_pf export <filename>

SHUH:
export  FHHRE A I AN SR A% 5 ORI

ERE:
u

Bl
ac> export_pf export rule.txt

export_addr_service(RH RIEE XA E 4)

FHEZEMNEEH L
Bk
export_addr_service export <filename>
SHU:
export  FHHRE AT BRI E SO IAL T ORI
ERE:
x
Bl

75

ac> export_addr_service export resource.txt
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FSE MEEE

5.1 M&&4EO (interface)

%N VLAN 4%

B

interface add vlan bind if <name> vlan id <number> [ ip { <single ip> | none } ] [ netmask { <all ip> |
none } | [ active { on | off } ] [ mac { <mac> | none } ] [ qos_enable { on | off } ][ qos_device bw <number> ]
[ admin { on | off } ][ ping { on | off } ] [ traceroute { on | off } ] [ workmode { route | trans } ] [ ipmac_check { on |
off } ][ ipmac_check policy { on | off } ][ antispoof { on | off } ][ vlan_maxid <number> ]

SHUN-

bind_if VLAN & &9 s, B0 )d i, HIT/ERHUR trunk BCHPIER &

vlan_id VLAN %% 1] VLAN ID, /2 1-4094.

ip AIEM)IP bk, PR EHEEUT, P HiEANRE AR
netmask EEFEND, BB, MIARENT
active on: Jo %, off: {EF®&

mac EVvER MAC Hidik, none ¥ MAC /&%

qos_enable  on: JAHWA M UEE T, off: 15 B 1 i

qos_device_bw &AM . VLAN W& R % 5 ERGEE W& A K, WRE R &2 TIEE
5, i BETE 2 1-100005 W E RS & F IR A, Al tEYE 2 1-1000005 W1
AR EW AR T IRV A, W9V 1-1000000; W10 5E B4 2 Ik &, ol
FEl /& 1-10000000,

admin on: WA IP AT &M, offf W&IPAHTEHE
ping on: %% IP LI ping, off: &% IP AN T ping

traceroute on: ¥t IP FUUF traceroute, off: 5% IP AN fU ¥ traceroute
workmode  route: P%HIFEI, trans: FEHHRII
ipmac_check on: J5H IPMAC 48 Etu?, off: 2 IPMAC 48t
ipmac_check policy — on: RVFARZEEFIHibb@ET, off: £8 ik AR45wE bk T
antispoof on: JoiF IP HhhEIRImAS 2, off: OGP IP Huhk k9w 25
vlan_maxid  #1% vlan_maxid>0, | % 7~ A X 8] vlan ¥ 4%, [X 8] V8 /& [vlan_id,vlan_maxid], 1 %
vlan_maxid A-1 . MR NES vian 13 4%, H#% id N vlan id.
ERE:

LAEM AT b, iR 7R EOR 1P Mk BiiEAS B o8, AT DAFE CHES ip BR netmask J& il
A none, EAIFEATA4TEL Web FitH L 51 F B ER T NE o

2 EHER, IP bR 2 [ s E N .

3.8 ) vian 1588 22 3R 90 & 25 U A Ja H 1) TAEFE trunk X AU BRI &

4K Ja 1) vian 15265 R ELREE w WA AU W) BER &
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ac> interface add vlan bind if ethO vlan id 1 ip 192.168.0.1 netmask 255.255.255.0 active

on

Il e

B

interface add brg if <name> [ ip { <single ip> | none } ] [ netmask { <all ip> | none } ] [ active { on | off } ]
[ interface list { none | <string™> } | [ stp { on | off } ][ admin { on | off } ] [ ping { on | off } ] [ traceroute { on |
off } ][ ipmac_check { on | off } ] [ ipmac check policy { on | off } ][ antispoof { on | off } ]

SH Y-

if MR W & ) 2 FRa] LLE 'S ZFR 1 . brgl,brg2,brg3,brgd,brg5,brg6,brg7, HAth 4 FREA 01 H

)

ip VAR IP Mkl WR & E P Oy RN A RV T EE, ARV PING, AR
TRACEROUTE
netmask HIAMIHERD, QIR E = NA SRV TEE, ALV PING, A ftiF TRACEROUTE

active on:

interface_list

®
stp on:
admin  on:
ping on:
traceroute

JE A, off: =&
WAL &G w4 AR, B — MNLLUES A EINBE&SIE, none Fl B4 e &5

JAH STP (AR BMIL) , off: 5G] STP

FRVF# [P TR, off: ZXIE¥4& IP T
Bt#% IP o VF ping, off: 15 #% IP 221k ping

on: % IP UV traceroute, off: 5% IP 2% 1L traceroute

ipmac_check on: JiH IPMAC ZFER T, off: Zis IPMAC FfE 7
ipmac_check_policy  on: FVFARZEEMMBEIE, off: A8 1EARGEE M HbkE S

antispoof

HERENR:

on: JAH IP b It 25, off: SCHA IP HbubikJ s 7

i\ none

AR vlan 1% 4%

L FFIRME TR, ARFEER, TH.
2AEMEAAT E, WURT B TP bk RS B O, W BLE B ip B netmask )5

3T IR 2 IR E B3R P i e AU TT R ) TAREE AT KL, U

4 ATFE b s R EORYE SR 1 e & IR . TUR B vian

il

ac> interface add brg if brgl ip 192.168.0.1 netmask 255.255.255.0 active on

BITUR B
B

interface add rd if <name> [ ip { <single ip> | none } ] [ netmask { <all ip> | none } ][ active { on | off } ]
[ interface list { none | <string> } ] [ workmode { route | trans } ] [ ipaddr_type { static | dhcp } ][ dns_enable { on |
off } ][ domain_name { none | <string> } | [ dhcp _relay { on | off } ] [ dhcpserver { none | <string> } ][ admin { on |
off } ][ ping { on | off } ][ traceroute { on | off } ][ ipmac_check { on | off } ][ ipmac_check policy { on | off } ]
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[ antispoof { on | off } ]

ZH B
if TR AR, WIES 1% % 4G bondl. bond2. bond3. bond4
ip AVE TP bk, none FIRIE A ip Huhlk

netmask EVENHEND, none FIRIE T HERY

active  on: JAHE&, off: FEH&&

workmode  route: P, trans: 7RI

interface_list JTURW A HIGE R &IIE, £LUE S FIRBR&AIRYIR
ipaddr_type static: H#a&HEE, dhep: @i DHCP 3KHX

dns_enable  on: JTJAZNAIRATEN, off: 15 1LB)AAL TN}

domain_name F)AIRAVEM R4, HEeRBAEA .

dhep_relay  on: FCVFI# DHCP H14k, off: Z%1b# 4 {i DHCP 4k
dhepserver X —N IP #ilik (1) %13, none FIRiE2 DHCP H14k Il 55 35 511 5%

admin on: FVFXAIP TR, off: Z1Hi&&IP H T
ping on: W% IP uVF PING, off: #%#% IP 2%k PING

traceroute on: %% IP L¥F TRACEROUTE, off: %% IP 2%k TRACEROUTE
ipmac_check on: J5H IPMAC 48 &, off: 2 IPMAC 4Bt
ipmac_check_policy — on: RVFARZEEFIHibb@ET, off: £8 ik ARS5E kT
antispoof on: JAH IP bR IRASE E, off: JCH] IP Huhb R IS 25

HERENR:

1 I8 B TUAR B IR F1 3R B L AR T e I TARAETU R T I BB #%
HEIRAR N

2 AT b it R ESRYEE B3R P K s & U AU B e %

.
ac> interface add rd if bond1 interface list ethO,eth1 ip 10.1.1.1 netmask 255.255.255.0 ping on admin on active

on

I BB E
W

interface add alias bind _if <name> alias id <number> ip <single ip> netmask <all ip> [ active { on | off } ]
[ admin { on | off } ][ ping { on | off } ][ traceroute { on | off } ][ vrid <id> ]

SH -
bind if |44 VA& SR T8 B R A4 R
alias_id A4 ID, o EZE 0—399
ip EVER TP kb, ABENZ. 0 B none
netmask EIEHERY, ANBESE A0 B none
active on: Jo W%, off: (FRHK&
admin on: FLYFBLEIP TR, off: 2514 1P I T45HE
ping on: %% IP VT ping, off: 4% IP 2% 1L ping

traceroute on: W4k IP Ui traceroute, off: 1% 4% IP 2% 11 traceroute
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vrid VRRP [FJ4H ID 5. 1-255, {55 0. 5.8.3 7.

HERENR:
1 I J5 B3 42 15 45 B 40 5 5103 F I st 45 A B T R AR AE B AR SR R e e
2 TP i i s R BRI E SR P I s UM EL. TUR. vian BB

iR
ac> interface add alias bind_if eth0 alias_id 0 ip 192.168.0.1 netmask 255.255.255.0 active on

IR S E
B

interface add dial if <name>

SR

if R RREIR

R

WINR 5 W ANAGR I —2%d 5%, WREE AR E KK S, HHHkS®
FHALE W2

7~ :

ac> interface add dial if diall

B E R

Bk

interface set phy if <name> [ ip { <single ip> | none } ] [ netmask { <all ip> | none } ] [ active { on | off } |
[ mac { <mac> | none } ] [ linkmode { auto | full | half } ][ speed { 10 | 100 | 1000 {10000 } ] [ workmode { route |
trans | rd } ] [ mtu <number> | [ ipaddr_type { static | dhcp } ] [ dns_enable { on | off } ] [ domain_name { none |
<string> } ] [ qos_enable { on | off } ][ qos_device bw <number> | [ dhcp relay { on | off } ][ dhcpserver { none |
<string> } ] [ admin { on | off } ] [ ping { on | off } ] [ traceroute { on | off } ] [ ipmac_check { on | off } ]
[ ipmac_check policy { on | off } ] [ antispoof { on | off } ] [ bind vlanrange { <string> | none } ] [ native vlanid

{ <number> | none } ] [ vlan_encap { nego | dotlq | iskl } ]

SR
if MIERR B AFR, B0 eth0, ethl &
ip AVERY TP Hihk, none FoRiE A ip Hudik

netmask A VLMY, none Fonig D

active  on: Jo &%, off: {ZH K%

mac E 15 MAC Hiudik, none [ T-7% 45 MAC Hudik

linkmode auto: FH3&E, full: 23X L, half: X T

speed  BEERIHE, AIHEERA 10,100,1000, 10000

workmode  route: I, trans: FIR, rd: UM trunk: trunk . BRI H
mtu WA mu. IR A MTU J6 Bl 60-1500, T-JE¥4% ) MTU V5[ /& 68-9216.
ipaddr_type static: F#ATEE, dhep: J#iT DHCP 3

dns_enable  on: JTJABIAIRATEN, off: {5 1hB)ARIA T M
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domain_name ZAIHAEM L, REEREANIHL, none RIRIETINAHA .
gos_enable on: FFRW &M TEEE, off: (¥ 1EEAH T

qos_device bw & E, WHRETIREE, IR 1-10000; WHE T IR &, A v
& 1-100000; 15 T-IR B4, 1 95 v0 2 1-1000000; 432 5k &, Ay v J

& 1-10000000,
dhep_relay  on: FCVFI A DHCP H14k, off: Z%1b# 4 {i DHCP 14k
dhepserver X —N IP #ilik (1) %13, none FIRiE A dhep HH4k IR 55 2341

admin on: RUFHAIPHTEH, offf £ ILERAIPHTEHE
ping on: &% IP u1F PING, off: %4 IP 251k PING

traceroute on: %% IP L¥F TRACEROUTE, off: %% IP 2%k TRACEROUTE

ipmac_check on: J5H IPMAC 48 @, off: 2 IPMAC 48t

ipmac_check_policy — on: RVFARZEEFIHibb@ET, off: £8 kARS8 ki T

antispoof on: JAH IP HuhERIRASE EE, off: &M IP Huhb R IS &

bind_vlanrange string:VLAN [X [A] =58, 41 “2-4094”; none RN A E VLAN [X [H] 4%, kI
£ trunk TAERL T A 2K

native_vlanid Native VLAN ID, [ 1-4094. JBEETi7E trunk AR T4 24

vlan_encap #F7~ VLAN (324, nego F/n HANHRE: dotlq Fan 802.1Q 3, isl F 78 CISCO
(¥ ISL 3 2%¢. BEVEITE trunk TAERL A 2.

HEERE:
| 1.none FH K35 Z500F B 1) S AR - 4E

7~
ac> interface set phy if ethO ip 192. 168. 0.1 netmask 255.255.255.0 ping on active on

B VLAN %%
EE

interface set vlan if <name> [ ip { <single ip> | none } ] [ netmask { <all ip> | none } ] [ active { on | off } ]
[ mac { <mac> | none } ][ qos_enable { on | off } ][ qos_device bw <number> ] [ admin { on | off } ] [ ping { on |
off } ][ traceroute { on | off } ] [ workmode { route | trans } ] [ ipmac_check { on | off } ] [ ipmac_check policy { on
| off } ][ antispoof { on | off } ]

SR
if VLAN B (5 4% 44 PR
ip AR TP bk, none FoRIE = ip Huhk

netmask SVEIIY, none FIoniE SN

active  on: JofHi%%, off: (EH K%

mac AVER MAC Hilik, none ¥ MAC #ihbiE 2

qos_enable  on: Jo &N AR, off: {5 W &M

qos_device bw  WE WA . VLAN W&NE&HESENIERET R, WRIERSET
I, T EIuEZ 1-10000; WG E R A B IR &S, A7 IE & 1-100000;5 4 iR AT
EWARTIRWA, A58 w2 1-1000000; WK G0 E & &2 IR 4, 7 uf e 1-
10000000,
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admin  on: W& IP VP T, off: && P ARVHTER

ping on: %% IP L¥F PING, off: ¥4 IP A1 PING

traceroute on: %% IP u¥F TRACEROUTE, off: 1% IP A 704 TRACEROUTE
workmode  route: FFHIFREIL, trans: iFE BRI

ipmac_check on: &M IPMAC 48 €, off: 2 IPMAC 48t
ipmac_check_policy — on: RVFARZEEFIHibb@ET, off: £8 ik ARS5 e kT
antispoof on: JAH IP bR IRASE E, off: JCH] IP Huhb R IS &

EREN:
| Lvlan XA A SCRERR RN, I AEIC & iz A

iR
ac> interface set vlan if eth0.0 ip 192.168.0.1 netmask 255.225.255.0 active off

BT %
B
interface set brg if <name> [ ip { <single ip> | none } ] [ netmask { <all ip> | none } ] [ active { on | off } ]

[ interface list { none | <string> } [ [ stp { on | off } ] [ admin { on | off } ] [ ping { on | off } ] [ traceroute { on |
off } ][ ipmac_check { on | off } ] [ ipmac check policy { on | off } ][ antispoof { on | off } ]

SR
if AR 42 B0 45 ) e 4
ip AR TP bk, none FoRIE = ip Huhk

netmask VAR, none Fonih THEND

active  on: JEHiX%, off: EHNE

interface_list M1 2% 0 W #5513

stp on: H 5 STP, off: {=iF STP

admin  on: ¥4 IP RVFH TEH, off: W& IPARYHTEH

ping on: #£% IP Ui PING, off: #¢4% IP AN Ui PING

traceroute on: %5 IP 0F TRACEROUTE, off: 4 IP A~ 70 TRACEROUTE
ipmac_check on: J&f IPMAC 8@k, off: Z:i IPMAC 45 & ki
ipmac_check_policy — on: VRGN LB, off: 251bR40w hbkiET
antispoof on: JiF IP HuhbIKIRAS &, off: <P IP Hbhk IR IR AS A

ERFENR:
¥

iR
ac> interface set brg if brg0 ip 192.168.0.1 netmask 255.255.255.0 active off

B4 B

A

interface set alias if <name> [ ip <single ip> ] [ netmask <all ip> ] [ active { on | off } ] [ admin { on | off } ]
[ ping { on | off } ][ traceroute { on | off } ] [ vrid { <id>|none } ]
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SHU:
if ol 44 B2 B 44 PR
ip V) TP Hiu ik
netmask AL
active  on: A4, off: EH &
admin  on: W& IP R TEE, off: W& IPARTHTEH
ping on: %% IP L¥F PING, off: ¥4 IP A1 PING
traceroute on: ¥ 4% IP fL¥F TRACEROUTE, off: # %% IP AN 0 ¥F TRACEROUTE
vrid : B4 ¥4 (1 VRRP 940 ID. #5201 5.8.3

EREIR:
¥

Bl
ac> interface set alias if eth0_0 ip 192.168.0.1 netmask 255.255.255.0 active on

BEUUR &

B

interface set rd if <name> [ ip { <single ip> | none } ] [ netmask { <all ip> | none } ] [ active { on | off } ]
[ interface_list { none | <string> } ] [ workmode { route | trans } ] [ ipaddr_type { static | dhcp } ][ dns_enable { on |
off } ][ domain_name { none | <string> } | [ dhcp relay { on | off } ] [ dhepserver { none | <string> } ] [ admin { on |
off } ][ ping { on | off } ] [ traceroute { on | off } ] [ ipmac_check { on | off } ][ ipmac_check policy { on | off } ]
[ antispoof { on | off } ]

SHUHA:
if TURW A M, HEEE bondl. bond2. bond3. bond4
ip AV 1P kb, none FRIRTE A ip

netmask GVENHEND, none FKIRIE T HERY

active  on: Jo %, off: EHE&

interface_list TUAR &I EFIK, W48 A HE N none

workmode  route: P, trans: 7RI

ipaddr_type static: H#a&HEE, dhep: @i DHCP 3KHX

dns_enable  on: JTJAZNAIRATEN, off: 15 1LB) A AL TN

domain_name FA&IHAEM A, REERHEANIHL, none RRIE TN A .
dhep_relay  on: FCVFI# DHCP H14k, off: Z%1b# 4 {i DHCP 14k
dhepserver X2 —ANIP k%13, none FIRiE S dhep H 4k RS AR H1IER

admin on: FVFXAIP TR, off: Z1Hi&&IP H &M
ping on: W% IP uVF PING, off: ##% IP 2%k PING

traceroute on: %% IP L¥F TRACEROUTE, off: %% IP 2% TRACEROUTE
ipmac_check on: J5H IPMAC 48 &, off: 2 IPMAC 48t
ipmac_check_policy — on: RVFARZEEFIHibb@ET, off: £8 ik ARS5 e kT
antispoof on: JAH IP bR IRASE EE, off: JCH] IP Huhb IS &
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EREIR:
e
il
ac> interface set rd if bond1 interface_list eth0,eth1 ip 100.1.1.1 netmask 255.255.255.0 ping on admin on
active on

BERS &

Bk

interface { set dial if <name> [ active {on|off} ] [ bind if <name> ] [ username <string> | [ password
<string>] [ startup {on|off} ][ time <name> ] [ qos_enable {on|off} ][ qos_device bw <number> ] [ dns_enable
{on|off} ][ domain_name {stringnone} ][ admin {on|off} ] [ ping {on|off} ] [ traceroute {on|off} ] }

SHU:
if W& AR
active  on: AW, off: (Fib&&. HHRAH LIREERS, H LM%Y
bind_if R5 A& IIGEE B4

username  fRGH T4, 12 IS ADFRE, GARRREIZFTANE S ST 2T 4T BN
password YT BRS, 1 2 IS AFRE, AFERREIFR A ) 5 A AT 2T 4] BN 4
startup on: RAJAFINIILS; off: RGJAINMI AT

time time: HZNHLT IR BEIE, WIARA I TG, W — B OR R
qos_enable  on: JAFHATGEE L off: {5 iba R R

qos_device bw W& U

dns_enable on: JiHZIAIRATEN: off: 15 ILB)AI AL N}

domain_name AL
admin on: W& IPHTEH; off: &% IP AREH TEH
ping on: &% IP LY PING; off: #4%% IP A U1 PING

traceroute on: %% IP u¥F TRACEROUTE; off: %44 IP AN i TRACEROUTE

EREIR:
x
il

ac>interface set dial if dial0 bind_if ethl username aaa password bbb active on

BT R &

Bk
interface { set wireless if <name> [ ip <ip> ] [ netmask <netmask> ] [ active {on|off} ] [ admin {on|off} ]

[ ping {on|off} ][ traceroute {on|off} ]}

Ui
if W% 4R
ip AVERT 1P Huht

netmask  SVERIFELY
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Bl

active  on: AH&&, off: FI1Lk&K.

admin on: WA IPHTEHE,; off: &&IPAREH T&H
ping on: 4% IP LY PING; off: #4%% IP A U1 PING

traceroute on: %% IP uiF TRACEROUTE; off: 1%#% IP AN i TRACEROUTE

EREIR:
x
il

ac>interface set wireless if wlan0 ip 192.168.1.1 netmask 255.255.255.0 active on

TR B P 28 ¥ %«

B

interface { del if <name> }

SHUL
name R ZEMER (1 10 2 44 K

EREIR:
ANBEMNT B3 45 FL A 8 % 0 8 B LA AR R 5 T (R e o, B U 3RS B BRIAMTR I 8L 4% brg0 ASRERY
s 2 M

il

ac> interface del if eth0.0

BRI B

B

interface show all

SH Y-
o

EEE:
WIS A R B

il
ac>interface show all
device ip netmask active
eth0 0.0.0.0 0.0.0.0 on
ethl 0.0.0.0 0.0.0.0 on
eth2 0.0.0.0 0.0.0.0 on
brg0 10. 50. 10. 173 255. 255, 255. 0 on
ipsecO off
ethl 0 20.0.0.99 255. 255, 255. 0 on
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ethO. 2
ethl. 2
eth2. 2
rdl

BRI &

Bk
interface show phy

SH Y-
x

EREIR:
P

il

ac> interface show phy
device ip

eth0 0.0.0.0
ethl 0.0.0.0
eth2 0.0.0.0

B~ VLAN &%

T
interface show vlan

SH Y-
x

EREIR:
P

i
ac> interface show vlan
device ip

eth0.2
ethl.2
eth2.2

BAHERE
Bk
interface show brg

85

netmask
0.0.0.0
0.0.0.0
0.0.0.0

netmask

20.0.0.22
30.0.0.22

10. 50. 10. 173

20.0.0. 22

30.0.0. 22
10.0.0.1

trans
trans

trans

255.255.255.0

255.255.255.0

255.255.255.0
255.255.255.0

workmode ipaddr_type trunk
static ~ off off
static ~ off off
static ~ off off

workmode bind device
10.50.10.173  255.255.255.0 route  ethQ
255.255.255.0 route  ethl
255.255.255.0 route  eth2

off
off
off

on

qos_enable enable
on
on

on

vlanid qos_enable active

off off
off off
off off
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SH Y-
x

EREIR:
¥

Bl

ac> interface show brg

device ip netmask stp

brg0 10.50.10.173  255.255.255.0 on

BoRH W&

T
interface show alias

SH Y-
x

EREIR:
P

il

ac> interface show alias

bind device
255.255.255.0 ethl

device ip netmask

ethl 0 20.0.0.99

BRRSHE

86

T
interface show dial

SH Y-
¥

EREIR:
P

i
ac> interface show dial
device ip netmask bind device

dial0 eth2 off

interface list

enable

eth2,ethl,ethQ

alias 1d
0

qos_enable
off

enable

on

enable

on
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BRTL &

T
interface show wireless

SH Y-
¥

EREIR:
¥

Bl

ac> interface show wireless

device ip netmask admin ping traceroute enable
wlan0 192.168.1.1  255.2552550 on on on on

BN trunk BT FIE A

T
interface show trunk

SH Y-

x
EREIR:

7x

i

ac> interface show trunk

Dev name TRUNK Native VLAN ID Encap Type
ethO Yes 1 ISL No

BRI E BRI B

87

T
interface show if <name>

SHUL
name KRR AR

EREIR:
A RR R EA—FE, ARG R E -

Nego
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Z_‘_\‘ﬁj :

ac> interface show if eth(

device ethO

device type physical device

mac address 00:90:0B:1E:CF:78
linkmode auto

speed 1000

mtu 1500

workmode trunk

bind vlan range  2-4
native vlanid 1

vlan encapsulation isl

ipaddr type static
qos_enable off
qos_device bw 0
dns_enable off
domain name
dhcp_relay off
dhcp server

ip

netmask

admin off
ping off
traceroute off
ipmac_check off

ipmac_check policy on
antispoof off

active on

T AT
3g B

Ja3h 3g b=

Bk

3g dail start
SHUL
p

EREIR:
P
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il :
ac>3g dail start

P %i 3gﬁﬂ%:

Bk
3g dail stop

SH Y-
P

EREIR:
P

il :
ac>3g dail stop

ﬁ)‘j_‘_\‘ mgr_ﬁ“ J%\ H

Bk
3g dail show

SH Y-
P

EREIR:
¥

il :
ac>3g dail show
3g pppd states:

user _name: ppp3g
in name : ppp00
ip : 0.0.0.0

KRGS EE:

B
3g at CSQ
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SH Y-
¥

HEEEM:
Wu

A~
ac>3g at CSQ
+CSQ: 31,99

%ﬂﬂgﬁﬁ% ;E\ H

Bk

3g_manager add name phone username password
SHUHA:

Name %%

Phone IZASHG

Username {ASHEHF 4

Password #H/ A\ SHS%&S

ERFEM:

—RRAE LA E B

il

ac>3g_manager add uninet #777 ctnet@mycdma.cn vnet.mobi

BUREER S

Bk

3g_manager edit name phone username password
SHUL

Name %5 (AREEEO

Phone BRRENSE

Username BHIRANSHEAF %

Password BEIR N\ SHSERY

ERFEM:

—RRAE LA E B

Bl
ac>3g_manager edit uninetl #777 ctnet@mycdma.cn vnet.mobi

BUREER S

B
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3g_manager del name

SH Y-

Name EREERZT

EREIR:
¥
il

ac> 3g_manager del uninet

&ERE{%‘ ;E\ /M‘J j-‘.:% l%\ H

Bk

3g manager def name
SHUHA:
Name EEREMEEST
ERFEM:
p
i

ac> 3g_manager def uninet

ﬁ{l:\‘mg$'f§ JE\ H

Bk
3g_manager set
SR
x
EREM:
.
ZN ik

ac> 3g_manager set
name : china telecom
phone : #777

username: ctnet@mycdma.cn

password: vnet.mobi

5.2 i@ &5 IP (aliasip)
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BINES ip BIH 2 B &

Bk
aliasip add aliasid <aliasid> if <name> ip <ip> state <on/off>

Ui

aliasid B & TN
if HSL R S TR
ip IP Hihl:

state DhEEF A B ]
ERH:

~H :

acraliasip add aliasid ethO 1 if ethO ip 2.2.2.2 state on

EHHZ R AR ip
Bk

aliasip update aliasid <aliasid> ip <ip> state <on/off>

S

aliasid VB & JIUEZY S
ip IP Hihl:

state DIREFT J5 B 4]

EREIR:

il

acraliasip update aliasid ethO 1 ip 2.2.2.3 state on

MIBRIE S ip 4 B

Bk
aliasip del aliasid <aliasid>

U

aliasid 4 B4 I 24 FR
ERE:

7~ :

acraliasip del aliasid ethO 1
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5.3.1 L it (mirrorset)

AT
mirrorset { add <name> [ <name>+ | | set <name> | del { all | <name> [ <name>+ ] } | show | stop | restart }

AN S TR O

Bk

Mirrorset add <name> [ <name>+]
SHUHA:

Name {142 Fx

HEEEM:

—UATRAT I —ANM 1, ] B 2 A4
i

Hm—AM O

Themis> mirrorset add ethO

H®mEAMa
Themis> mirrorset add eth2 eth3

e O

B

Mirrorset set <name>

SH Y-

Name {142 Fx

EEE:

.

il

Themis> mirrorset set ethl

JB BB THThRE:

B
Mirrorset restart
SH Y-

.

EEE:

.

il
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Themis> mirrorset restart
ERYUATHEIEE:

T

Mirrorset show

S

"

EERH:

"

7~ :
Themis> mirrorset show

5.3.2 [EFIEEHITTRIML(VRRP)

¥ hn—~ VRID:
Bk
vrrp add vrid <id> prio<number> adv <number> prom {on|off} mcastip <ip> tif <name>
SHUH:
vrid REAER B, ARETEEID:  1-254
prio g, ARMEER: 1-255
adv A A RMETE R 1-3
prom MR BT OS, on: JFE, off: JEHM
mcastip 1E 2 1P Huhk
tif I A I 2842 R SRR 1 44, 24N IR 28 43 11 22 18] T 98 S0 5 B O
2T R s
vrid:  HE UL B RO AR IR
ERE:
VRID A REEE

TP YRR, S E 5 HE AL TP ANREAATA] .

FEZAHEZ 8], [ —/> VRID F5E 8 15 (B AR A, AL RANREM A .
WZBHAE vrrp RS54 IERPIRES T HUAT e 2

Bl

ac>vrrp add 1 prio 100 adv 1 prom on mcastip 2.3.2.3 tif eth2, eth3

4wt — VRID:
B
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vrrp set vrid <id> {prio<number> | adv <number> | mcastip <ip>| prom {on|off} | tif <name>}

SHU:

vrid EMHHID, 1-254

prio s, 1-255

adv T E 1-3

prom SR B TS, on: FFJH, off: KM

mcastip 1E 2 1P Huhk

tif S0 ) I 2% 1 T AR 11 4%, 4 ethO,eth 1 25 22 S R 28 33 11 2 ) 98 S0 S
HEEEM:

VRID AREEE, HEERIN—IX

TP TR, R 5 HE AL TP ANREAHTA] .
FEZ AN M8],  [Fl—A> VRID (455 138 & I 18] AR R, ARG A REAR A o

WZBHE vrrp R G545 I HPRES T HAT it fir 4
Bl

ac>vrrp set 1 prio 100 adv 1 prom on mcastip 2.3.2.3 tif eth2, eth3

HIEE— VRID:

Bk
vrrp del vrid <id>

ZH B
vrid & H ID, 1-254

EREIR:
WZBHE virp RS54 IR HPRES T HAT it fir 4
il

ac>vrrp del vrid 1

B8 VRRP BIR%A:

95

Bk
virp show

SH Y-
P

HEEEM:
T

A~
ac>vrrp show

=

(e}

9:':
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JBZ VRRP Z47:
k.

vITp On

SH Y-
¥

EREIR:

FEJR B HA SRR [F 28 1 [ 22 8 3 veep (UBCE R Dhe. 162 0L 5.8.
VRRP Jjig 5 HA SEREDIRER ELF I, PI A) R REE —F IR 55 .

A~
ac>vrrp on

{21k VRRP &17:

B
vrrp off

SH Y-
P

EREIR:
¥

A~
ac>vrrp off

5.3.3 HEZAMRBZAE (dns)

BEARF

Bk

dns set ip <ip> [ <ip> ]

SH U
ip BE IR A IR S5 28 1 TP Hb ik

ERE:
u

96
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7~
ac>dns set ip 192.168.1.1 192.168. 1.2

BRI R %5 2%

T
dns unset

SH Y-
P

EREIR:
P

7~ :
ac>dns unset

BRIAL RS

T
dns show

SH Y-
P

EREIR:
¥

7~ :
ac>dns show

DNS 1: 192.168.1.1
DNS 2: 192.168. 1.2

5.3.4 FoZkHCE (wireless)

T L

Bk

wireless on
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SH Y-
¥

EREIR:
SEBC BT R Jodkik

il

ac>wireless on

RATL

T
wireless off

SH Y-
¥

EERH:
ToeHz 1 wlan0 SRS, o2kt 2ok 1]

7~ :
ac>wireless off

BT

T
wireless scan

SH Y-
P

EREIR:
T AAE TR AIRZS

A~ :
ac>wireless scan

Wireless Scan Result.

ID BSS RSS(dBm) Freq(Mhz) Ch SSID

001 00:02:2d:4f:1a:54 -71.00 2437 6 LeadSec AP

002 00:0a:eb:e0:9e:8a  —60. 00 2437 6 ccc

003 00:21:27:1f:4f:dc  -62. 00 2437 6 TP-LINK 1F4FDC
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004 5c:63:bf:ab:c8:5e  —78.00 2437 6 TP-LINK_ABC85E

005 40:16:9f:b7:3c:ac  —61.00 2437 6 TP-LINK ZZZB73CAC

BIRKRERHIZ Y

T
wireless show station

SH Y-
¥

EREIR:
¥

7~ :
ac>wireless show station

Wireless Station.

1D MAC RSSI (dbm) Tx (Mb/s) Still(ms) R(bytes) T(bytes)

001 00:24:8c:ad:48:db =40 1.0 2520 7.9K  438B
BIRTLLREE

T

wireless show base | option | advanced

SH -

base  FEARHLE
option  FJIENCE
advanced HRALE

EREIR:
¥

il
ac>wireless show base
Wireless Base Setting.
Active: On
Use default: Yes
Hw mode: 802.11g
Channel: CH6-2437MHZ
ac>wireless show option

Wireless Option Setting.
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Ssid: Themis 6000A1

Ignore broadcast _ssid: No

Security mode: Disabled

ac>wireless show advanced

Wireless Advanced

Beacon_int:

Dtim period:

Rts threshold:
Fragm threshold:
Preamble:

Ap max_ inactivity:
Acl:

Setting.
100 ms
2 beacon
2347 bytes
2346 bytes
Disabled
300 s
Accept

Deny list:

MEELERNERE

T
wireless set default

SH Y-
P

EREIR:
¥

7~ :
ac>wireless set default

WEERSH
Bk
wireless set base [ mode 11b | 11g ] { [ channel <number> ] | [ frequency <number> ] }
SHUL
mode TAERE, 1-802.11b, 2-802.11g, BRiMA: 2

channel/frequency  TAEATIE, VilH: 1.14,14 AR EH3hiE$E, CH1-2412 MHz CH2-2417 MHz CH3-2422
MHz CH4-2427 MHz CH5-2432 MHz CH6-2437 MHz CH7-2442 MHz CH8-2447 MHz
CH9-2452 MHz CH10-2457 MHz CH11-2462 MHz CH12-2467 MHz CH13-2472 MHz,

BN N CH6-2437 MHz

EREIR:
P
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ac> wireless set base mode 1lg channel 6

REWESH

B

wireless set option [ ssid <string> ] [ hidessid no | yes ] [ security_mode disabled | { wep [ auth open | share |
mixed | [ wep_default key 0| 1|2 |3 ][ keyOtype ascii | hex keyOlen 40 | 104 keyO <string> ] [ keyltype ascii | hex
keyllen 40 | 104 keyl <string> ] [ key2type ascii | hex key2len 40 | 104 key2 <string> ] [ key3type ascii | hex
key3len 40 | 104 key3 <string> | } | { wpavl | wpav2 [ wpa_key <string> | [ wpa_key mgmt psk | [ wpa_key_algs
TKIP | CCMP | mixed ] [ wpa_ gtk rekey <number> ] [ wpa gmk rekey <number> ] } ]

SHU:
ssid W& AHR, Yol 1.32 A2 74/, BRIAA: Themis XXXXXX, LM+ MAC Huhk ()5
AN

hidessid Fejk SSID

security mode % 73\, disabled, wep, wpavl, wpav2, ERiAfH: disabled
auth IMIEAZ, open, share, mixed, ZRiAfH: open

wep_default_key #EHE 5|, oM. 0.3, BRIAfEH: 0

keyOtype — #H4 0 (2R84 16 k8745 5

keyOlen 0 B

key0 1 0

keyltype — #R4 1 [2RAL0 16 dEHB7 45 5

keyllen Y 1K

keyl R 1

key2type  EAY 2 ISEALN 16 B B AT

key2len G2 K

key?2 FhY 2

key3type  EHY 3 HISEALN 16 B B AT

key3len ERTREAES

key3 CAUK!

wpavl WPA Rt A

wpav2 WPA hii A

wpa_key  HH, KFE8 63 MFLAF

wpa_key mgmt ZEHE LS|, [H 2 /E A psk

wpa_key algs fN# 5%, TKIP, CCMP, mixed, BAiME: TKIP
wpa_gtk rekey AT M, A s, JWH: 30.3600, BRIAE: 60
wpa_gmk_rekey ZHEZEHEYE W, . s, YEF: 86400..864000, ERIMH: 86400

EREIR:
P
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ac> wireless set option ssid Themis 6000A1 hidessid no security mode disabled
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RERESH

Bk
wireless set advanced [ beacon_int <number> | [ dtim_period <number> ] [ rts_threshold <number> ]
[ fragm_threshold <number> ] [ shortpreamble enable | disable ] [ ap_max_inactivity <number> | { [ accept_mac

<mac>+ | none ] | [ deny mac <mac>+ | none ] }

SHU:

beacon int  {EFrKIKMEING, JEH: 15..65535, BRiMAE: 100, ¥fi: ms

dtim_period  FEAIFEZ DAMEFRIET DTIM W E, YoMl 1.255, BRiME: 2, $6: A
rts_threshold RTS [®{E, JEf: 0.2347, ERIME: 2347 REASFE

fragm_threshold 43}y I®{E, TuFE: 256..2346, BRME: 2346 fREALIH

shortpreamble & 731 ] Short Preamble K42 & W25 PERE, BRIME: &
ap_max_inactivity f0 V25 ivigh (IS (R], VG 120..600, FA7: s, ERIME: 300
accept_mac  RRVFEAMIFIR

deny_mac  fEAFENINIIE

EREIR:
P

il
ac> wireless set advanced beacon _int 100 dtim period 2 rts_threshold 2347 fragm threshold

2346 shortpreamble disable ap max_inactivity 300 accept_mac

5.4 UPnP fR%#%

#wE UPnP 0

Bk
upnp set exif <exif> inif<inif>

Ui
exif % & UPnP RS B4 0
inif % & UPnP RSN EB 4L 1

EREI:
AR LR P 3B AN RE 2 [/ — AN 1
BRI AL R %4
DL 4 B 5 B VL AN 25 B A 152 2% B0 44 T &
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e AR =hEE|
25 HAA 325 TP #bhik H kA5 >5 0.0.0.0

il

ac>upnp set exif ethO inif ethO

J53)) upnp fR%

Bk
upnp start

SH Y-
¥

HEEEM:
EL 4 F) FH upnp set exif <exif> inif<inif> ¥ & | &%k M# 1,

il
ac>upnp start
78 upnp FEORENBITRES

Bk
upnp show status

SH Y-
¥

EREIR:
P

Bl

ac> upnp show status

upnp interface para

external name internal name status
ethO brg0 stopped

{% 1t upnp fR%

Bk
upnp stop
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SH Y-

¥

EEE:
upnp ik 55 DA TEIBAT
AJ 33T upnp show status 7 upnp 55 KR .

il

ac>upnp stop

S HET PAGE ] upnp JR 55 H bk

Bk

upnp rule add name <name> ip <ip > [comment <comment>]

SHUHA:

rule VBT upnp [R5 B HIE RN

name  WEMN KL F

ip BB H upnp A& (sl w7 U A A TP bk 1P hhk/ - W8RG
comment WEMWERE, ESH, Rl

HEEEM:

p

i

ac>upnp rule add name rule4 ip 175.10.0.0/255.255.0.0 comment

MHBR AT CLE ] upnp AR 55 3tk
B
upnp rule del {id <id> | all}
SH Y-
rule BB A upnp JR 55 0k AR
id 5 7E A BA ) L Bk I0E A id
all T P b
EREIR:
W
Bl

ac>upnp rule del id 3
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PEECAT DA upnp JR 55 H ok

Bk
upnp rule set id <id > [name <name>] [ip <ip >] [comment <comment>]

S

rule B A3 upnp IR 55 1 kb f A0 )

id 8 B B bl T id

name  WEMNKZF

ip B AT upnp RS5HHihl, AT DS A A IP Mok TP b/ RS

comment BEE N R, "WiESH, BARNT
EREM:

c

~H :

ac>upnp rule set id 2 ip 168.10.0.0/255.255.0.0

7~ A] PAfE A upnp JR 55 H bk

Bk
upnp rule show

SHUL
rule BB A upnp JR 55 0k AR

EREIR:
¥

il
ac>upnp rule show

total rules: 4

id  name ip comment

1 name2 10. 1. 1. 0/255. 255. 255. 0 fijuy dfvd

2 rl 10. 50. 10. 235/255. 255. 255. 255 234 678

3 dsf 192. 0. 0. 0/255. 255. 255. 0 % upnp

4 rule 175.0.0.0/255.0.0. 0 FOVFAE FH UPnP
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5.5 DHCP B 558% (dhcpserver)

B~ DHCP IR %23 41T i B

Bk
dhcpserver show

SH Y-
¥

EREIR:
¥

il
ac>dhcpserver show

73 in DHCP 3,

Bk
dhcpserver add domain network <network> netmask <netmask> range <range> [gateway
{gateway>] [dns <dns>] [domainname <domainname>] [comment <comment>] [ is vpnclient <yes/no> ]

[ vpnclient netmask <subnet mask> ] [ circuit id <circuit id> ]

SHU:
<network>  WAHIG, Al “HLEHERD” — g AN T 4L DHCP il %5 .
<netmask>  AAIATG, L% HE— L P E T I AL
<range> AT, DHCP AR 452307 F T 0 Bo i) TP ikt B, R RESE3AE B8 2 b & S i ikt
. &% address fip % -
<gateway>  H[IEI, Jy DHCP & /i it B W S Hiudk
<dns> AT, 4 DHCP & ;i e & DNS ik 55 45tk ;
<domainname> A[IET, SN DHCP & P i e B 38044 5
<comment>  AJIEDI, —LEPiE,
is_vpnclient  f&75 vpn 2% J7 Ui
vpnclient netmask vpn %% J7 i A5

circuit_id circuit id

ERFEM:

X HLTE ST, A0 22 4 P R4 I IR SRR 19, 75 )03 3 DHCP e 5% 2 2 R I

W28 itk () L — 2N 0, 40 10.1.1.0 A2 M Hbtik, 17 10.1.1.1 /& EHUHhAE.
<range>AZE LB G b E bk B (R, B AURMEEE, MR bE e S bk, 2%

address f7%) .
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il
ac> dhcpserver add domain network 10.1.1.0 netmask 255.255.255.0 range dhcp gateway

10. 1. 1. 254 domainname “lenovo.com” dns 10.1.1.100 comment “lenovo dhcp domain”

#E DHCP %

Bk
dhcpserver set domain id <id> [network <network>] [netmask <netmask>] [range <range>]
[gateway <gateway>] [domainname <domainname>] [dns <dns>] [comment <comment>] [ is vpnclient

<{yes/no> ] [ vpnclient netmask <subnet mask> ] [ circuit id <circuit id> ]

SH -
<id> DAYETR, R H EE R ID, AT LA dhepserver show 7 ;
<network> FJIEIN, BT PIHLbL,
<netmask> FJIEI, A& N L8 HERY ;
<range> AETH, E ek TP kB .
<gateway> LI, &N G
<domainname> FJIEI, &Ik 4
<dns> AT, & DNS AR 45 #5 ik
<comment> A I, —LE{iHH,
is_vpnclient  J&75 vpn & 7 it
vpnclient_netmask vpn %% 7 i il

circuit_id circuit id

EREIR:
ESUE AI3E 20T A s g e R R

il
ac> dhepserver set domain id 1 network 10.1.2.0
ac> dhcpserver set domain id 1 range dhcp2

ac> dhcepserver set domain id 1 gateway 10. 1. 2. 254

k& DHCP 3%

Bk
dhcpserver del domain id <id>

SHU:

<id> FRIER IR ID, W LLE R dhepserver show &
HEEEM:

T
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il
ac>dhcpserver del domain id 1

ININERAS BT 1P Hhk

Bk
dhcpserver add static hostname <hostname> mac <mac> ip <ip> [comment <comment>]

SH -
<hostname> WA IHII, E4HC [l 5 1P Huhk i = HLAFK;
<mac> DAIETR, FEHLE MAC Hihk;
<ip> WAIHTI, AP RCL 1% EALA IP Hidik
<comment> AL, —LEiiHH,

EREIR:
P

A~
ac>dhcpserver add static hostname themis mac 00:83:45:df:7a:9d ip 10.1.5.46 comment

“hostl”

BB A 1P bk

B
dhcpserver set static id <id> [hostname <hostname>] [mac <mac>] [ip <ip>] [comment <comment>]

SH -
<id> DAIETR, FRHEAASINENLID, 7] LS dhepserver show i F
<hostname> AL, &MCE4Be [ € 1P bk =LA FR;
<mac> ALIEDL, B ENLE MAC Hiik;
<ip> ALIETN, B ERAS 1% AL TP ik
<comment> AL, —LEiiHH,

EREIR:
P

il
ac>dhcpserver set static id 1 hostname themis2

ac>dhcpserver set static id 1 mac 00:83:45:df:88:99
ac>dhcpserver set static id 1 ip 10.1.5.19

MIBRER &2 AC 1P Hudk
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dhcpserver del static id <id>

SHU:

<id> FERIER ) AL ID, W] LLEE dhepserver show 75 &
HEEEM:

T

A~

ac>dhcpserver del static id 1

WE DHCP REFR B REMKFRE3) GBRE KD
B

dhcpserver set startup {on | off}

SHUL
on 77T DHCP 55 4% H 3l JA 3l
off %] DHCP i 55 4% H 2 A 3l

EREIR:
¥

A~
ac>dhcpserver set startup on

JE 3 DHCP flR%5%%

Bk
dhcpserver start

SH Y-
P

EREIR:
ULSR RN, TS AT AL C B 1 IR

il

ac>dhcpserver start

{21k DHCP iR&%32

Bk
dhcpserver stop
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SH Y-
¥

EREIR:
¥

il

ac>dhcpserver stop

5.6 MHL A&

5.6.1 &£&# (HA)

BEMZE D HA K IP Hiht:

Bk
ha set ip <ip> netmask <netmask> haif { on | off } syn { on|off }

SHU:

ip W HE IP Hihk

netmask WE T M

haif HA MO BT on: FFJE, off: <M
syn HAWREFZEF K on: FF/E, off: K
ERE:

BB B TP HuhE AN e 5 Hee 2% 422 11 F ) TP b ik sl ik W 7E /] — 1 995

Jo PR TG ANRE B B N 2582 1 eth1 f#) TP Hbik.

7 HA b F IR EPIRES, AREK HA W IO R sh e BRI, RARH HA (F haoff) 74 ik
HA ¥ [

A~
ac>ha set ip 192.168. 1.1 netmask 255.255.255.0 haif on syn on

REEH:

Bk
ha set mode { backup | cluster } node <number> id <number>

ZH B
mode BEBEER T/ER, backup NHAEHIL, cluster 5 84 i =X
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node WEZEMKT RS, AREN1E4
id WEEMID S, AHEN1 %255
EREIR:

— MR 2% A R AURA AR ID 5
IENEESIERN- AR S 3 i

il
ac>ha set mode backup node 1 id 100

JB FI 53¢

T
ha on

SH Y-
¥

EREIR:
P

il

ac>ha on

1 IR SR

T
ha off

SH Y-
P

EREIR:
VRRP Jjig 5 HA SERETIRER ELF I, PI A) R REE —F IR 55 .

7~ :
ac>ha off

Epz 3

B
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ha sync

SH Y-
P

EREIR:
¥

A~
ac>ha sync

BRREHRE.:

T
ha unset

SH Y-
¥

EREIR:

IENEE S IERN-HEZE S S A

7~ :
ac>ha unset

BRERHE:

Bk
ha show config

SH Y-
¥

EREIR:
P

il

ac>ha show config
Enable: on

IP Address: 192.168. 1.1
Netmask: 255.255.255.0

Mode: cluster
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Node: 1
ID: 1

BRERRE:

T
ha show status

SH Y-

.

EEE:

.

il

ac>ha show status

ID Priority IP Address Sync
1 1 192.168. 1.1 yes
2 2 192.168.1.2 no
3 0 192.168.1.3 no

5.6.2 &M (hadetect)

B E SRR R B E:

Bk

hadetect set threshold <number>

SHUH:
threshold BEEEMNRBRE, AR 12 100
ERE:

MERPRE -G ZEMKN, AR

Bl

ac>hadetect set threshold 100

IS INSEREERT 1P Huk
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B

hadetect add ip <ip> weight <number> if <interface>

Ui

ip BB AR ) TP Hohl:

weight WE L IP bR E, B RE N 15 100
if VB I TP Hbu bk ok W7 f) o 8 45 11

EREM:

o

~H :

ac>hadetect add ip 192.168.1.1 weight 10 if ethO

THIBRSEFELRI 1P Hudik:

Bk
hadetect del ip <ip>

Ui
ip 6 %8 B B i TP skt

EREIR:
¥

il
ac>hadetect del ip 192.168.1.1

B INRFERN P 0«
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T
hadetect add if <interface>

Ui
if BB AR 1T 48 42 1

EREIR:
P

7~ :
ac>hadetect add if ethO
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THIBR SRR P 242 11 -

T
hadetect del if <interface>

ZH B

if i 7E AR Bz 1 P 2 22 11
ERE:

I

7~ :

ac>hadetect del if ethO

NSRRI R BE -

Bk
hadetect show config

SH Y-
¥

EREIR:
P

A~
ac>hadetect show config
Failure Threshold: 100

B TP HUHEFRARES -

Bk
hadetect show ip

SH Y-
P

EREIR:
P

il
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ac>hadetect show ip
Failure Threshold:100

Failure Deteted now:0

IP Address Weight Interface
20.1.1.2 33 eth2
20.1.1.3 10 eth2

BRI %8 OHRRPRE

T
hadetect show if

SH Y-
¥

EREIR:
¥

7~ :
ac>hadetect show if
Interface Alert Status

gel yes on

ge? yes on

ged yes off
eth0 yes on

ethl no off
eth2 no off
eth3 no off
eth4 no off
ethb no off
eth6 no off
eth? no off

Status
on

on

BAREHTEERZEMR B 1P #HRRPRE:

B
hadetect show remote_ip <ip>

SH Y-

remote_ip

EREIR:
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ac>hadetect show remote ip 192.168. 1.2
Failure Threshold: 100
Failure Deteted: 30

IP Address Weight Interface Status
192. 168. 100. 1 10 gel on
192. 168. 100. 2 20 gel on
192. 168. 100. 3 30  gel of f

BRER P HEZEMR LM EE D HRAARE:

Bk
hadetect show remote_if <ip>

SHUL
remote_if RESEMTHE R 2R K MMZTE D “ha”ff] TP Hiht

EREIR:
¥

A~
ac>hadetect show remote if 192.168. 1.2
Interface Alert Status

gel yes on
ge? yes on
ged yes off
ethO yes on
ethl no off
eth2 no off
eth3 no off
eth4 no off
ethb no off
eth6 no off
eth? no off
Ja R
B

hadetect on

SH Y-
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¥

EREIR:
P

7~ :
ac>hadetect on

15 LR
Bk

hadetect off

SH Y-
¥

EREIR:
¥

7~ :
ac>hadetect off

PoE IKH

6.1.1 EARH. BHBEHAR. HRHEARER (route)

IR B R

Bk
route table add tablename <name> id <id> comment <string>

ZH B

tablename % 2R A4 R
id % 3 ID
comment ERER
EREM:

¢ K 1D |76 2 1-200
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il

ac>route table add tablename table—1 id 1 comment table—-frist

RHIBR R 2 B R R -

T
route table del tablename <name>

ZH B
tablename R AR

HEEEM:

T

A~

ac>route table del tablename table—1

TSI B B B e R

Bk
route troute add destip <ip/mask> nexthop <ip> dev <if> metric <id> tablename <string>

SH -

destip wE H K IP bk, w7 DUEA A 1P k. 1P Hhik/ 5 PR
nexthop WE N IR 1P ik

dev MR E s M B

metric % HH AR

tablename R 2R

EREIR:
B TP ik A 55 IR L AR ) — A B

il
ac> route troute add destip 2.2.2.2/255.255.255.0 nexthop 10.1.5.218 dev ethO metric 10

tablename table—1

G BB R BB

Bk
route troute set destip <ip/mask> nexthop <ip> dev <if> metric <id> tablename <string> id <id>

SHU:
destip WE H M IP Hidik, w] DU A TP ik TP thudik/ 5 Y
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nexthop WE N IR 1P ik
dev T O AR

metric % T

tablename % R A PR

id #% i 1D

ERE:

B TP ik A 55 IR L AR ) — X B

A~
ac> route troute set destip 2.2.22.2/255.255.255.0 nexthop 10.1.5.168 dev eth0O metric 120
tablename table—1 id 2

BRI B R BB A -

Bk
route troute del tablename <string> id <id>

ZH B
tablename % R AR
id % H ID

EREIR:
¥

il

ac>route troute del tablename table—1 id 2

I 2 B B AU -

Bk
route rule add sip <ip/mask> dip <ip/mask> iif <if> service <string> prio <id> tablename <string> isp <oft/on>

SH -

sip TE YR 1P kb, A] DS A A IP Mok 1P b/ XS
dip WE H M IP Hidik, w] DUSEH A TP ik TP thuhik/ 5 Y
iif AN

service i

prio o2k
tablename PR L
isp FEMWHE isp &R

ERE:
LAEgi M 1 2 20000 14 3k
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il
ac>route rule add sip 1.1.1.1/255.255.255.0 dip 2.2.2.2/255.255.255.0 iif ethO service FTP

prio 100 tablename table-1 isp off

B B AL -

Bk
route rule set sip <all ip> dip <all ip> iif <if> service <string> prio <id> tablename <string> id <id> isp
<on/off>

SH -

sip TE YR 1P ik, A] DS A A IP Mok 1P b/ XY
dip WE H M IP Hidik, w] DUSEH A TP Mk TP thuhik/ 5 Y
iif AN

service I8

prio o2k
tablename PR LI
isp MWHE isp &R

ERE:
LA gi M 1 2 20000 1 3E R -

il
ac> route rule set sip 100.1.1.1/255.255.255.0 dip 200.2.2.2/255.255.255.0 iif ethO

service FTP prio 200 tablename “table-1” id 2 isp off

I o e £ Bt R A«

Bk
route rule del prio <id>

SHUHA:
prio Lok

il

ac»> route rule del prio 200

BN B E -
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route show

SH Y-
P

EREIR:
¥

7~ :
ac> route show

Name Table Id Comment

VNIt ES 254 YN RS

table—1 1 table-frist

route list

Tablename Destination IP Gateway Interface Metric Active
table—1 2.2.22.2/255.255.255.0 10.1.5.168 ethO 120 1
FEABHE  6.6.6.6/255.255.255.0  10.1.5.188 eth0 12 1

route rule

Priority ID Source IP  Destination IP  Dev Service Mark
32766 1 any any any any 42766

6.1.2 SEIAKAAEINE (multiRoute)

T IERABS -

Bk
multiroute add [ ip <ip> ] ifname <string> weight <number> active { on | off } [detectip] <ip>] [detectip2 <ip>]

SHU:

ip BRI H 0 5% TP i dif:

ifname AH ) 28 R4 1 44, I8 TS TR 8 B O B R4
active RBERG T S % BN

weight ZERIA S AL 5 2 I RCE

detectipl AN 1P
detectip2 =AM 1P

ERE:
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Lo BROAES H1 0 5C (10 TP b1k 06 2015 418 58 A 190 2% 1 #6426 11 TP kA /] — ) B

2. ARHIEETEHEE: 1-255

3. WERAFIIRIER B o 1 e g R 4R 5 e, WIS 7 244 8 LM 5% ip bk
4. HBESCRFRwRECRE: MBS, R5ks. Nasg

Bl

ac>multiroute add ip 10.1.5.100 ifname ethO active on weight 12

ac>multiroute add ifname dial0O active on weight 11

RHIBRER B i -

Bk
multiroute del ip <ip> ifname <interface>

ZH B

ip BRI\ BB 5% TP ik

ifname AR &I 4, 1M 105 E TS B ¢ B IE R
ERE:

1o BROAES 1 00 5% 1 TP MLk 0 505 48 7 1) W 28 B0 464 11 TP M 72 [3]— R B
2 WURFFMIER BRI i ) 2 RS e, TN RR B4R E H RS ip it

il
ac>multiroute del ip 10.1.5.100 ifname ethO

ac>multiroute del ifname dialO

BUEAB .

B

multiroute set routeconfig ip <ip> ifname <interface> [ active { on | off } | weight <weight> ]

multiroute set { [ routeconfig [ ip <ip> ] ifname <string> [ weight <number> | active { on | off } ] [detectipl
<ip>] [detectip2 <ip>] ] }

SH -

routeconfig i e 0t i G B Bt AT A

ip BRINEE 1 5% TP ik

ifname AU 28 5 1 %, 1M S LT e e N ¢ B E
active RBERG TS FHZEA K

weight Z BRI\ B H A R i AR

detectipl 5 AR 1P
detectip2 B =R 1P
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EREM:
1. A EETEE A 1-255
2. WRE A BRI B DS AR T W&, WIASTE s e HL W 5% ip ik

il

ac>multiroute set routeconfig ip 10.1.5.100 ifname ethO active on
ac>multiroute set routeconfig ip 10.1.5.100 ifname ethO weight 34
ac>multiroute set routeconfig ip 10.1.5.100 ifname ethO active off weight 23
ac>multiroute set routeconfig ifname dialO active on

ac>multiroute set routeconfig ifname dialQ weight 54

ac>multiroute set routeconfig ifname dial0 active on weight 44

BRI BE RS B

Bk
multiroute set routestatus [ active { on | off } | freq <freq> ]

Ui

routestatus ¥ B X BRI IR S B AT #E

active AT A FH PSS R 75 JE i ) o ey mT s )
freq WS A T S, 15 B AR
EREM:

1o B MR R DI RERT, R RER RN HE S, DURE RS 8 — 20 BRI 1 0 K #R 2 AT
I, T ANEIE ARG B e, AR L A BROA RS BB AN 2 HBUE R 0% H R

2. FEARHIPISCHE I ZhBERT, R GEER I FrA e B A BRI o 90 S 0 e ] T2 11

3. RSB HERINES dSE I HE I DI BEAN 3 active ZELHIFENE, B SR 2 IR 2 1 IS I AIE freq X 4k
T REAT I

A~
ac>multiroute set routestatus active on
ac>multiroute set routestatus freq 23

ac>multiroute set routestatus freq 23 active off

BRI HECER B

Bk
multiroute show routeconfig [ ip <ip> | ifthame <interface> |

SHU:
routeconfig i e X % FH I B AS S AT R
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ifname AHRI 2 BB 4, a4 11 B THIE E I N ¢ BRI R
i

ac>multiroute show routeconfig

ac>multiroute show routeconfig ip 10.1.5. 100
ac>multiroute show routeconfig ifname ethO

ac>multiroute show routeconfig ip 10.1.5.100 ifname ethO

ac>multiroute show routeconfig ifname dialO

ERBRAE RS B -

T
multiroute show routestatus

Ui
routestatus 18 58 X BRI HIR &S BT HRAE
~H :

ac> multiroute show routestatus

R RARRINBE 1 B -

Bk
multiroute show systemroute

SHU:
systemroute FaE X R G IELE A R BRAE Bl T AR

i
ac> multiroute show systemroute

&1k R GEH 1 2 BRI B B A RIS

T
multiroute off

SHUL
off KM ZR G PR 2 BRI b S B
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7~ :
ac> multiroute off

JB R R 1 2 BRI B S BRIV

T
multiroute on

SHUL
on JA &R GE P i) 22 BRI el S s
il

ac> multiroute on

EHRET I Z BRI B AR

T
multiroute restart

ZH B
restart HJE ARG 2 BRI R SR B35 fhir
7~ :

ac> multiroute restart

6.1.3 ISP B (isp)

FE T ISP kbS04

Bk

isp update filename <file name> id <id>
SHU:

filename FAAA

id isp i) id

ERE:

PEEAid N1, BERIdN2, ZEMId A3, BahidN4, HEXLIAANS

7w~
ac> isp update filename “unicom. txt” id 3
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S ISP Huhl S04

B

isp export filename <file name> id <id>

SH Y-

filename SIS

id isp [#) id

EREIR:

BRIER id 1, HAERd N2, HEMId N3, B3hid 4, BEXLIdANS
Bl

ac> isp export filename “unicom. txt” id 1

&2 ISP Huhik:

Bk

isp flush ispname <name>
SH Y-

Ispname isp ZFK
EREIR:

7

il

ac> isp flush ispname “#(H M~

R0 ISP bt Bt -

Bk
isp insert ip <ip> netmask <netmask/id> ispaddr <name>

Ui

ip ip Huh:
netmask R
ispaddr ISP 4 #&
ERE:

A~
ac> isp insert ip 8.8.8.8 netmask 255.255.255.0 ispaddr “HEiH”

00 ISP BR R :
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Bk
isp add ispaddr <name> nexthop <single ip> dev <interface> metric <id>

SH Y-

ispaddr  isp 4 FK
nexthop ik IP Huht
dev i

metric % A

HEREIR:
B TP bk A 55 IR L AR ) — A B

A~
ac> isp add ispaddr “H{5” nexthop 10.1.5.5 dev eth0 metric 1

B ISP B R

Bk
isp set ispaddr <name> nexthop <single ip> dev <interface> metric <id>

SH Y-

ispaddr  isp 4 FK

nexthop ik IP Huht

dev i

metric i gssPAREEL )

HEEEM:

Bk IP Hbkik 06201 5 I H 4 T E R — X B

A~
ac> isp set ispaddr “Hi{5” nexthop 10.1.5.50 dev ethO metric 11

MR ISP B B %
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Bk
isp del ispaddr <name>

SH Y-

ispaddr  isp 4 FK
HEEEM:

T
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il

ac> isp del ispaddr “"HIfE”

6.1.4 FIASIEEHETE (advroute)

ALE ospf 2R

JHiZ A 5 0] LAAC I ospf 4 111 id, ospf R B2, M (FE T K A,
Bk
advroute set ospf routerid <ip> [connected { on | off } ] [static { on | off } | [rip { on | off } ][ bgp {on | off } ]
[ defgw { on |off } ][ active { on | off } ]
ZHR W -
routeid : JEIE1T ospf I HHES 1) 32 (AR SHS, ] ip Hibk &R
connected : I H I H
static © EFRAS S h
rip © {5 rip % th
bgp : i bgp K H
defgw : 45 ospf il 14
active : ospf #2335
7~
Ml B # 1H id 249 0.0.0.1, i3 ospf HEFE, JRH R ATERE

ac> advroute set ospf routerid 0.0.0.1 connected on active on

¥hn ospf X 35K
B

advroute add ospf area <ip> [ type { regular | nssa | stub } ] [auth { none | text | md5 } ][ virtual link <ip> ]
SHUL:

area - 5 ospf [X 1k id

type : ospf [X {57

nssa : 778 1% X IR A X

stub © Fi7E 1% X Ik AL N 5E A X

auth © it i [X AR

text @ WISNIIE

md5 : md5 AIF

virtual_link @ %25 ip ik R % F27 i % HH 2519 router-id.
Bl

#INET X 1K 0.0.0.0

ac> advroute add ospf area 0.0.0.0

& ospf XIEBLE
i

advroute set ospf area <ip> [ type { regular | nssa | stub } ] [ auth { none | text | md5 } ][ virtual link <ip> ]
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A~

X 8% 0.0.0.1 IF 5 28 md5

ac> advroute set ospf area 0.0.0.1 auth md5

HHEZ ospf [X 5k

B

advroute del ospf area <ip>
il

JBA X 5% 0.0.0.1

ac> advroute del ospf area 0.0.0.1

¥R ospf P %&

Bk

advroute add ospf net <ip> netmask <netmask> area <ip>

SHUHA:

Net: FL & 22 5 ospf WML B ip

Netmask: - [# 5 n

Area: $5 X 15 id

zN

ac>advroute add ospfnet 192.168.1.0 netmask 255.255.255.0 area 0.0.0.0

&k ospf M ZZACIE
Bk
advroute set ospf net <ip> netmask <netmask> area <ip>
HEEEM:
TES 2, REBE S U AE 2 X8 id, R area.
zN
ac>advroute set ospf net 192.168.1.0 netmask 255.255.255.0 area 0.0.0.1

BB ospf PI%%

Bk

advroute del ospf net <ip> netmask <netmask> area <ip>

zN

ac>advroute del ospf net 192.168.1.0 netmask 255.255.255.0 area 0.0.0.1

¥Rn ospf ¥ 1

Bk

advroute add ospf port <name> [ auth { none | text | md5 } ] [ passwd <string> ] [ hello <number> ] [ dead
<number> | [ comment <comment> |

SHUL

Port: i 1 & FR U1 ethO 25
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Ip: Zun 1 ip #ihk <= 1EMIBRZAT

Auth: fEfEs 1 HIAIED) BE

Passwd:: it & B 3%

Hello: hello g #%, F T4 /& A1

Dead: dead 5 2%, EV%A 52 3 hello 5 3 £ Kk [R] 3 52 46 & O i .
Comment: &7~ i BH

ERE:
Uity 1 B AL ip HbhE 20 [FR R Gt ic B — 3, I iZam 2 38).
i

ac> advroute add ospf port ethQ

&3 ospf ¥k N ELE

B
advroute set ospf port <name> [ auth { none | text | md5 } ] [ passwd <string> | [ hello <number> ] [ dead

<number> | [ comment <comment> |

ERE:
a] Lt iy 21555 auth, passwd, hello, dead comment 25544 .
AN

ac> advroute set ospf port ethO auth text passwd 123456

IR ospf %5 1

B

advroute del ospf port <name>
NG

ac> advroute del ospf port ethO

¥ ospf ¥ 1 md5 AIE

Bk

advroute add ospf message-digest port <name> key <id> md5 <string>
SHUHA:

key: ffkeyid. HUEEHI<1-255>

md5: 5 ospf 4. KEN 1 2 16 MFEFKF.

zN

ac> advroute add ospf message-digest port ethO key 1 md5 123abce

&8 ospf %5 11 mdS AR

Bk

advroute set ospf message-digest port <name> key <id> md5 <string>
HEEEM:

Z i &AL BE1Z 2 md5 2 ]

zN

ac> advroute set ospf message-digest port ethO key 1 md5 456abc

HIER ospf %5 11 md5 AIE
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Bl

Bk

advroute del ospf message-digest port <name> key <id>
zN

ac> advroute del ospf message-digest port ethO key 1

IR ospf B H

Bk
advroute show ospf route

J34% pim-sm

B

advroute set pim sparse-mode active {on|off}
SH Y-

active: pim-sm JH 15K

ZNE

ac> advroute set pim sparse-mode active on

¥shn pim rp

B

advroute add pim rp <ip>

SHUHA:

rp: 1p [ ip Mtk

A~

ac> advroute add pim rp 192.168.1.100

HIER pim rp

B

advroute del pim rp <ip>

A~

ac> advroute del pim rp 192.168.1.100

Zsin pim-sm %% 0

B

advroute add pim sparse-mode port <name> dr-priority <number> rp-candidate {on|off} rp-priority <number>
SHUL

Port: ZH&um 1, 41: ethO

Dr-priority: dr L5, BUEIERI<0-4294967294>

Rp-candidate: rp-candidate fifi §& ¢

Rp-priority: rp-candidate ff.5G2%, HU{E VE FEl<0-255>

NG

ac> advroute add pim sparse-mode port ethQ dr-priority 1 rp-candidate on rp-priority 1

&gt pim-sm 35 O ACE
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B

advroute set pim sparse-mode port <name> dr-priority <number> rp-candidate {on|off} rp-priority <number>
ERFEM:

Z A A W &4 dr-priority, rp-candidate, rp-priority £5 2 %

NG

ac> advroute set pim sparse-mode port ethO dr-priority 1 rp-candidate on rp-priority 10

HIER pim-sm %5 1

Bk
advroute del pim sparse-mode port <name>
zN

ac> advroute del pim sparse-mode port ethO

W& RIP 2 R5%

Bk

advroute set rip [ active { on | off } ][ version { vl |v2 } ][ ospf { on [ ospf metric <number> ] | off } ] [ connected {
on [ connected metric <number> ] | off } ] [ static { on [ static_metric <number> ] | off } ][ kernel { on [ kernel metric <n
umber> | | off } ][ bgp { on [ bgp metric <number> ] | off } ][ isis { on [ isis_metric <number> ] | off } ] [ defgw { on | off

} 1[ update <number> ] [ holddown <number> ] [ garbage <number> ]

Rhn RIP R0 4%

B
advroute add rip key_chain <name> keyid <number> keyword <string> start <string> { end <string> | infinite }

HIER RIP 55
B

advroute del rip key chain <name> keyid <number>

BLE RIP P44

Bk

advroute add rip net <all_ip> netmask <all_ip>
zN

ac> advroute add rip net 5.5.5.5 netmask 255.255.255.0

& RIP 35 M

Bk

advroute add rip port <name> [ auth { none | text [ { single key <string> | key chain <name> } ] | mdS5
[ { single key <string> | key chain <name>} ]} ][ send { vl | v2|both } ][ receive { vl |v2 |both } ][ passive ]

zN

ac> advroute add rip port ethO auth none send v2 receive v2

J3 4% RIP
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Bk
advroute set rip [ active { on | off } ]
zN

ac»> advroute set rip active on

7R RIP BBHE
B

advroute show rip route

7.1 5RRE

7.1.1 LR (rule)

I INREUAARER B Z 2N -

B
rule add type proxy name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sport <port> ] [ smac <mac> ] [ da
{ any | <name> | <ip> } ] [ iif { any | <interface> } ] service <name> proxy <name> [ time { <name> | none } | [

authgroupname <name> ][ log { on | off } ][ active { on | off } ] [ comment <comment> ]

SH -

name WEZEMNM LT, LikSH

id WEZ NS, BRUEAN 1 2 65535, wiksH, BilNwa

sa BB R AL, AR R SRS TP Mok TP skl RS . bk e . kb e .

“any”, WIEZH, BIAA “any”

sport BB, ARUEN 1 A2 65535, W UH,A#IFRRZ A0 H, s8R oRsum DB, wlik
ZH, BN “any”

smac BEE MAC Hilik, "S54, BRUCH “any”

da WHE HAHNE, BTDLSE B TP Mok TP Hhk/ RS . ke . Hihk4H e X
“any”, LS, BIAAH “any”
iif WERAMO, WEs%, il “any”
service WEMRS, "TCMEARS . IRSH
proxy WEMRBRSEM, WMl FE SR IRSS . P B € ORI R S5
time WE N T, nT A e S B4 L. “none”, AIIEZEL, ERUCAAMEH
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authgroupname

log
active

comment

EREIR:

I I 2 )

BEEM P HA, WAL S R PR REREIEAT PGB, WRIZEER K
L IR B A B 7 i B 2 ek B TAE, W EFIZE, Sk
BWHEH SR, TESH, BN AEREE

BWERGAEN TIESH, BIANEXK

e EATERE

e AU RIS ACRERT AR S5 H 0 06 202 B o 1 5
ARBEAR S5 2RO AT E E SCREEAR S5, H bk 250 5 TP bk

il

ac>rule add type proxy name rule3 id 3 sa any da al iif any service http proxy http time

none log off active on

TN v RS ) 222 -

B

rule add type portmap name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sport <port> ] [ sat { <name>

<ip> | none } ] pa <ip> ia <name> [ iif { any | <interface> } ] [ oif { any | <interface> } ] ps <name> is <name>

[log { on|off } ][ active { on | off } ] [hideinner { on | off }] [ comment <comment>]

SH Y-
name

id

sa

WE TN AT, BiESH

BB ZEMMNEES, BRUEN 1% 65535, AliksH, ARG

WE R AL, DA A TP bk, TP Mbhk/ 7 MRS . bk . HihkdH e X
“any”, WIEZHL, EH “any”

sport BCE P, HRUE 12 65535, ALV, A EIRoR 2 AN, B FIR R B, Tk

sat

pa
ia
iif

oif

ps
is

log
active
hideinner

comment

136

24, BN “any”

W B PR R, AT DA 22 06 TP Mkt il e . “none”, FIEESEL, BRA
A

BB ATFHE, XA FH 224 WK TP Mk

T E AL, (N RE R 548 ik e S

WEBRAMO, &S5, Kl “any”

WERBMIO, WHESH, RN “any”, {EE: A AEFIROEE 585 B R0
En

WEXIMNRS, AT RS . k55 4H

WENERS, ATRMERRS . IREA
WEHE&ER, RS, R ExHE

WERTEN, Wik, BINER

75 B P 50 Lk AN 1, BRA B

WE IR
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EREIR:
XA Al 55 TP FR Al 55 6 AN A0 SRR R B & B . TCP Pl UDP B, HH A3 A B A A o

il
ac>rule add type portmap name “rule5” id 5 sa any sat satl pa 192.168.1.1 ia http server
iif any oif any ps http is http log off active on

T INSREL A Fo 1 9 RS SR -

Bk
rule add type portaccept name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sport <port> ] pa <ip> [ iif

{ any | <interface> } ] ps <name> [ log { on | off } ] [ active { on | off } ] [ comment <comment>]

SH Y-

name BWEZERNNA T, BIESH
id WEZEHMMNNTS, A8EN 1% 65535, AliksH, BiMAEE
sa WEPEHRE, ATUEA RS TP Mk 1P Mk D . Mk e SO, bk e X

“any”, LS, BRAH “any”
sport WEEN I, ARERN 1A 65535, UM, ZRIFRRZA 0, B8R0 OB, nlik
ZH, BN “any”

pa WEATFHbE, AREM 2242 1P Hihk
Hf &E?ﬂ)\mmy ﬂﬁ%ﬁv ?jﬁmy‘j “any”
ps WEXT MRS, AT ARS . RS A
is WEWNTBRS, TUMEHRS . RS A
active WEELAER, "WiESE, BIARNER
comment 15 B RN RE

EREM:

~H :

ac>rule add type portaccept name “ruleb” id 5 sa any pa 192.168.1.1 iif any ps http log

off active on

T INSERLA 1P WLt i 2= 43«
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Bk
rule add type ipmap name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sat { <name> | <ip> | none } ] pa
<ip> ia <name> [ iif { any | <interface> } ] [ oif { any | <interface> } ] [ log { on | off } ] [ active { on | off } ]

[hideinner { on | off }] [comment <comment>]

SHUL
name BWEZERNNA T, BIESH
id BB AEMNMFS, BHRERN 1% 65535, mliks4, BUAEG
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sa WEEHNE, WU S TP sk, TP Hbhib/ 7 WS . HohbsE . dihkdH e X,
“any”, WIEZHL, KN “any”

sat BB, o] DR 22 4 5C TP Hbdik ., sidibith. “none”, WIESEL, ERUCAA
Ll

pa WEATFHE, {CRRAE 224 56 TP ik

ia BB WL, AR R 55 A ik e L

iif WERBRAMIO, WIESH, BRIAH “any”

oif WERHBMIO, WHESH, BRI “any”, {EE: HAEFROEE 8% B0
W

log WEHE&ER, TR, R ExHE

active WEENER, kS, BRINER

hideinner AT BRE P Rk, BRI RS

comment WE IR

ERE:

y

il

ac>rule add type ipmap name “rule6” id 6 sa any sat satl pa 192.168.1.1 ia http_server

iif any oif any log off active on

BINRELDN SV TP RS AL -

B
rule add type ipaccept name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] pa <ip> [ iif { any |
<interface> } | [ log { on | off } ][ active { on | off } ] [ comment <comment>]

SH -

name WEZEMNN AT, BikSH

id WH 2 EMNMTES, ARUEN 1 & 65535, Alikss, BRAARE

sa WHEEMNE, TR B TP Mokl TP Hihb/ 7 S . ke X, Huhk4H E .
“any”, WIEZHL, EIH “any”

pa WEATFHE, {CRRAE 224 56 TP Hiudik

iif WEBRAMO, &S5, Kl “any”

log WEHE&ER, RS, R ERHE

active WEAENER, kS, BRINER

comment BB R

ERE:

y

il

ac>rule add type ipacceptname “rule6” id 6 sa any pa 192.168.1.1 iif any log off active on
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T INRELA fo A AR sE A -

B

rule add type permit name <name> [ id <id> ] [ sa { any | <name> | <ip> } ][ sport <port> ] [ smac <mac> ] [ da

{ any | <name> | <ip> } ] [ iif { any | <interface> } ] [ oif { any | <interface> } ] [ service { any | <name> } ]
[ time { <name> | none } ] [ dcf <id> ] [ long { <number> | off } ] [ log { on | off } ] [ synflood { <number> | off
+ 1[ udpflood { <number> | off } ][ icmpflood { <number> | off } ][ pingofdeath { on | off } ] [ apc <id>] [ apc

<id>] [ active { on | off } ] [ comment <comment>]

SH Y-
name

id

sa

sport

smac
da

iif

oif
service
time
dcf

long

log
synflood

udpflood
icmpflood
pingofdeath
apc
urlblock

active

comment

139

WE TN AT, BiESH

BB ZEMMNKES, BRUEN 1% 65535, AliksH, BilAR)E

WE R AE, W DA A TP bk, 1P dhk/F MRS . bk X . bk e X
“any”, WIEZHL, EIH “any”

BCE P, HRUEN 12 65535, ATLLAL A EIRoR 2 AN, B FIR R B, Tk

40, BRIAN “any”

VOB IE MAC ik, TS, BRiLA “any”

WE H b, BT UM AN IP Mkl TP Hhhl/ TS . Hhhl g S, Hihk4H R S,
“any”, WIEZHL, EIH “any”

WEBAMO, AESH, BN “any”

WEBEMO, TESH, BN “any”

WERS, TTUMEAMRS . RSH. “any”, WiESH, BRIAA “any”

BB g, T ME e SO, BRI E . “none”, WTIESEL, ERUCNANEH
B i) 42 1

BRI B TRS, TESEL, BRI €07, m LR AP IIR FE T e S mE . “id7 A
“0”, FonA S FIRE L 58

WEKEE S, BOEKIER:, 0 AAMREr, FRE A 2068 Bl 30-288000 404
AIESH, B R KEE

wEHEILE, TiESH, R AEREE

W HE Pt Syn Flood B &AL, B BLLGE, FIESH, BUCHAIILGE, EE
WA RS TCP A Beik 1t 250

W E P UDP Flood B &RV N, BRGNS, WESH, U NAHLGE, EE
WA RS 2 UDP A REk £tk 25k

W E Bt ICMP Flood B &R0 8, BGH i d, "ESH, BINAAILLGE, &
= NGRS & ICMP A Reik Bk 280

W E Pt Ping of Death B J ¢, FIIESHL, BRUHAILGE, HERAMRSZ ICMP
AR RS H

T BN R 5 S

B URL i JE 50

WERMAENR, ESH, BIAHEN

T R
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EREIR:
¥

A~
ac>rule add type permit name “rulel” 1id 1 sa any da al iif any oif any service http time

none apc 2 urlblock 2 dcf 0 log off active on

TINRELAZRIE R e -

B

rule add type deny name <name> [ id <id>] [ sa { any | <name> | <ip> } ] [ sport <port> ] [ smac <mac> ] [ da {
any | <name> | <ip> } ] [ iif { any | <interface> } ] [ oif { any | <interface> } ] [ service { any | <name> } ] [ time
{ <name> | none } | [ log { on | off } ][ active { on | off } ] [ comment <comment>]

S

name WHE M A E, BiESH

id WEBZAHNMTES, AREN1E 65535, A[iESH, BMIANEG

sa BB, BTCUE A A TP kb, IP Hhb/ T IFERS . Hhdike . Hhhkd E X,

“any”, WIEZHL, EIH “any”

sport BN, ARUEN 1% 65535, WL, #IRR 2 A0 1, BUH IR R0 H B, nlik
ZH, BN “any”

smac BBV MAC Hitk, "iES%0, BN “any”

da WE H R, FTLLE B TP Huhk . TP Hihl/ 7 RS . Mk e X, Hihk4H E X
“any”, WIEZHL, EIH “any”

iif WERBRAMIO, WIESH, BRIAH “any”

oif WEREMNI, kS, i~ “any”

service WEMRS, TTLMERS . RGSH. “any”, WIESE, ZRIAAN “any”

time v E R A, wT DE B E X B4 L “none”, FIIESEL, BRUCHAMEH
I [ 47

log WEHE&IER, RS, R ExHE

active WEESER, kS, BRINEK

comment WE IR

ERE:

y

il

ac>rule add type deny name “rule2” id 2 sa any da al iif any oif any service http time

none log off active on

WINZEELA VPN HAa s8R :
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B

rule add type vpn name <name> [ id <id> ] [ sa { any | <name> | <ip> } | [ sport <port> ] [ smac <mac> ] [ da
{ any | <name> | <ip> } ] [ iif { any | <interface> } ] [ oif { any | <interface> } ] [ service { any | <name> } ]
[ time { <name> | none } ] [ log { on | off } ] [ synflood { <number> | off } ] [ udpflood { <number> | off } ]

[ icmpflood { <number> | off } ] [ pingofdeath <on|off> ] [ active { on | off } ] [comment <comment>]

S

name WHE M AE, BiESH

id WEBZAHNMTES, AREN1E 65535, A[iESH, BIANEG

sa BB, BTCUE A TP kb, IP Hhb/ FIFERS . Hhdik e . Hhhkd E X,

“any”, WEZSE, BRH “any”

sport BN, ARUEN 1% 65535, WL, #IRRZ A0 1, BUH - #IRRum H B, nlik
ZH, BN “any”

smac BBV MAC Hitk, "iES%0, BN “any”

da WE H R HEE, T DL B TP Huhk . IP Hihl/ 7 RS . Mk e X, Hihk4H E X
“any”, WIEZHL, EIH “any”

iif WERBAMIO, WIESH, BRIAH “any”

oif WEREMNI, kS, RN “any”

service WEMRS, TTLMERS .. REH. “any”, WIESE, ZRIAAN “any”

time B A, wT DE B E X B4 . “none”, FIIESEL, BRUCHAMEH
I [ 47

log WEHE&ER, RS, R ExHE

synflood W B Syn Flood Bili b4, B PTYd, WikS%, BRI AATLE, EE
WA RS2 TCP A Rtk Ik 35

udpflood W E YL UDP Flood W ii ik, BOCH I, WikZSH, BUNASE, R
HA RSS2 UDP A ek #5251

icmpflood W B P ICMP Flood Bili A0 4, BOCH PG, WiESH, BRI NAISE, &
B HE RS2 ICMP A ekt 350

pingofdeath W B P Ping of Death i 71 5¢, TlES4, BRUCHAPIEH, HE N A RS Z ICMP
A ReLEFEIL S 4L

active WEESER, kS, BRINEK

comment WE IR

ERE:

y

il

ac>rule add type vpn name

“rulel” 1id 1 sa any da al iif any oif any service http time

none log off active on

TINRELA NAT f22 23N
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B
rule add type nat name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sport <port> ] sat { <name> | <ip> } [
satport <port> ] [ da { any | <name> | <ip> } ][ oif { any | <interface> } ] [ service { any | <name> } ][ log { on

| off } ][ active { on | off } ] [ comment <comment>]

S

name WHE M AE, BiESH

id WEBZAHNMTES, AREN1E 65535, A[iESH, BIANEG

sa BB, 7L A TP kb, IP Hhhb/ FIFERS . Hhdik e . Hhhkd E X,

“any”, WESE, BRH “any”
sport WEEN I, ARERN 1 & 65535, UM, ZRIFRRZA 0, BH 8RR DB, nlik
40, BRIAN “any”

sat BB IR, v DS 2 A OC TP ik, iyt e

satport W B R e, A A B

da B H AR, AT LUE B TP Hihk . TP Hudhib/ 7 WHEAS . Hbhik e . Huhik4H e .
“any”, WIEZHL, EIH “any”

oif WEREMNI, kS, i~ “any”

service WEMRS, TTLMERS . RESH. “any”, WIESE, ZRIAAN “any”

log WEHE&IER, RS, R ExHE

active WEESER, kS, BRINER

comment WE IR

ERE:

y

il

ac>rule add type nat name “rule4” id 4 sa any sat 192.168.1.1 da al oif any service http

log off active on

iy Siy BNk o WU
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B
rule add type masquerade name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sport <port> ] [ satport
<port>] [ da { any | <name> | <ip> } ] oif { any | <interface> } ] [ service { any | <name> } | [ log { on|off } ][

active { on | off } ][ comment <comment>]

S

name WHE M A E, BiESH

id WEBZAHNMTES, AREN1E 65535, A[iESH, BIANEG

sa BB, 7L A TP bk, IP Hhb/ FIFERS . Hhdik e . Hhhkd E X,

“any”, LS, BRUH “any”
sport WEEN I, ARERN 1 & 65535, UM, ZRIFRRZA 0, BH 8RR OB, nlik
40, BRIAN “any”
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sat W BRI, v DS e A OC TP ik, Hidikit e S

satport VB R e, A A B

da B H A HhE, BT LUE B TP Hihk . TP Huhib/ 7 W HERS . Mk e . Huhik4H e .
“any”, WIEZHL, KN “any”

oif WEREMNI, kS, RN “any”

service WEMRS, TTLMERS . RGSH. “any”, WIESE, ZRIAAN “any”

log wEHEER, RS, R ExHE

active WEENER, kS, BRI NER

comment WE MR

ERE:

y

il

ac>rule add type masquerade name “rule4” id 4 sa any sat 192.168.1.1 da al oif any

service http log off active on

S INSEEL R SLVRE) NAT N
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Bk
rule add type nataccept name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sport <port> ] [ da { any |
<name> | <ip> } ] [ oif { any | <interface> } ] [ service { any | <name> } ] [ log { on | off } ] [ active { on |

off } ][ comment <comment>]

SH -

name WE TN AT, BiESH

id WBREMNEFS, AEN1 2 65535, Wiks, HRIANRE

sa WE IR AL, WP A TP bk, 1P Mbhk/ 7 MRS . bk X, bk e X

“any”, LS, BRAH “any”
sport WEEN I, ARERN 1A 65535, UM, ZRIFRRZA 0, B8R0 OB, nlik
40, BN “any”

da WE H R HEE, T DL S TP Mok TP Hihl/ 7 RS . Mk e X, Hihk4H E X
“any”, WIEZHL, EIH “any”

oif WERMBMIO, WIESH, BRIAN “any”

service WEMRS, TTLMERS . RESH. “any”, WIESE, ZRIAAN “any”

log WEHE&ER, RS, R ERHE

active WEAENER, kS, BRINER

comment WE IR

ERE:

y

il

ac>rule add type nataccept name “rule4” 1id 4 sa any da al oif any service http log off
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active on

gkt BB

B
rule add type greennet name <name> [ id <id> ] [ sa { any | <name> | <ip> } ] [ sport <port> ] [ da { any |
<name> | <ip> } ] [ iif { any | <interface> } ] [apc <id>] [urlblock <id>] [time <nonejname>] [log <on|off>]

[ active { on | off } ][ comment <comment>]

S

name WHE M A E, BiESH

id WEBZAHNMTES, AREN1E 65535, A[iESH, BIANEG

sa BB, 7L A TP kb, IP Hhb/ FIFERS . Hhdik e . HhhkdE X,

“any”, LS, BRAH “any”
sport WEEN I, ARERN 1 & 65535, UM, ZRIFRRZA 0, BH 8RR OB, nlik
40, BRIAN “any”

da WE H R, FTLLE B TP Mok TP Hihl/ 7 RS . Mk e X, Hihk4H E X
“any”, WIEZHL, KN “any”

iif WERBRAMIO, WIESH, BRIAH “any”

time B A, wT DE B E X B4 . “none”, FIIESEL, BRUCHAMEH
I [ 47

apc BE 5 I ape HElg, 3HE SRR id

urlblock WE S| Y url 56H%, HE 5 id

log WEHE&IER, RS, R ExHE

active WEESER, kS, BRIANER

comment WE MR

ERE:

y

il

ac> rule add type greennet id 6 name “gnl” sa any da any iif ethO apc 1 urlblock 1 time

none active on log on comment “ss” sport 7233”7

B IESH B -
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B
rule add type ips_url_trojan name <name> [ id <id> ] [ sa { any | <name> | <ip> } | [ sport <port> ] [ da { any |
<name> | <ip> } ] [ iif { any | <interface> } ] [ oiif { any | <interface> } ] [service <>] [log { on | off } ]

[ active { on | off } ][ comment <comment> ]

S

name WHE M A E, BiESH

id WEBZAHNMTES, AREN1E 65535, AliESH, BIANEG

sa BB, 7L AN TP bk, IP Hhhb/ FIFERS . Hhdike . Hhhkd E X,
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“any”, LS, BRAH “any”
sport WEEN I, ARERN 1 & 65535, UM, ZRIFRRZA 0, BH 8RR OB, nlik
40, BRIAN “any”

da WE H R HEE, T DL S TP Huhk . IP Hihl/ 7 RS . Mk e X, Hihk4H E X
“any”, WIEZHL, EIH “any”

iif WERBAMIO, WIESH, BRIAH “any”

oif WERBMIO, WIESH, BN “any”

service WEMRS, TTLMERS .. REH. “any”, WIESE, ZRIAAN “any”

time B A, wT DE B E X B4 L “none”, FIIESEL, BRUCHAMEH
I [ 47

log WEHE&ER, RS, R ERHE

active WEESER, kS, RINER

comment WE IR

ERE:

y

il

ac> rule add type ips url trojan id 7 name “ad7” sa any da any iif ethO oif ethl service

http time none active on log off comment “nn” sport “80”

Bz MM .
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B

rule set id <id> [ type {proxy | portmap | portaccept | ipmap | ipaccept | permit | deny | auth| vpn | nat |
masquerade | nataccept } ] [ name <name> | [ newid <id> ] [ sa { any | <name> | <ip> } ] [ sat { <name> | <ip> |
none } | [ sport <port> | [ satport <port> ] [ smac <mac> | [ da { any | <name> | <ip> } ] [ pa <ip> ] [ ia <name>
] [ iif { any | <interface> } ] [ oif { any | <interface> } ] [ service { any | <name> } ] [ proxy <name> | [ ps
<name> ] [ is <name> ] [ time { <name> | none } | [ def <id> ] [ long { <number> | off } ] [ log { on | off } ]
[ synflood { <number> | off } ] [ udpflood { <number> | off } ][ icmpflood { <number> | off } | [ pingofdeath
{on]|off} [[apc<id>} ][ edk <id>][ btlog { on | off } ][ active { on | off } ] [ hideinner { on | off } ]

[ comment <comment>]

SH -

id e B 2 AN 7 5

type B A N ) 2 A

name BT A N 1) 4 5

newid BN TS, ARUEN 1 % 65535

sa fEegIRHLAE, T A AN TP Huhik | TP Huhib/ 7~ X FERD | Mkt 5 S Huhb4H e . “any”
sat BRI LA, AT DU A 2 42 0 OC TP Hihk . Hbbiki.  “none”

sport BB, ARUEN 12 65535, AL #EIRR 2 A0 H, BRI oRm DB, Ak
ZH, BN “any”
satport W B R e, A A B
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smac
da

pa
ia

iif

oif
service
proxy
ps

is

time
dcf

long
log
synflood

udpflood

icmpflood

pingofdeath

apc
urlblock
btlog
active
hideinner

comment

EREIR:

WEIEMAC ik, "iEZ4, BAA “any”

B H bl w7 LUE R AN TP Huhik . TP #hb/ T I HERD . HihkE . k4L E X
“any”

B ATFHE, AXREE ] 224 /56 TP il R4S “mng” B IP Hihib)
BN R, AN RE A IR 55 28tk e

BRI, ARefEHMZEET “mng”

B A, e M “mng”

B, AT IRS . RS54

BEARER R 2K AL, AT DA T SURRERIRSS . - B SO IR 5%

B AMIRSS, LM RS . RS54

BN S, TLME RS . RS

ey 4z, wT LS R TR 5E S B TR ZH5E . “none”

EHORE L ETRNS, RS, ERAR 07, AT LLE R e L UF PR B JE SRS . “id” R
“0”, KA B HIRE A IE

WEKEES B, SO KER, RS, BRIAEAKIER
WEHE&ER, RS, R exHE

W B Syn Flood Bili s fb N4, B PTMd, wikS%, BRI AATLE, EE
A RS2 TCP A Reik Bt 2%

W E YL UDP Flood Mii i M4k, BOCH I, Wik, BRI ANASE, R
HAG R4 2 UDP 4 Reik Fe itk 2 8

W B ICMP Flood Bili A0 A4, BOCHHIBGE, WESH, BRI NAISTE, &
B R A RS2 ICMP A Reik b 251

W B P Ping of Death Wi FF %, W& ZS4, BOANAPLEGE, HEEAH RS2 ICMP
A ReLE RIS 4L

WE 5| I ape g, 1H5 5L id

& 51 F Y urlblock 5, ME'S SHME id

B E A0k bt fl edk T ER H &

BB AR

B A 7 8P S bk A i 11

WE IR

B2 N SRR, AR Fo v ANAE L ) 22 4 U AT DL AR e i
LS SN RE A FIEAR A 1 22 2 o
FEA R 22 e N, AR I 2 EOT RE 2 A A R IUEL SR

il

ac>rule set id 1 type deny sa any da any iif any oif any service any time none log off

active off

MIBR AT AN -

B
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rule del all

SH Y-
P

EREIR:
¥

A~
ac>rule del all

MBS E P 5 =N .

Bk
rule del id <id>

SH Y-

id 878 BB ) 22 U B P 5

EREIR:
P

A~
ac>rule del id 1

BRFTR ZEAN :

Bk
rule show

SH Y-

id TRE SRR I 2 A 5

EREIR:
P

il
ac>rule show id 1
ID  Type Active
permit on
2 deny off

proxy on
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>
b

=)

H

Bl

=N

Il

P F T

4 nat on
portmap on

ipmap on

BoRIEE SR ZEMN .

T
rule show id <id>

SH Y-
¥

EREIR:

0 B AR5 19 75 -

il

ac>rule show id 1
ID: 1

Type: permit

Name: rule 1

Source Address: any
Destination Address:
Input Interface: any
Output Interface: any
Service: any

Time: none

URL: off

Log: off

Active: on

EHrZ RN

T
rule refresh

SH Y-
P

EREIR:

BRI E S, AT A& mT UL 22 2R A A2 s B B3 I8 E S

il
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ac>rule refresh

7.1.2 HWHEEHE (bw)

A0 58 B EAU -
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B

bw add id <id> name <name> [ sa { any | name | <ip> } ] [ sport { port | none } ]

[ da

{any | name | ip } 1 [ dport { port | none } ] [ iif { any | interface } ] [ oif { any |

{interface> } ] [ time { name | none } 1 [ level { 0]1/2]3 } ] [ service { any | name } ]
[ bandwidthname <name> ] [ apc { 0 | 512 } J [ url {0 | 512 } 1 [ file { O | 256 } ]
[ rate { maxrate | 0 } ] [ mode { dstip | srcip } ] [ autodelbw { 0 | 1} ] [ active { on

| off } ] [comment { comment | none } ]

SH -

id AR ID 5, BiESH;

name WEZEMNML T, BiESH

sa BE YR AL, DA AN TP kb, TP stht/F MRS . bt . kb2 w .
“any” , WESH, BN “any”

sport B, HRMEA 1 % 65535, AJLLH, o#IFRR 2, 8 @ #RR i 1
B, WiEZH, EBRIAA “any”

da BWE H ok, w7 RME A TP Huhik TP Hbdik/ 7 AR . Huhib s S Hidik A e X,
“any” , WESH, BN “any”

dport WEH M, AREN 1% 65535, ATLLH, ##IRR 2N, B 4RI R
FE, miEZ, EBRIAA “any”

iif WERAMO, WiESH, BIAA “any”

oif WEREM O, "iESE, BN “any”

time WER RS, T PUE R A X BRHE X “none” , WIS, BN AEH
I [ o)

level PEE 2 g0

service WEMRS, ATLMEHRS . RSH

bandwidthname — &E ™ %€ LT, %S5 R feid i e £ 5w SO i o8 & B 3R A 1) e SRR
=

apc T BRI BLFH R0) 7 5E SEmE 1) id

url BB PR URL P57 55 S mE 1) id

file BB BRI SO R AL T SRS 1Y) 1d

rate WL TE PR ) T e AE

mode FHLHT T B AR

autodelbw T H BN BT v T, kS

active WERGEN, TiESE, BIAAEK
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service FTP bandwidthname ethO 1000 1000 5 apc 0 url 0 file O rate 0

. )
active on comment

comment

il

BEE T BN R, RS, BOANE

ac> bw add id 1 name bwl sa any sport none da any dport none iif any oif any time none

mode srcip level 0

U 95 B E A -
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B

bw set id <id> name <name> [ sa { any | name | ip } ] [ sport { port | none } ] [ da { any

| name | ip } 1 [ dport { port | none } ] [ iif { any | interface } ] [ oif { any |

interface } ] [ time { name | none } 1 [ level { 0/1/2/3 } 1 [ service { any | name } ]
[ bandwidthname <name> ] [ apc { 0 | 512 } 7 [ url {0 | 512 } ] [ file { 0 | 256 } ]
[ rate { maxrate | 0 } ] [ mode { dstip | srcip } ] [ autodelbw { 0 | 1} ] [ active { on

| off } ] [comment { comment | none } ]

SH Y-
id
name

sa
sport
da

dport

iif
oif

time

level
service

bandwidthname

apc
url

file

rate

mode
autodelbw

active

LAWK ID 5, BikSH,

WE TN AT, BiESH

WE RN, w7 LE R A TP bk, TP Mudik/ RS . kb e . HihkdH e X,
“any” , WESE, BRIAN “any”

BB, AREN 1 2 65535, ATLLH, /r#IFRom 2 A0, B B R i
B, WESH, BN “any”

WE Bk, wTCLE R B TP Hhhk. TP Huhb/ RS . HhdhikE . Hihk4H e X,
“any” , W[ESE, BRIAN “any”

WHEHM L, ARMEN 1% 65535, ATLLA, oEIFRRZ A0, 8OH 0 EI R R
FB, wESE, BN “any”

WEBAMO, AESE, BRIAN “any”

WEBEM O, TESH, BRIAN “any”

BB R, Ay LM A A e S B2 S0, “none” , WTIESEL, ERYCNAMEH
B i) 42 1

PRt 22 421 51

WEMRS, TUMEHRS . A

WE W E XA E, ZSEUA R iE I B TR SO iy 8 BB R A I E SR
B

T B PR N FH R SR Y id

W B PR URL R 517 95 SRmE I id

W B PRI SR 2R 2 Ay T SR 1Y id

F AL B R ) 3 2R A

F A B 4 A5 =X

ST H BB 58 IR, RS

WEMMEPRA, on NEH, off NEEH.
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HTI

P F T

2

P
NN
I

comment BB T A R, kS, BA T

il

ac> bw set id 1 name bwl sa any sport none da any dport none iif any oif any time none

service https bandwidthname ethO 1000 1000 5 apc 0 url 0 file 0 rate O

. )
active on comment

RIS 58 B Z A -

Ik
bw del {id <id>|all}

SH Y-

id AN ID S, YikSH;

all I3 B )
EEE:

.

il

ac> bw del id 4

BT R EEAN -

T
bw show id <id>

SH Y-

id AN ID S, LikSE;

HEEEM:

T

A~

ac> bw show id 5

PROEF 0 58 R IR :

B

bw quick bw oif <interface> minbw <number> maxbw <number> prio <number>

ZH B
oif FeE M, BikSE;
minbw fic & &/ B ik

151

mode srcip level 0
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maxbw (ARG 1
prio LS4 )

HEEEM:

T

A~

ac> bw quick bw oif ethO maxbw 1000 minbw 1000 prio 5

—RIEREF R EE.:

Bk
bw easyconfig id < 1/2[3>

SH Y-

id BRI ID S, BikSH,
EEE:

.

il

ac> bw easyconfig id 2

7.2 KR

7.2.1 KEFE

REIF)E HTTP AHE.

Bk
proxy {on | off} http

SH Y-
P

EREIR:
P

il

ac>proxy on http
ac>proxy off http

152
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2

b
NN
dl

B HTTP XA E .
Bk
proxy set http port <port> [java {permit | deny}] [javascript {permit | deny}] [activex {permit | deny}]

SHU:

port: HTTP L3 1S

java: e 15 FUVF java W DM
javascript:  J2 75 VT javascript X T i
activex: FE 75 FU I activex W TLE T
EEE:

&2 A E P HTTP AR EE

i
ac> proxy set http port 80 java permit javascript deny activex permit

REI)E FTPARE.:
Bk

proxy {on | off} ftp

SH Y-
¥

EREIR:
P

il
ac>proxy on ftp
ac>proxy off ftp

B FTP B E.

Bk
proxy set ftp port <port> [get {permit | deny}] [put {permit | deny}] [multi {permit | deny} ]

SH Y-
port: FTP A3 i 11
get: e, &RV R

put: &y, f R bk
multi:  J& 755 H 2 2R i

EREIR:

153
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&2 B P FTP AR

i
ac>proxy set ftp port 21 get permit put deny multi permit

REIT)E TELNET .
Bk

proxy {on | off} telnet

SH Y-
¥

EREIR:
¥

i
ac>proxy on telnet

ac>proxy off telnet

B2 TELNET RERCE -
B

proxy set telnet port <port>

SHLH-
port: TELNET {11

EREM:
Bz B¢ ] TELNET A H

il

ac>proxy set telnet port 23

REFFE POP3 /RH:
I

proxy {on | off} pop3

SH Y-
P

EREIR:
P
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2

b
NN
dl

i
ac>proxy on pop3
ac>proxy off pop3
Bk POP3 R E :
Bk
proxy set pop3 port <port> [ maxlength <number> ]
SHUL
port: POP3 A3 [

maxlength: B3 IRAF & KK

EREIR:
B TG 14] POP3 AR

Bl
ac>proxy set pop3 port 110 maxlength 20480

REITE SOCKS fH:
B

proxy {on | off} socks

SH Y-
P

EREIR:
¥

i
ac>proxy on socks
ac>proxy off socks

&% SOCKS R E .

Ik
proxy set socks port <port>

SHU:
port: SOCKS f{F i [

EREIR:
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B2 B E R A SOCKS L

Bl
ac>proxy set socks port 1080

REIT)E DNS HE:
Bk

proxy {on | off} dns

SH Y-
¥

EREIR:
¥

i
ac>proxy on dns

ac>proxy off dns

B3 DNS AR AL E
B

proxy set dns dnsserver <ip>

Ui
dnsserver: DNSCHHEARSS 25 IP Mk, ZAFHEIE S )G

EREM:
&2 A 5% P DNS R EE

i
ac>proxy set dns dnsserver 1.2.3.4,1.2.3.5

ERBRNRERE:
Bk

proxy show default

SH Y-
P

EREIR:
P
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il

ac>proxy show default

AR P B e SARE:
Bk

proxy add custom <name> port <port>

Ui
custom: F 7 H @ AREL A FR
port: P B € SCARER 3

EREIR:
HECFF TCP —fp kY

il

ac>proxy add custom “cusproxy” port 5080

IR F P B SURE.:

Bk
proxy del custom <name>

ZH B
custom: F 7 H & AR A FK
ERE:

I

7~ :

b}

ac> proxy del custom “cusproxy’

JB R P B R ARE:

B
proxy on custom <name>

ZH B
custom: F 7 H E AR A FK

EREIR:
P
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A~
ac> proxy on custom “cusproxy”

KA P B RE:

Bk
proxy off custom <name>

U
custom: F 7 H E AR A FK
ERE:

I

7~ :

)

ac> proxy off custom “cusproxy’

EoRH P R ARE:

Bk
proxy show custom

SH Y-
¥

EREIR:
P

il

ac>proxy show custom

7.2.2 KIERW

TEOL: JEE B K SRNS K rule (ZAHNE) >
ISR AR ) 22 2 U
(CRErESIWIE
M ER T E 75 1 22 A -
WIRTRE S MR A .
EEisrEv VIR
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7.3 Mt

7.3.1 ¥k Caddress)

ik X

Bk

address add name <name> ip <ip> [ comment <comment> |

SHUL:

name B HE T 4

ip wE P Huhk, wf RS A AN TP Mk TP Hiohk/ 7 WHERY . TP Huhk B, Bl IP Hiuhik/— M 4D

comment BEE N E X HERE, RS, BRIANT

EREIN:

ip Huhk B oA iplip2 fm: 1.1.1.1:1.1.1.3

ip Hubil/ 7P HERD R X9 ipl/mask f1: 1.1.1.1/255.255.255.0

S ip Hidik/ IS k& K ipl~mask f: 1.1.1.1~255.255.255.0
Bl

ac>address add name al ip 192.168.1.1 comment “address 1”

bk & X

Bk

address set name <name> { [ ip <ip> ] [ comment <comment> ] }

SHUL:

name B LT 4

ip WE P Huhk, wf RS A SRS TP Mk TP Hiohk/ 7 WFERY . TP Huhk Bt Bl IP b/ M 4D

comment BEE N E X HERE, RS, BRIANT

ERE:
u

7w~
ac>address set name al ip 192.168.1.0/255. 255.255. 0 comment “new address 1”

T B itk 58 S -
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T
address del name <name>

SHUL
name T8 7€ SO 1 ik E S 42 5
EREIR:

ANBEMN R A 22 A RN B 7 o P L5 T il g S, AN BN R A Dy stk 25 7 B R R i 52 S

il

ac>address del name al

BRBTA ke X

T
address show

SH Y-
P

HERHI
7 ik 52 SO P9 %6 -

A~

ac>address show

4 ip Hihik

al 192. 168. 1. 1/255. 255. 255. 255

ERE 4 PRIk E X

T
address show name <name>

SHUL
name R E AR R L E U4 5

EREIR:
P

7~ :
ac>address show name al
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2

b
NN
I

2% al
TP Hhdib: 192. 168. 1. 1/255. 255. 255. 255
£#7E: address 1

7.3.2 #bik4R (addrgrp)

Ak 4a xE X .

Bk

addrgrp add name <name> [ comment <comment> ]

SV
name W B bk e R4 T
comment BB N E L RERE, RS, RS

ERE:
u

2~
ac>addrgrp add name agl comment “address group 1”7

B E X .

Bk

addrgrp set name <name> comment <comment>

SV A
name R EB SR 2 L4
comment 1Btk 2H 2 SRRTERE

ERE:
u

2~
ac>addrgrp set name agl comment “new address group 1”7

[ My bk 2H R A0 AR R -

Bk
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addrgrp set name <name> addmbr <name>+

Ui
name F6 5E BRERIN AR i bk 4H 58 LR 44
addmbr fRE—ANE Nk AT, K e T n 2 k4 A

EREIR:
Mok 2H 58 SCHI R R BE R k2 S, ANBER B4 E o

il
acraddrgrp set name agl addmbr al a2 a3

A3t hb 28 B 5 -

Bk

addrgrp set name <name> delmbr <name>+
SHUL

name T 7 AR B 5 573 (1 Btk 26 5 S ) 48 7

delmbr TRE — A EE MIEE A7, R eI R o B

EREIR:
¥

il

acraddrgrp set name agl delmbr al a2 a3

F B k4 52

162

Bk

addrgrp del name <name>

SHUL

name F6 52 BB (¥ bk 20 5 ST 4
ERFEM:

ANBEMM R A 22 AR B o P 51 bk 2 2 e

il

ac>addrgrp del name agl
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BRFT A HbEA 2 X

Bk
addrgrp show
SH -
N
ERE:
AR Rk 4H 7 SR
il
ac>addrgrp show
Name Member
agl al
a2
ad

EoRTRE 4 PRI RE X

Bk
addrgrp show name <name>

SH Y-

name TR E AR N Bk 4 e 4

EREIR:
¥

il
acraddrgrp show name agl
%5 agl
K al
a2
ad
il : address group 1

7.3.3 H#uhtith (sataddr)

S n bk e X .
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Bk

sataddr add name <name> ip <ip> [ comment <comment> |
SHUHA:

name T B H bk e )48

ip B bk E SR TP Mk, ACREAEH TP ik B
comment W E MM E R, AliES L BRI
HEEEM:

TNkt e SO TP b R AN R 254 4.

A~
ac>sataddr add name satl ip 192.168.1.10:192.168.1.20 comment “SAT address 1”

ETE N RN E
Bk
sataddr set name <name> { [ ip <ip> | [ comment <comment> ]| }
SHUHA:
name i & SRS S kb 2 44
ip e bkt e SO TP Huhk, A RS A IP ik Bt
comment et bkt e SO R
HEEEM:

TNkt e SO TP b R AN R 254 4.

A~
ac>sataddr set name satl ip 192.168.1.30:192.168.1.40 comment “new SAT address 1”

]Sk R S

T
sataddr del name <name>

SHUL
name F 52 AR ok ) Mkt 5 S 4
EREIR:

ANBEMM B 22 A BRI 51 A ik b 5 S
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7~ :
ac>sataddr del name satl

BRFTA Hubhl R X

T
sataddr show

SH Y-
P

EREIR:
SRR E SCAIHR 7> A

7~ :
ac>sataddr show

R IP Hhihk:
satl 192.168.1.10:192. 168. 1. 20

BIRTEE 4 F IR RE

T
sataddr show name <name>

SHUL
name i AR I bkt e S 44 7

EREIR:
P

7~ :
ac>sataddr show name satl

LR satl
TP #hfik: 192.168.1.10:192. 168. 1. 20
ik SAT address 1

7.3.4 BR52EHHE (serveraddr)

TN INAR S5 2 bk X
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Bk
serveraddr add name <name> ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ip <ip> [ip <ip> [ip <ip>[ip<ip>]]]1]11]

] [ comment <comment> |

SH -

name BB RS As bt g LT

ip WE MRS 1 IP Huhk, (B8 SR 1P Huhik

ip BB MRS 2 (0 1P ik, ALRELE AN 1P thdik, vk %, BT
ip WE MRS 3 I 1P ik, ARELE AN 1P thdik, vES%, BT
ip BB 4 1P ik, AL AN TP thdik, vES%, BT
ip BB MRS 5 1P ik, AURE(E AN 1P thdik, vES%, BT
ip WE MRS 6 I 1P ik, AURELE A 1P thlik, vES%, AT
ip BB T 1P ik, ALRE(E AN 1P thdik, vESH, BT
ip WE MRS 8 I 1P ik, AUAELE A 1P thlik, vES%, BT
comment W B MRS Al e CERE, eSS, BRI

ERE:

y

il

ac>serveraddr add name sal ip 192.168.100.1 ip 192. 168. 100. 2 comment

BRI S5 as bk e X

B

serveraddr set name <name> { [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip

<ip>]]11111]][ comment <comment> ] }

“server address 1”7

SH -

name i 78 WA LU R 55 Atk e S48

ip WE MRS 1 IP Huhk, X EEfI SR 1P Huhik

ip BB MRS 2 (0 1P ik, ALREfE A AN 1P bk, vES%, BT
ip BB MRS 3 I 1P ik, ALRELE AN 1P thdik, vES%, BT
ip WE MRS 4 1P ik, ARELE AN TP thlik, vES%, BT
ip WE MRS 5 1P ik, AURELE AN 1P thlik, vESH, BT
ip BB 6 I 1P ik, AUREfE A TP thlik, vES%, BT
ip WE MRS 7 1P ik, AR (AN 1P thdik, vESH, BT
ip WE MRS 8 I 1P ik, ALAE(E A 1P thlik, vES%, BT
comment &R 45w bk e SRR

ERE:

y
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A~
ac>serveraddr set name sal ip 192.168.100.1 ip 192.168. 100. 2 comment
1”

TR IR 55 28 bk s -

T
serveraddr del name <name>

SHUL
name 578 BT B3R A A 55 4 bk 52 LR 44 7
EREIR:

ANBEM R 22 A N 51T 0 AR 55 2 ik 5E S

il

ac>serveraddr del name sal

BN R S5 A bk 2 X

T
serveraddr show

SH Y-
P

EREIR:
I RE R IR 45 2 ik e SRR A A2

7~ :
ac>serveraddr show

R IP Hhihk:
sal 192.168. 100. 1
192. 168. 100. 2

BIRiEE 4 F IR A% bk e X .

T
serveraddr show name <name>

SH Y-

167

“new server address
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name TR E RN IO 55 a2 44 7

EREIR:
P

il

ac>serveraddr show name sal
2R sal

IP 1: 192.168.100. 1

1P2: 192. 168. 100. 2

f#iid: server address 1

7.3.5 Akl (domain)

sk bk 52 S

168

Bk

domain add name <name> [ domain { <string> | none } | [ auto_resolve {on|off} ][ primary dns { <ip> | none }
] [ slave dns { <ip>|none } ][ record type {ajmx|all} ] [ max_record <number>] [ interval <number> ] [ expire
<number> | [ ip_type { static|dynamic } ][ ip { <string>none } ] [ comment { <comment> | none } ]

SHUH:

name  IEZHLHEAZFR

domain 144

auto_resolve = JH H BhfFHT

primary dns 3 DNS i 55 2%

slave_dns X DNS i %5 %%

record_type fEHTIRAL, A: f#HT DNS B Al (FEHLIEFE) 5 MX: fHT DNS ) MX i CHRfF52
#Hidsk) ; ALL: fii##fr i i) DNS 23

max_record  FRMEHTICT, — AN W DO RLERAS TP bk A1 25 TP bk i) i KEH 4 SRk X
AME, BHASHETH IP Hikik2> 3 2R & IH Bk, SORMHT LS L IAE 1-128 22 [H]

interval  fEAfrEIFE, [AIRELLAFE 1-525600 2 [H]

expire  HBENTICEBEIT I [A], AT IRIRE 1) 54k, BB I [R] 26 ZUFE 1-525600 2 [8]

ip_type IP k{27

ip IP Ml J&—AME 550 Mg IP ik 41 3%

comment yEF

ERE:

I i A W] AR D344tk Hn] DAIe) ©AFAE I 3804 ik A 75 00 TP Ml

Bl

ac>domain add name sohu domain www.sohu.com auto_resolve on

EATIBIE R A5 R EARAGIR A ]
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B 44 Huht 52 X

B

domain set name <name> [ domain { <string> | none } ] [ auto resolve {on|off} ] [ primary dns { <ip> |

none } | [ slave _dns { <ip>|none } | [ record_type {ajmx|all} ] [ max_record <number>] [ interval <number> |

[ expire <number> ] [ ip_type { static|dynamic } ][ ip { <string>none } ] [ comment { <comment> | none } ]

SHUL

name  IAZHLHEAZFR

domain 44

auto_resolve &3 FF/E H BT

primary dns = DNS f%#%

slave_dns X DNS %5 #%

record_type  FENTHEAL, A: fEHT DNS [ A3k (FEHIEF) + MX: fEHT DNS () MX idgk (HEAE5E
Bl 5 ALL: fEMTETA ) DNS idx

max_record B RMEMTICR, — /M3 AT LU RS TP MU MIBh s TP bk s KB H , i X
AME,  SHASHHT TP Hukik 25 B SR i IH Bk, S KT ISR Z0HE 1-128 22 ]

interval fAEHTIIRE, ] BR L AUFE 1-525600 2 [H]

expire  HBNMANTIC KA I (], SEMEHT IR BRI H, BRI IR [R) A Z0AE 1-525600 2 18]

ip_type IP k{287

ip IP Hihik, 52— ANE S50 BE ) TP Huhik 51

comment 75 B¢

ERFEM:

5

il
ac> domain set name sohu max_record 10

T Bkt bk 5 SC
B
domain del name <name> [ ip <string> |
SHUL
name A%k K
ip IP Hidik, & —ANZ 5 7ra 1) IP ik 413
EREIR:
s iy T DN B 328 44 ikt mT DA B ds8 44 il o 1) TP ik

7~ :
ac> domain del name sohu

7344 Huhk e X
Bk
domain show [ name <name> ]
SHUHA:
name  IAZHLHEAZFR
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HEEEM:

Ay 20T DUR R B A 3842 ik, 0] DL 7R BN 44 Hihik
il

ac> domain show

ID 4% 154 HEh#NT  Hi%E dns # M dns
1 sina www.sina.com.cn  on

2 www.163.com www.163.com on

3 ebay www.ebay.com on

4  msn www.msn.com on

5 yahoo www.yahoo.com  on

6 www.sohu.com www.sohu.com on

7 china www.china.com  on

8 taobao www.taobao.com  on

9 aol www.aol.com on

10 test www.test.com off

TR AT

FRll ik 44 Hhhk

B

domain refresh name <name>
SHUHA:

name IR
HEEEM:

.

il

ac> domain refresh name sohu

7.4 fRS5

7.4.1 PR554R (servgrp)

IR S dH e X

B
servgrp add name <name> [ comment <comment> ]

Ui
name BB RS 2H e X% T
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HTI

=N

Il

P F T

comment B RS HE LR, kS, SRiIANT

EREIR:
P

A~
ac>servgrp add name sgl comment “service group 1”

Bk %5 4 5 3 -

Bk

servgrp set name <name> comment <comment>
SHUHA:

name fRE B U IR S5 42 447

comment  EHUIRFALE LITERE

EREIR:
¥

~H :
ac>servgrp set name sgl comment “new service group 1”7

[e] FR 35 LA B R -

Bk

servgrp set name <name> addmbr <name>+
SHUL

name 572 ARSI A 5 ) IR 55 4 SRR 44 7

addmbr RE DRSS E XA T, RKENTmE ks A

EREIR:
JR 55 4 5E SR 53 R B 55 7€ 3L, ARER B T 4LE Lo

il

ac>servgrp set name sgl addmbr sl s2 s3

KR35 2L B 8 R =
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servgrp set name <name> delmbr <name>+

SHUL
name TR E AR 3 o 53 AR A 55 2H 58 LI 44 7
delmbr TRE —DEE MRS E AT, R EANTMAR ST H R

EREIR:
¥

il
ac>servgrp set name sgl delmbr sl s2 s3

I Bk R 25 2 5 3L -

172

Bk
servgrp del name <name>

SHUL
name R E AR5 1) Al 55 21 8 SR 44 7
EREIR:

ANBEMM R A 22 A RN B o P 51T IR 55 2 e

il
ac>addrgrp del name agl

BT R R X

Bk
servgrp show

SH Y-
P

EREIR:
R IRR S ALE IR 7> WA

il

ac>servgrp show

EAS Ji%

sgl sl
s2

piit
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s3

B4 FHIRSE A RE X

Bk
servgrp show name <name>

SHU:
name i € WO R I IR 25 4H e LI 44 7
EEE:
T
A~
ac>servgrp show name sgl
LR sgl
B sl
s2
s3

ik : service group 1

7.4.2 Bg%% (service)

ISP HIAR % 5 X -

173

xdmcp,h323 gk,sip

Bk

service add name <name> protocol <dynamic_service> port <port> [ comment <comment> ]
SHUL:

name WE MRS E 4T

protocol BAEER, 7] PLE fip, h323, tns, tftp, irc, rstp, mms,

port BEE AP I

comment WE RS E LR, WikSH, BRANT

EREINR:

T

7~

ac>service add name ftp 1 protocol ftp port 21 comment

“FTP 17
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&N ICMP PhHill IR 55 5E X -

Bk

service add name <name> protocol icmp [ type { 0|3 [code {0]1]2]3|4|5]/6]|7]9]|10|11]12]13 |14
15]any } 1|4 |5[code {0]1]2|3]|any}]|8]9]|10|11[code{O0]|1]|any}]|12[code{0]|1|any}]]|13
|14 17| 18| any } ] [ comment <comment> ]

Ui

name BB MRS E X4 T

type WE ICMP PRy A, WESE, BN “any”
code WE ICMP Yl 1] code, TJIEZH, ERILH “any”
comment WE MRS E X HER, s, BRiIANT
ERE:

c

~H :

ac>service add name icmpl protocol icmp type 3 code 10

BINEARS

174

Bk

service add name <name> protocol { { tcp | udp } sp <port> dp <port> | <number> } [ protocol { { tcp | udp } sp
<port> dp <port> | <number> } [ protocol { { tcp | udp } sp <port> dp <port> | <number> } [ protocol { { tcp |
udp } sp <port> dp <port> | <number> } [ protocol { { tcp | udp } sp <port> dp <port> | <number> } [ protocol {
{tcp | udp } sp <port> dp <port> | <number> } [ protocol { { tcp | udp } sp <port> dp <port> | <number> }

[ protocol { { tcp | udp } sp <port> dp <port> | <number>} 1 ]]]]]][ comment <comment> |

SHUL

name W B MR E X4

protocol WERSTO LS, ATLMER “TCP”. “UDP”. ¥'% CREEN 1. 6. 17)

sp RS TS “TCP E “UDPRF, ¥ B 1, AT DUREF SN 11 3 11 BE
“any”. Ui I 0~65535.

dp LRSI IS “TCP E, “UDP R, 5B H i M, wT LU AT AN 1 o B
“any”. Ui I 0~65535.

comment BEEMSS € LERE, TR, B

HEEHMR:

£ 0 TP WS AR 55 E SCh e 2 FT LI 8 AN 55 i

il
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ac>service add name basel protocol tcp sp 1:3 dp 2:2 comment “base service”

BB I HIAR S € X

Bk

service set name <name> protocol <protocol> port <port>
SHUL

name R E B IR S5 E 47

protocol ShASHMNERY, AJLLE ftp, h323, tns, tftp, irc, rstp, mms, xdmcp,h323 gk,sip
port BB A TR i

EREIR:
¥

il
ac>service set name sqlnet 1 protocol tns port 15210

BB ICMP P HIAR 555 X -

Bk
service set name <name> protocol icmp [ type { 0|3 [code {0 1]2|3|4|5|6|7|9]10|11]12|13]14|
153 ]14|5[code {0|1]2]3}]1]18|9]10]|11[code{O0|1}]]12[code{O|1}]]13]14]17|18}]

Ui

name 8 E BB IR SS & LI 44 -
type B ICMP Bip SR 2

code &2 ICMP B [F] code
EREM:

c

~H :

ac>service set name icmpl protocol icmp type 5 code 2

BRI HIAR % 5E X«

175

Bk

service set name <name> protocol { { tcp | udp } sp <port> dp <port> | <number> } [ protocol { { tcp | udp } sp
<port> dp <port> | <number> } [ protocol { { tcp | udp } sp <port> dp <port> | <number> } [ protocol { { tcp |
udp } sp <port> dp <port> | <number> } [ protocol { { tcp | udp } sp <port> dp <port> | <number> } [ protocol {
{tcp | udp } sp <port> dp <port> | <number> } [ protocol { { tcp | udp } sp <port> dp <port> | <number> }
[ protocol { { tcp | udp } sp <port> dp <port> | <number>} 1111111

SH -
name i & BB U R 5508 LI 44 7
protocol WE RS EMS, AfLMER “TCP”. “UDP”. % (ABEN1. 6. 17)
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sp MRS TIPSy “TCP Y, “UDP”I, B 1, 7T LAd AN 1L 3% 1B
“any”. 3t 1 [¥E L 0~65535.

dp S TSy “TCP s “UDP WY, LEL FI S 11, 7 LA A 11 35 1B
“any”. 3t 1 [¥E FE N 0~65535.

ERFE:

E— A0 TP PR IR 55 52 P i 2 T LU L 8 MR 95T

7w~

acrservice set name commonl protocol 20 protocol udp sp 3000 dp any protocol tcp sp any dp

4000

\/ y
BRI ST R SRR
B

service set name <name> comment <comment>

Ui

name FeEARIB I I 55 2 L4 7
comment 1B AR 55 & L HIERE

~H :

acyservice set name icmpl comment “new icmp 1”

TR AR 35 % X -
B

service del name <name>

SHUL
name 5 7E BB RO A 55 58 LI 40 5

EREIR:
ANREMMBR A 22 A B P P LS IR AR 55 5E 30, tASRERH R AR 55 4L 1A Rl 5 PR AR 55 5 3L

il

ac>service del name commonl
BRI RIIRS E X :

Bk

service show dynamic

EREIR:
BT R 55 5 SR> A2 o
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A~
ac>service show dynamic

7R ICMP P HIAR 55 5E X«
Bk

service show icmp

EREIR:
BT R 55 5 SR> A2

il

ac>service show icmp

BREA IR E X -
B

service show common

EREIR:
BT R 55 5 SR> A2 o

A~ :
ac>service show common

EIRTRE 4 FHIRS € X
Bk

service show name <name>

SHUL
name TRE AR AR IR 55 58 407

EREIR:
P

A~
ac>service show name ftp 1

BRTRE SRS E X+
Bk

service show default

SH Y-
P

EREIR:
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¥

7~ :
ac>service show default

PRSI P BURBR

T
service refresh

SH Y-
¥

EREIR:
BETfE H AL 1T R A S TR R, DU B8 2l o

7~ :
ac> service refresh

7.5 B}ig]

7.5.1 B}E (time)

NI — R AR A R X

Bk
time add name <name> type once start <date> <time> stop <date> <time> [ comment <comment> |

SHU:

name T 7 B 8] 58 X 44 7

start fe e FruamtE], 4%~ yyyy/mm/dd hh:mm:ss
stop feE g5 R E], #%30N yyyy/mm/dd hh:mm:ss

comment fe e e X HERE, RS, RIS

EREIR:
T AR [ 6 25 5T 5 AR )

A~
ac>time add name tl type once start 2004/01/01 09:00:00 stop 2004/01/01 12:00:00 comment
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“time 1”7

B0 R 18] 52 X -

B
time add name <name> type week { [ sun <time> | [ mon <time> ] [ tue <time> | [ wed <time> | [ thu <time> ]

[fri <time> ] [ sat <time> ] } [ comment <comment> ]

SHU:

name T 7 B 8] 58 X 44 7

sun fe 5 B H B a1 B, #%2XA hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
mon fe e B —rt e B, #% 2~ hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
tue fe e B B e B, #% 2 A hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
wed fe e B =/t la B, #% 2~ hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
thu fe 5 B VU R a1 B, #% 20 A hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
fri fe 5 B AR a B, #%2XA hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
sat fe e B /NHI a1 B, #% 2~ hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm

comment fRAE I (A SCHITERE, TS 4L, BhA=S

EREIR:
P

A~
ac>time add name t2 type week mon 09:00-18:00 tue 09:00-18:00 wed 09:00-18:00 thu 09:00-
18:00 fri 09:00-18:00 comment “work time”

B — IR R T E X -
Bk

time set name <name> type once { [ start <date> <time> stop <date> <time> ] [ comment <comment>] }

SHU:

name T 8 BRAZ LU B T) 58 SR 44 7

start fa e aarta], #%=0A yyyy/mm/dd hh:mm:ss
stop feE W E], #30A yyyy/mm/dd hh:mm:ss

comment TS ) 52 SRR

EREIR:
T AR [ 06 250 5T 5 SR )

A~
ac>time set name tl type once start 2004/01/01 14:00:00 stop 2004/01/01 18:00:00 comment

“new time 1”7
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PR PG 1A R X -

B
time set name <name> type week { [ sun <time> ] [ mon <time> ] [ tue <time> ] [ wed <time> ] [ thu <time> ]

[fri <time> ] [ sat <time> ] [ comment <comment> ] }

SHU:

name i 8 BAE LB 8] 5 S 44 7

sun fe 5 B H B a1 B, #% 204 hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
mon fe e B —rrt e B, #% 2~ hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
tue fe e B B e B, A% 2A hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
wed fe e B =0t la B, #% 2~ hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
thu &5 B DU R a1 B, #5204 hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm
fri fe 5 B A E B, #% 2 A hh:mm:ss-hh:mm:ss ¢ hh:mm-hh:mm
sat fe e B /NHI R B, #% 2~ hh:mm:ss-hh:mm:ss 8¢ hh:mm-hh:mm

comment TS ) 52 SRR

EREIR:
AR A ER 8] B H 7 2908 a5

A~
ac>time add name t2 type week mon 09:00-18:00 tue 09:00-18:00 wed 09:00-18:00 thu 09:00-
18:00 fri 09:00-18:00 comment “work time”

R 18] S X«

T
time del name <name>

SHUL
name TR E RN AR B ] 52 LA 44 7
EREIR:

ANBEMIER B 22 A RN SR . P A5 R R 8] 52 3L, AN REMM R A1 D9 I 11 2HL 14 552 53 R I 1) 5 S

7~ :
ac>time del name tl

BRI A B A 8 X
Bk
time show

EREIR:
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{0 AR 52 SO0 P 6«

il

ac>time show

Name Type
tl once
t2 week

IR E 4 F B TR SE X«

T
time show name <name>

SHUL
name 572 BRAR R BRI 18] 58 U447

EREIR:
¥

il

ac>time show name tl

Name: tl

Type: once

Start Time: 2004/01/01 09:00:00
Stop Time: 2004/01/01 12:00:00

Comment: time 1

ac>time show name t2

Name: t2

Type: week

Sunday:

Monday: 09:00:00-18:00:00
Tuesday: 09:00:00-18:00:00
Wednesday: 09:00:00-18:00:00
Thursday: 09:00:00-18:00:00
Friday: 09:00:00-18:00:00
Saturday:

Comment: work time

7.5.2 BFiE]4H (timegrp)

SIS TR 8 5% X -
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Bk
timegrp add name <name> [ comment <comment> |

Ui
name B WA 4L E L4 %
comment BB RS, iS4, BRI

EREIR:
P

il

ac>timegrp add name tgl comment “time group 1”

BT TR 4 5 X -
Bk

timegrp set name <name> comment <comment>

Ui
name 8 B A& L B ] 4H 58 LI 42 7
comment BB TR)2H 52 TR R

EREIR:
¥

il

ac>timegrp set name tgl comment “new time group 1”

[ B ) LA 0 5 R«
B

timegrp set name <name> addmbr <name>+

SHUL
name F5 58 AN RS 73 PR R ] 26 52 S 44
addmbr TRE — A AIHEE 47, REATam S a4

EREIR:
P

EREIR:
I TRV ZH 58 SRR BR R BEFE I 18] 52 3L, ANREE H e I [ 2 5E o

il
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ac>timegrp set name tgl addmbr tl1 t2 t3

MBS TE] B0 R R IR«

Bk
timegrp set name <name> delmbr <name>+

SHUL
name F5 58 BRI B 73 PR R ] 26 52 S 44

delmbr TR — A AR E SCA 7, R EATT A ] 2 A A B

EREIR:
¥

il
ac>timegrp set name tgl delmbr tl1 t2 t3

AN T ZEL B Bk T A B3R

B
timegrp set name <name> delallmbr

SHUL
name F6 58 BRI B3R B 73 P R ] 26 52 S 44

EREIR:
P

il

ac>timegrp set name tgl delallmbr

T B e T 4L 5 -

183

Bk
timegrp del name <name>

SHUL
name TR E AR5 AR B 8] 2H 58 SO 447
EREIR:

ANBEMN R A 22 A RN B P o P 51 T FR e Tl 22 S

il
ac>timegrp del name tgl
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BN PR B TR 45 X -

Bk
timegrp show

ERE:
AR 7RI ) 2H 7 SR 2
A~
ac>servgrp show
Name Member
tgl tl

t2

t3

RIRTR B4 TFHIBTE) 45E X

Bk

timegrp show name <name>

SHUHA:
name T8 58 WS I () 458 SCH) 44
il
ac>timegrp show name tgl
Name: tgl
Member: tl
t2
t3

Comment: time group 1

7.6 W3 (bandwidth)

IS R X
Bk

bandwidth add type parent name <name> ifname <name> [ comment <comment> ]
BHUEH:
name B 5 XA
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Bl

type Gita R &/ it
ifname B PIR 1] AR X 28 422 11
comment BB e 8 IERE, AIESEL BRI

EREIR:
TP O ESE AR S A e 9 4

il

ac>bandwidth add type parent name ethO root ifname ethO comment “ethO root”

(CHES

Bk
bandwidth set type parent name <name> [ comment <comment> ]

SHU:
name WE I E XA T
type i v TR R Y

ifname R st ) DX 284 1
comment BEE N T E IR, RS, RIS

EREIR:
¥

A~
ac>bandwidth set type parent name ethO root comment “ethO root”

MIBRIESE 2 58 -

185

T

bandwidth del type parent { name <name> | all }
S

name i e AR M s 98 2 X 44

all ] R e |

ERE:

7~ :

ac>bandwidth del name “eth0O root”
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BRI R X

Bk
bandwidth show type parent [name <name>]

SH Y-

name TRAEB RS IR 98 52 LI A4 5

HEREIR:

A~
ac>bandwidth show type parent name “ethO root”

IR T e X
B

bandwidth add type child name <name> minbw <number> maxbw <number> parentname <name> priority

<number> [comment <comment>]

SHUH:
name W E X
type i v TR R Y
minbw B O U PRIERT B8, A RUE N 0 &2 1048576 (T-47/F)
maxbw T B O PRI BE, A RE N 0 &2 1048576 (T-47/Fb)

parentname C\E S AR 2T 8 1 4
priority  AFEEAIREY, 1-7, 1&m
comment BEE N T E IR, RS, RIS

EREIR:

il
ac>bandwidth add type child name ethO child minbw 1000 maxbw 2000 parentname ethO root
priority 5 comment “ethO child”

BUGEFIH R

Bk
bandwidth set type child name <name> minbw <number> maxbw <number> parentname <name>

priority <number> [comment <comment>]

SH Y-
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name W E X

type i v TR R

minbw B O U PRIERT B8, A RUE N 0 &2 1048576 (T-47/F)
maxbw T B 0 PRI BE, A RE N 0 &2 1048576 (T-47/F)

parentname U E S AR 2T 98 104
priority  AFEEAIREY, 1-7, 1&m
comment BEE N T E X HIERE, RS, RIS

EREIR:
¥

il

ac>bandwidth set type child name ethO child minbw 1000 maxbw 4000 parentname ethO _root
priority 5 comment “eth0 child”

RIBRE = 58 -

T

bandwidth del type child { name <name> | all }
ZH B

name T8 e AR s 98 2 X 44

all P 4 e A 5

ERE:

7~ :

ac>bandwidth del type child name “eth0 child”

EREH R X

Bk
bandwidth show type child [name <name>]

SH Y-

name TRAEB 7S IR 98 58 LA 5

EREIR:

il
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ac>bandwidth show type child name “eth0 child”

I B8 B IRA RE X«
B

bandwidth add type group name <name> [comment <comment)]

ZE YL
name W T T LT
comment BEE N T E X HERE, RS, RIS
FEEREW
~H :

ac>bandwidth add type group name bw_group

TR 98 IR e 3L

Bk

bandwidth del type group { name <name> | all }
SH -

name it e BB T 58 8 S 44

all I o 2 s e T B

ERE

il

ac>bandwidth del type group name “bw _group”

BoR T BIRA E X

Bk

bandwidth show type group [name <name>]
SH -

name i 8 B BT 5 E L 44
ERE
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il

ac>bandwidth show type group name “bw_group”

B R IR TERE
B

bandwidth set type group name <name> comment <comment>

Ui

name BT v TR A 4

comment BB T R NERE, RS, BRIAANE
EREM:

~H :

ac> bandwidth set type group name bw_group comment “ftp”

BINTE R IR R -
B

bandwidth set type group name <name> addmbr <name>+

ZH B

name BB v TR A 4
name AN 2wy v 8 R R R ) 4 T
FEEREW

7~ :

ac> bandwidth set type group name bw group addmbr “ethO child, ethl child”

R IR -
Bk

bandwidth set type group name <name> delmbr <name>+

Ui

name BT v TR A 4

name M B 78 SCER RN R 14 s 53 1 42 7
FEEREW

~H :

ac> bandwidth set type group name bw group delmbr “ethO child”

B 98 B IR AR -
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Bk
bandwidth set type group name <name> delallmbr

Ui

name BT v TR A 4
ERH:

~H :

ac> bandwidth set type group name bw_group delallmbr

7.7 B8 (blacklist)

Bk

blacklist add ip <ip> [ time <minute> | [ comment <comment> ]
blacklist del ip <ip>

blacklist show

Z2H U
ip BN TP Mtk
minute FH W 784, 0 A7k A FH KT

comment BE

HEREIR:
¥

il

ac> blacklist add ip 1.1.1.1 time 30
ac> blacklist del ip 1.1.1.1

ac> blacklist show

7.8 k4 E (macbind)

Ipmac 4 B2 /FR

L
AT
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(RSERE: e

e o

EEM

ipmaccfg { { ipmac log { on | off } } | { ipmac check { on | off } } | show }

7.8.1 $TFF/ KM ipmac 8%E HFICR

B

Ipmaccfg ipmac_log { on | off }

SH -

On KT IF HE LR IIBE, X REW A BIHHE 4l i) H Bl 5%
off /R M H Hid sk DhRE, XIHE 4 (5 BAMIC 5% .
HERFMR:

7

i

#T7F ipmac e HE

Themis> ipmaccfg ipmac_log on

7.8.2 $TFF/ KM ipmac GBRETNRE

B

Ipmaccfg ipmac_check { on | off }

SHUH:

On F/RFTHEEE YyRe, XIS AH RN L S % Dhae 5 0 R D) Be A BeAE R
off IR KGR E TIRE, X FTA [ ipmac Hdls 2R AL

ERE:

7

T

FT7F ipmac 482 T BE

Themis> ipmaccfg ipmac_check on

7.8.3 BiRipmac BENLFHEE

191

B
Ipmaccfg show
SHUHA:
x
EERHEM:
y

il

Themis> ipmaccfg show
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7.8.4 HM IP/MAC ittt (GEEMKIEND) -

B

macbind detect if <name>

SH V-

if i 78 AR P o 285 422 11
FERH:

.

7~ :

ac>macbind detect if ethO

IP_Address MAC Address Interface
192.168.1. 1 00:00:00:00:00:01 ethO
192.168. 1. 2 00:00:00:00:00:02 ethO

7.8.5 &M IP/MAC Hbtitxt (357 IP Hbtik)

Bk
macbind detect ip <ip>

S
ip F8 B ARARM T TP Huht

HERHEIR:
¥

A~ s
ac>macbind detect ip 192.168. 1.1

IP Address MAC Address Interface
192.168.1. 1 00:00:00:00:00:01 ethO

7.8.6 A0 IP/MAC #uik X

Bk
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macbind add ip <ip> mac <mac> unique { on | off }

Ui

ip f8 7€ 1P Mkt

mac ¥8 € MAC Hudik

unique Y8 € 2 AT MAC Huhlk () — A6 2
EREM:

c

~H :

ac>macbind add ip 192.168.1.1 mac 00:00:00:00:00:01 unique off

7.8.7 & IP/MAC btk -

W

macbind del ip <ip>

S A
ip Fe AN B 1 IP/MAC HuhE 5 o (1 TP i

ERFEHR:
¥

7~
ac>macbind del ip 192.168.1.1

7.8.8 E 7= IP/MAC #ubik:

B
macbind show

SHH-
¥

ERHM:
¥

il
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ac>macbind show
IP_Address MAC Address Unique
192.168.1. 1 00:00:00:00:00:01  off

7.9 L%

7.9.1 ZLixEIN (filterconfig)

BER BRI
Bk
filterconfig set fast mode {on | off}
SHUHA:
fast mode A
on Ja R A i
off LS
ERFEM:

NI R VAR NP SER i

ZNR

filterconfig set fast mode on

RERBHEREFRE
Bk
filterconfig set hardfast mode {on | off}
SHUHA:
hardfast mode ey
on Je P Rz
off SEFIREF RS
HEEEM:

EATFR . HLP AN R B T

ZNR
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P F T

filterconfig set hardfast_mode on

BWERTERANME

Bk
filterconfig set rule first {on | off}

SHUHA:

rule_first FRA 5

on Jet IR

off ZEFIAL A S
EEE:

.

A~

filterconfig set rule_first on

BERBER RS RE

Bk
filterconfig set state _check {on | off}

SHU:

state_check FERGIR S T

on Je PRI R A

off SRR
HEEEM:

T

M

filterconfig set state check on

BERBHERE TR KT

195

Bk
filterconfig set route_state backpacket {on | off}

SHU:
route_state_backpacket B TR R
on Je FARAS TR 2% R 4
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off A RS 1) 5 ph e
EERH:

"

T~

filterconfig set route state backpacket on

BERBHERE TR KT

Bk

filterconfig eth {add|del|set} <proto name> [<proto value>] [{on|off}]
SHUHA:

cth ZE s

add BI—A Z E sz il

del T — A = = X

set B E B
proto_name TR IR, AT 16 DR LLA
proto_value ZED S

on RVFZZE DGR

off Rz R GE

ERFEM:

p

M

filterconfig eth set 8021Q off

RERTERX (REAFBHEEHRO

Bk

filterconfig set run_mode {on | off}
SHUL

run_mode BT
on VKR
off R R
ERFEM:

RRRGIHR ST ARG E R EL T R ERE, HEMH A REX A L.
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P F T

ZNGI
filterconfig set run_mode on

BrE

Bk

filterconfig set show
filterconfig eth show
filterconfig show

UL

set VBRI /AR
eth TR ) v B T

show W EFINE
EREM:

Tco

B

&

7.9.2 REIEM (option)

BERT IR

197

Bk

option set filter policy [ accept | deny ]
SHUH:

filter_policy A3 8 ) BRI SRR

state_check =A% BIPLBLE TR

ERE:
u

il
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Bl

7.9.3 ¥ (anti_config)

BRI EMR:

anti_config [-t anti_name] [-h] [-1] [-A] [-D] [-U] [-i dev] [-s ip]
[-m mask] [-a anti_type] [-n num] [-c time] [-f action]
where anti_name := {config | attack | arp | ipconflict | ipcheat | cc | asic_syn}

For mere help type: anti_config -t anti name -h

Bk

anti_config -t attack [-h] [-1] [-a type] [-j action]

SR

-h B ME R

-1 R P e T

type YL FiE, W LLAZ ipspoofing, sroute, smurf, land, winnuke, queso, sf_scan,

null_scan, full xmas_scan, xmas_scan " ] —F,
B -LEITE R BT A R AR
action W E NI JE (on)E 3 K (of)IRFS

ERE:
ipspoofing FF G AT & b Bk SR B A 75 O [R IR 4T 4" B A= 2kt bk S0 B K 5 Dy

Bl
ac>anti_config -t attack -h
anti_config -t attack [-h] [-1] [-a type] [-] action]
1: display config infomation
type := {smurf | land | winnuke | queso | sf _scan | null_scan | full xmas_scan | xmas_scan | ipspoofing | sroute}

action := {on | off | startup}

ac>anti_config -t attack -1

smurf off

land off

winnuke off

queso off

sf scan off
null_scan off
full xmas_scan off
Xmas_scan off
ipspoofing off
sroute off

ac>anti_config -t attack —a land —j on
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arp HuhbAEHT

B
anti_config -t arp [-h] [-i dev] [-s ip] [-m mask] [-] action]

SH -

-h B EE R

dev W& AR, W eth0,ethO, ...,
ip IPv4 Hitik, f:1.1.1.1

mask  FIHEED, #1:255.255.255.0
action  FFJ& (on)E % 4] (off)

EREIR:
P

N
anti_config -t arp -i ethO -s 10.1.5.254 -m 255.255.255.0 -j on

ip Huhkph R

B
anti_config -t ipconflict [-h] [-i dev] [-s ip] [-m mask] [-] action]

SH -

-h TR EE R

dev W& AR, W eth0,ethO, ...
ip IPv4 Hihik, f:1.1.1.1

mask  FIHEEDS, 11:255.255.255.0
action  FFJ& (on)E % 4] (off)

EREIR:
P

N
anti_config -t ipconflict -1 ethO -s 10.1.5.254 -m 255.255.255.0 -j on

ip HuhkEk IR

B
anti_config -t ipcheat [-h] [-1 dev] [-j action]
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SH -

-h B EE R

dev W& AR, W eth0,ethO, ...
ip IPv4 Hitik, f:1.1.1.1

action  JFJ& (on)Ek % 4] (off)

EREIR:
P

ZNGI
anti_config -t ipcheat -i ethO -j on

7.10 SAEHE ( bl)

W — A B BUR 5545«

B
bl add virtual <virtual name> pr <tcp|udp> ip <ip> port <port num> pt <timeout> schd {rr]
wrr|lc|wlc|dh|sh|1blc]|1bler}

SH -

virtual RE IR 5545 44

pr SRR, tep B udp

ip REFUAR S 1 ip Hhuhlk

port AR 55 AL (0 s 15
pt FF A (8]

schd HSRS #REE 1R 4
CAG) 5

HRSS & TREPRAM BT IR R SE RS 4%, HAIHTTP, FTP 45k %5 .
RS $BD; K IR —AS ip Huhb AT 145, SR AR R SRS A% 1 B SRS
FEART]: Faf— A SR 55 48 T2 A IR 25 I 1 3% 42 e o B ] o

VT WREETE B AT AL\, B2 T

r: 58 (Round Robin)

wrr: ALY (Weighted Round Robin)

lc: Hx/V#E#: (Least Connections)

wlc: ki /b 454 (Weighted Least Connections )

dh: HArHuHEAS] (Destination Hashing)

sh: JEHbHEHF] (Source Hashing)

AN o
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7. Iblc: J&F R il Pk i e /D 42
8. Ibler: 5 &2 1] ) 35 T Ja 35 1k A /b e

EERE:

REPR S5 #5 A ANREE

JRESUIR ST T R AL TP 48988 7E M 465 B4 1) — > TP $tudik, B & Ak 5 i R4k
EZAREZ 6], [F]—/> VRID (55 (138 & I [ FAEE, RS RAGEAH I
WAZBAE I 55 2 A7 B B50 1 I 5545 L RPIR S TR AT e i 4

il

ac>bl add virtual V1 pr tep ip 1.1.1.1 port 80 pt 1765535 schd rr

B n— N E LRSS
Bk
bl add real <real name> to <virtual name> ip <ip> port <port num> wt <weight value> gw
{gw_ip>
SH -
real B RSS2R 4
to REFIR S5 2% 44
ip FSE RS A3 ip Mkt
port BRSSO SS vty 1
wt A
gw FL RS AR % TP
ERE:
B RS AR BAREEL .

JEADL IR 55 #4544 W6 AT 2 1 AN I ) READUIR 55 2 44

wit U 2 — AN IR R

gw ELiC B 7F BSR4 LIMISE TP, —Mdi Bl kil b 58 — Ao 1 TP,
WNZBAE I 55 2 A7 B B50 4 I 5545 L BRPIR S TR AT e i 2

il

ac>bl add real R1 to V1 ip 192.168.1.11 port 80 wt 1 gw 1.1.1.1

SR R AUIR %5 2%
B
bl edit virtual < virtual name> pt <timeout> schd {rr|wrr|lc|wlc|dh|sh| 1blc|lbler}
SHU:
virtual RE IR 55 45 44
pt FF A} (]
schd SRS AR k4
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EREIR:
WP e 55 s S AR B A 55 452 L PR TR AT Bl 2

il

ac>bl edit virtual V1 pt O schd wrr

G HLRS A

B
bl edit real <real name> wt <weight value>

YA

real HLRS a4
wt A
ERE

B & — A IR B
WP e 55 s S AR B A 55 452 L PR TR AT Bl 2

S
ac>bl edit real R1 wt 90

MR HL SRR %5 2%
B

bl del real <real name>

28
real HSRGgE4

EREHR
P

S
ac>bl del R1

IR KBHDUAR 5%
B

bl del virtual <virtual name>

SH A
virtual RE IR 55 4% 4

202

EATIBIE R A5 R EARAGIR A ]



P14 22 5K PowerV i AT T

EREHR
¥

S
bl del virtual V1

IR BRI

8%
bl on

SH A
P

EREMH
5 FH e Ty B A 2005 R P 917 A 456 o 22 e 30 T P £ 7 RO BR S AR

e

ac>bl on

11 R 55 28 BRIV

IR
bl off

SH A
P

EREHR
P

4
ac>bl off

BRRFSHRABRIERE
B

bl show

SH A
P

EEEMH
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¥
e

ac>show

BERSHURE
=37

bl detect {0|1]2} [dtimer <5-10>]

ZH
detect T30, 3R . O AR, 1483 ICMP #8102 A2 R 55 i 1 #8300
dtimer FRASTE], HUETE 5-10, FAARD

EEEMH
¥
e

ac>bl detect 1 dtimer 10

7.11 T E

7.11.1 BRSE

=Rz E ] vig i B
Bk

ips_url_trojan start

SH Y-
P

EREIR:
P

il

ac>ips_url_trojan start

R BT -
Bk
ips_url_trojan stop
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SH Y-
¥

EREIR:
¥

il

ac>ips_url_trojan stop

7.11.2

TEOL: JEE B SRNS Kk rule (R A HNE) >
ININSRAL N T BB 22 S A -
(CRErESIWIE
M ER T E 75 1 22 A -
WRTRE T R A .
BB A N .

F8E NARS:

S

8.1 sl

8.1.1 WmMIEHI = Rag
8.1.1.1 hiiEHlax

NP0 ) e SR -
A
pc policy add name <name> httppolicyid <id> ftppolicyid <id> smtppolicyid <id> pop3policyid <id>
comment <comment>

SR
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name: IS ) e SR A4 R
httppolicyid: http 2 il S HE 1D
ftppolicyid: ftp 2 il S 1D
smtppolicyid: smtp 1% il K% 1D
pop3policyid: pop3 ¥ il 5l ID
comment: UL L TR
EEE:

T

il

ac>pc policy add name “pcpolicyl” httppolicyid 3 ftppolicyid 0 smtppolicyid 5 pop3policyid 0 comment
“policyl Comment”

BB ) S

Bk
pc policy set name <name> httppolicyid <id> ftppolicyid <id> smtppolicyid <id> pop3policyid <id>

comment <comment>

SHUHA:

name: R ECT IS By S
httppolicyid: http 25 il 5B 1D
ftppolicyid: ftp 2 il S 1D
smtppolicyid: smitp % il H g 1D
pop3policyid: pop3 FE | Al ID
comment: LA A S R
EEE:

.

il

ac>pc policy add name “pcpolicyl” httppolicyid 3 ftppolicyid 0 smtppolicyid 5 pop3policyid 0 comment
“policyl AnotherComment”

Tk iy L ) SR M

Bk
pc policy del name <name>

SHUL
name: P IS ]S SRS 44 R
EREIR:
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¥

il
ac>pc policy del name “pepolicyl”

R P U] S SR -

Bk
pc show policy

SH Y-
¥

EREIR:
¥

il

ac>pc show policy
8.1.1.2 HhilliEHILETH

R3St
Bk

pc count start

SHYH:
¥

HEREIR:
¥

il
ac>pc count start

(A RyINES
B
pc count stop

SHYH:
¥
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EREIR:
¥

il
ac>pc count stop

BB
B

pc count reset

SH Y-
¥

EREIR:
P

il
ac>pc count reset

Bl gt
B
pc show count
SH Y-
.

HEREI:
¥

i
ac>pc show count

8.1.2 hisi=HlIREE
8.1.2.1 HTTP Pl oEng

N0 HTTP Pl SRwg .

Bk
pc httppolicy add name <name> method <str> action {forbidden | allow} urlgrpids <id,id,id...> action

{forbidden | allow} urlcontentgrpid id action {forbidden | allow} extgrpids <id,id,id...> action {forbidden | allow}
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mimegrpid <id> action {forbidden | allow} errcodegrpid <errcodegrpid> urlmax <num> webmail {on | off}
advance {on | off} log {on | off} comment <comment>

SH -

name: HTTP Ppisl 55 b5 44 FK

method: HTTP 75545 #| N %, GET,POST,PUT,HEAD,CONNECT
action: FE, BHIEEC R

urlgrpids: URL A ID, "&EZA
urlcontentgrpid: ~ URL A %4 ID

extgrpids: XY REAHEID, AiEZA
mimegrpid: MIME 4 ID

errcodegrpid: RS id

urlmax: URL K& FFR

webmail : S H A webmail J 4% ]
advance: ST L I

log: RRiExEHE

comment: HTTP Ppisl SR &%
HEEEM:

y

il

ac>pc httppolicy add name “httppolicyl” method “GET,PUT,” action forbidden urlgrpids 1,2,4, action allow
urlcontentgrpid 3 action allow extgrpids 2,5,7, action forbidden mimegrpid 2 action allow errcodegrpid 1 urlmax
256 webmail on advance on log on comment “httppolicylcomment”

B HTTP Hpi SRHS -
B
pc httppolicy set name <name> method <str> action {forbidden | allow} urlgrpids <id,id,id...> action
{forbidden | allow} urlcontentgrpid id action {forbidden | allow} extgrpids <id,id,id...> action {forbidden | allow}
mimegrpid <id> action {forbidden | allow} errcodegrpid <errcodegrpid> urlmax <num> webmail {on | off}
advance {on | off} log {on | off} comment <comment>

SHU:

name: HTTP Ppisl 55 b5 44 FK

method: HTTP 75545 #| N %, GET,POST,PUT,HEAD,CONNECT
action: I, BHIEEC R

urlgrpids: URL A ID, "&EZA

urlcontentgrpid: ~ URL A %4 ID

extgrpids: Y RAH D, WRE A

mimegrpid: MIME 4 ID

errcodegrpid: RS id =

urlmax: URL K& LR
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webmail: TS TT S webmail ik $%
advance: T A Rk T

log: RRiExEHE

comment: HTTP #pis S £ v
EREM:

c

~H :

ac>pc httppolicy add name “httppolicyl” method “GET,PUT,” action forbidden urlgrpids 1,2, action allow
urlcontentgrpid 3 action allow extgrpids 5,7, action forbidden mimegrpid 0 action allow errcodegrpid 1 urlmax 512

webmail on advance off log on comment “httppolicy Inewcomment”

MR HTTP P S0 -

Bk
pc httppolicy del name <name>

ZH B

name: HTTP Pl SEHE 42 Fk
ERE:

"

7~ :

ac>pc httppolicy del name “httppolicy1”

B8 HTTP Wi SERS .
B

pc show httppolicy

SH Y-
¥

EREIR:
P

i
ac>pc show httppolicy
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8.1.2.2 FTP Bhil i) &5 Bk

I FTP P SRS -

Bk
pc ftppolicy add name <name> method <str> action {forbidden | allow} userid <id> action {forbidden |
allow} upids <id,id,id...> action {forbidden | allow} downids <id,id,id...> action {forbidden | allow} banner

<string> advance {on | off} log {on | off} comment <comment>

ZH -

name: FTP S H& 44 FK

method: FTP @y 443, LIST.DELE,NLST,CWD,RETR,STOR,XPWD
action: e, FHiksE VR

userid: H 4446 1D

upids: AR, Y RAHID, AR EEA

downids: TR, Y RAMID, R EEA

banner: banner ¥ # N 2%

advance: SE A gk I

log: e HE

comment: FTP RIS 457+

HEREIR:
¥

A~
ac>pc ftppolicy add name “ftppolicyl” method “LIST,CWD,” action allow userid 1 action forbidden upids
1,3, action allow downids 2,5, action forbidden banner “bannerstring” advance on log on comment

“ftppolicylcomment”

Bl FTP Phis g

B

pc ftppolicy set name <name> method <str> action {forbidden | allow} userid <id> action {forbidden | allow}
upids <id,id,id...> action {forbidden | allow} downids <id,id,id...> action {forbidden | allow} banner <string>
advance {on | off} log {on | off} comment <comment>

BV

name: FTP R H& 44 FK

method: FTP #4434, LIST.DELE,NLST,CWD,RETR,STOR,XPWD
action: e, FHiksERVE

userid: H 4446 1D

upids: AR, Y RAHID, AR EEA

downids: TR, Y RAMID, AR EEA

banner: banner ¥ # N 2%
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advance: T A Rk I
log: midxHE

comment: FTP KRB 44 7F

EREIR:
¥

Bl
ac>pc ftppolicy add name “ftppolicyl” method “LIST,CWD,” action allow userid 1 action forbidden upids 3,
action allow downids 2, action forbidden banner “bannernewstring” advance on log on comment

“ftppolicy I newcomment”

MIER FTP P sRHS

Bk
pc ftppolicy del name <name>

S

name: FTP Ppis{ 5E0E 44 Fi
ERE:

"

7~ :

ac>pc ftppolicy del name “ftppolicyl”

&R FTP Py R
Bk

pc show ftppolicy

SH Y-
P

EREIR:
P

i
ac>pc show ftppolicy
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8.1.2.3 SMTP Pl #¥ &I s a&

N SMTP P S -

Bk
pc smtppolicy add name <name> toeid <id> action {forbidden | allow} fromeid <id> action {forbidden |
allow} subjectid <id> action {forbidden | allow} blackaddrid <id> action {forbidden | allow} advance {on | off}

ebomb slim <num> elim <num> time <sec> ebipid <id> log {on | off} comment <comment>

ZH -

name: SMTP Bl iS5 & 44 FR

toeid: WA NIkl 4 1D

action: e, AR RVE

fromeid: KA N k26 ID

subjectid: IS A2 = A G B 40 ID

blackaddrid: M8 4% 5 IP Ml 20 ID

advance: SE A gk I

ebomb: WA ME SR B A2 O B

slim: M IR 55 25 RE Y5 0~99999,0 AN B il
elim: R SRR, S 0~9999,0 Sy AR il
time: Giitital, Yo 10~60 12

ebipid: {54E 1P #ihk2H ID

log: e HE

comment: SMTP i3 SRS £

EREI:

i

7~ s

ac>pc smtppolicy add name “smtppolicyl” toeid 1 action allow fromeid 2 action allow subjectid 1 action
forbidden blackaddrid 3 action forbidden advance on ebomb slim 1024 elim 512 time 30 ebipid 2 log on comment
“smtppolicylcomment”

B SMTP Pl 50 -

Bk
pc smtppolicy set name <name> toeid <id> action {forbidden | allow} fromeid <id> action {forbidden |
allow} subjectid <id> action {forbidden | allow} blackaddrid <id> action {forbidden | allow} advance {on | off}

ebomb slim <num> elim <num> time <sec> ebipid <id> log {on | off} comment <comment>

B

name: SMTP i3 SR 44 B
toeid: WA AR A k4 ID
action: sk, Hs i
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fromeid: RAE N 2EHhEZH 1D
subjectid: Bt 3 REOCHE 74 1D
blackaddrid: 2244 5. 1P Hihk4H 1D

advance: T A Rk T

ebomb: MR JE BB S S

slim: MR A 55 45 BRUAE, T 0~99999,0 AN B il
elim: B BRE, YR 0~9999,0 A AR il

time: ity iE, Yo 10~60 12

ebipid: {E4T IP Hihk4H 1D

log: midxHE

comment: SMTP i3 SRS 5V

EREIR:
P

Bl
ac>pc smtppolicy set name “smtppolicyl” toeid 1 action allow fromeid 2 action allow subjectid 1 action
forbidden blackaddrid 3 action forbidden advance on ebomb slim 2048 elim 256 time 30 ebipid 2 log on comment

“smtppolicy Inewcomment”

MIER SMTP P 5 -
Bk

pc smtppolicy del name <name>

U
name: SMTP 13 SR 44 Fk

EREIR:
¥

il

ac>pc smtppolicy del name “smtppolicyl”

B~ SMTP PhiJ KR .
Bk

pc show smtppolicy

SH Y-
P

EREIR:
P
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il

ac>pc show smtppolicy

8.1.2.4 POP3 il %4 sk

0 POP3 TS SEHE -

Bk

pc pop3policy add name <name> toeid <id> action {forbidden | allow} fromeid <id> action {forbidden |

allow} subjectid <id> action {forbidden | allow} log {on | off} comment <comment>

SH Y-
name:
toeid:
action:
fromeid:
subjectid:
log:

comment:

HEREIR:
¥

ZNE

POP3 Wil Sl 44 B
WO N B A4t ik 25 1D
e, AR
RAFE N MRtk 2H 1D
MR A2 32 RO B 746 1D
fidEHE
POP3 W LS 25 1E

ac>pc pop3policy add name “pop3policyl” toeid 1 action forbidden fromeid 2 action forbidden subjectid 1

action allow log on comment “pop3policylcomment”

Bl POP3 B s -

Bk

pc pop3policy set name <name> toeid <id> action {forbidden | allow} fromeid <id> action {forbidden |

allow} subjectid <id> action {forbidden | allow} log {on | off} comment <comment>

SH Y-
name:
toeid:
action:
fromeid:
subjectid:
log:

comment:
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EREIR:
¥

i
ac>pc pop3policy set name “pop3policyl” toeid 2 action forbidden fromeid 1 action forbidden subjectid 3
action allow log on comment “pop3policy I newcomment”

BIER POP3 Bl SRS -

Bk
pc pop3policy del name <name>

S

name: POP3 Wil 5E0& 42 FK
EERH:

"

A~

ac>pc pop3policy del name “pop3policyl”

BN POP3 B3 S «

Bk
pc show pop3policy

SH Y-
P

EREIR:
¥

il

ac>pc show pop3policy

8.1.3 thilIEFIRAE

8.1.3.1 URL4A

¥l URL 4.
Bk

pc content urlgrp add name <name> comment <comment>
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Bl

P F T

UL
name: URL H 44 F
comment: URL 2 %1%

EREIR:
¥

il
ac>pc content urlgrp add name “urlgrpl” comment “urlgrplcomment”

&3 URL 4.
Bk

pc content urlgrp set name <name> comment <comment>

Ui
name: URL H 4 F
comment: URL 2H %1%

EREIR:
P

i
ac>pc content urlgrp set name “urlgrpl” comment “urlgrp lnewcomment

9

MR URL 4.

Bk
pc content urlgrp del name <name>

S

name: URL 2044 FF
ERE:

"

7~ :

ac> pc content urlgrp del name “urlgrp1”

B~ URLYA

Bk
pc show urlgrp
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SH Y-
¥

EREIR:
¥

il

ac>pc show urlgrp

HAF MR URL:

Bk
pc content url add url <url> gid <id>

Ui
url: Ji% 5 URL
gid: URL#ID

EREIR:
P

il
ac>pc content url add url “yuufshjth” gid 1

BHELR URL

Bk
pc content url set id <id> url <url>

Ui
id: g% 5 URL ) ID
url: &7 URL

EREIR:
P

il

ac>pc content url set id 1 url “jhjfgug’

B

MIER % i URL:
Bk
pc content url del id <id>
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id: g% 5 URL ) ID

EREIR:
¥

il

ac>pc content url del id 1

BRHANAS URL:

Bk
pc show urlgrp id <id>

SHULH:
id: URL 411D

EREIR:
¥

il
ac>pc show urlgrp id 1

8.1.3.2 XH/#T BRA

BN BB A

Bk

pc content extgrp add name <string™> comment <comment>

Z2H U
name: ST R 4 A4 FR
comment: R HAE

HEREIR:
¥

ZNE

ac>pc content extgrp add name “extgrpl” comment “extgrplcomment”

BEST RAA A
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Bk

pc content extgrp set name <string> comment <comment>
SH Y-

name: AT R 4 AR

comment: YRR A

EREIR:
P

il

ac>pc content extgrp set name “extgrpl” comment “extgrp newcomment

9

RIBR SO R4 4.

Bk
pc content extgrp del name <string>

ZH B
name: Y A H AR

EREIR:
¥

i
ac>pc content extgrp del name “extgrpl”

R BB A:
Bk

pc show extgrp

SH Y-
¥

EREIR:
P

i
ac>pc show extgrp

AT R AT R4«
Bk

220

EATIBIE R A5 R EARAGIR A ]



P14 22 5K PowerV i AT T

pc content ext add ext <ext> gid <id>

ZH B
ext: JRIAHY RANE
gid: XM B4 1D

EREIR:
¥

il
ac>pc content ext add ext “ghjkoi” gid 1

BRI S R4 -
B

pc content ext set id <id> ext <ext>

SHUL
id: RS 44 1D
ext: BSR4 WA

EREIR:
¥

il
ac>pc content ext set id 1 ext “yiuobf”

MR B SO 44 -

Bk
pc content ext del id <id>

SHUHA:
id: HRASCAY R4 1D

EREIR:
P

i
ac>pc content ext del id 1

ERENRA Y A -
B
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pc show extgrp id <id>

ZH B
id: XM A4 D

EREIR:
¥

i
ac>pc show extgrp 1

8.1.3.3 MIME A

¥ MIME 4.

B
pc content mimegrp add name <name> application {on | partial | off} video {on | partial | off} audio {on |
partial | off} image {on | partial | off} text {on | partial | off} comment <comment>

BV

name: MIME 20 44 #R

application: N T2 i A mime %88 /7, on:4mik, partial:#50 ik FE, off: Ak
video: AR R 4 mime 1B 77X, on: Ak, partial: #i70ik$E, offi Ak
audio: AN L mime EFE T, on: ik, partial: 4y, off: ik
image: B ER  mime #2773, on: 42k, partial:#i45r1kd%, off: Ak
text: SCARZE K G mime EFE T, oni ik, partial: 4y, off ik
comment: ~ MIME 4 %7+

HERE:

i

A~

ac>pc content mimegrp add name “mimegrpl” application on video partial audio off image on text partial

comment “mimegrplcomment”

B MIME 4.

B
pc content mimegrp set name <name> application {on | partial | off} video {on | partial | off} audio {on |
partial | off} image {on | partial | off} text {on | partial | off} comment <comment>

Z2H U
name: MIME #H 4 ®
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application: N HIFEF A mime B3, on:4ik, partial:#i731EHE, off: ik

video: PR 7% mime #5777, on: 4k, partial: 7k #¥%, off: Ak
audio: AN A mime BT, on:4ik, partial:EIEEE, offi ANk
image: BEUE R 1 mime 3487750, on: 42k, partial: 7 ikd%, off: Ak
text: AR G mime BT A, on:4zik, partial:EIEEE, off ANk

comment: MIME 23 47%

EREIR:
P

i
ac>pc content mimegrp set name “mimegrpl” application on video partial audio off image on text partial

comment “mimegrp Inewcomment”

Iz MIME 4.

Bk
pc content mimegrp del name <name>

ZH B

name: MIME #H 44 #
ERE:

"

7~ :

ac>pc content mimegrp del name “mimegrp1”

E78 MIME 4.
B

pc show mimegrp

SH Y-
P

EREIR:
P

i
ac>pc show mimegrp

HAFI AR mime 283
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Bk
pc content mime add gid <id> name <name>

SEYIH:
gid:  MIMEZLID

name: /%53 mime

EREIR:
P

il

ac>pc content mime add gid 1 name “dca-rft”

B~ B mime 283
T

pc show mimegrp id <id>

SHULH:
id: MIME 41 ID

EERH:
AT H id FEBOERIER), Wit id (B R 34T pe show mimegrp) , 22K 24 1) mime 5B # 2 B R
ko

il
ac>pc show mimegrp id 1

8.1.3.4 AP&A

i1V RE:

B
pc content usrnamegrp add name <name> comment <comment>

Ui
name: H P 44 20 44 %%
comment: P 44 20 447

HEREIR:
¥

ZNE
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Bl

ac>pc content usrnamegrp add name “usrnamegrpl” comment “usrnamegrplcomment”

B P44
B

pc content usrnamegrp set name <name> comment <comment>

Ui
name: P 2 H 4 FR
comment: 44 20440

EREIR:
¥

A~
ac>pc content usrnamegrp set name “usrnamegrpl” comment “usrnamegrplnewcomment”

B P 4
Bk

pc content usrnamegrp del name <name>

ZH B
name: P 2 H A FR

EREIR:
P

il

ac>pc content usrnamegrp del name “usrnamegrpl”

BB
Bk

pc show usrnamegrp

SH Y-
P

EREIR:
P

i
ac>pc show usrnamegrp

225

EATIBIE R A5 R EARAGIR A ]



P14 22 5K PowerV WHATERIE T

2

b
NN
I

HATIERE R 4
B

pc content usrname add name <name> gid <id>

S
name:  Ji A H %A FK
gid: M P42 1D

EREIR:
¥

il

ac>pc content usrname add name “usrnamel” gid 1

B R 4
Bk

pc content usrname set id <id> name <name>

Ui
id: %3 H P 44 1D
name: %A 44 FR

EREIR:
P

il

ac> pc content usrname set id 1 name “usrname2”

TR B R 7 44«
B

pc content usrname del id <id>

SHUHA:
id: F 41D

EREIR:
P

Bl
ac> pc content usrname del id 1
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Bk
pc show usrnamegrp id <id>

UL
id: HP A4 1D

HEREIR:
P

il
ac>pc show usrnamegrp id 1

8.1.3.5 HEM-HhtLH

SRR H k2 -

B
pc content emailgrp add name <name> comment <comment>

Ui
name: 44 bk 2H 44 FR
comment: MR8 ik 2H 45 v

HEREIR:
¥

ZNE

ac> pc content emailgrp add name “emailgrpl” comment “emailgrplcomment”

BR A bk -

227

B
pc content emailgrp set name <name> comment <comment>

Ui
name: R4 ik 2H 44 FR
comment: 48 sk 2H 45 v

HEREIR:
¥
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il

ac> pc content emailgrp set name “emailgrpl” comment “emailgrpl newcomment”

T B - M k- 2 -

Bk
pc content emailgrp del name <name>

Ui
name: M4k 2H 42 FR

EREIR:
P

i
ac> pc content emailgrp del name “emailgrpl”

R ER A kA -
Bk

pc show emailgrp

SH Y-
¥

EREIR:
P

il
ac>pc show emailgrp

W INZE PY A 5 A
B

pc content email add email <email> gid <id>

Ui
email:  Jl 53 MR bk N 25
gid: s 44 ik 4H 1D

EREIR:
P
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il
ac>pc content email add email “xyz@mm.com” gid 1

TR R I HR A A -
B

pc content email set id <id> email <email>

Ui
id: J 3 A TD
email:  Jl 53 MR bk Py 2%

EREIR:
P

il
ac>pc content email set id 1 email “abc@mm.com”

TR 3% 2 R A St

Bk
pc content email del id <id>

Ui
id: A MR hE ID

EREIR:
P

i
ac>pc content email del id 1

SR 2 Y BB R A bk
Bk

pc show emailgrp id <id>

Ui
id: W Hbk4H 1D

EREIR:
P

il
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ac>pc show emailgrp id 1
8.1.3.6 WP FAEFA

]SRS24 R

B
pc content subjectgrp add name <name> comment <comment>

Ui
name: A = R S i - 2 44 R
comment: A4 = A S - 2

HEREIR:
¥

ZNE

ac>pc content subjectgrp add name “subjectgrpl” comment “subjectgrplcomment”

PRI ER PSS S8R

B
pc content subjectgrp set name <name> comment <comment>

Ui
name: A = R S i - 2 44 R
comment: A = A e - 2

HEREIR:
¥

ZNE

ac>pc content subjectgrp set name “subjectgrpl” comment “subjectgrp I newcomment”

%N e E RIS =2

B
pc content subjectgrp del name <name>

Ui
name: MFAF 3 RO 7 2H 24 FK

HEREIR:
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¥

i
ac>pc content subjectgrp del name “subjectgrpl”

B R R A

Bk
pc show subjectgrp

SH Y-
¥

EREIR:
¥

il

ac>pc show subjectgrp

20 TSI R A R B

B
pc content subject add subject <subject> gid <id>

Ui
subject: i 5 MR 32 0 e = PN 2%
gid: MR A = @l e i 740 1D

EREIR:
¥

il

ac>pc content subject add subject “subject]” gid 1

(A EEES PSS

231

Bk
pc content subject set id <id> subject <subject>

SHU:
id: Jo 3 WA T R B TD
subject: B B I 3 REOC B 7 A 4%

EREIR:
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¥

i
ac>pc content subject set id 1 subject “subject2”

TR B B A = R o B -

Bk
pc content subject del id <id>

Ui
id: A R4 OB 7 1D

EREIR:
¥

il

ac>pc content subject del id 1

TR PR B R

Bk
pc show subjectgrp id <id>

Ui
id: WSS 40 1D

EREIR:
¥

i
ac>pc show subjectgrp id 1

8.1.3.7 IP H#utitéH

7m 1P Mtk -

Bk

pc content ipgrp add name <name> comment <comment>

Ui
name: 1P kil 2H 44 Fk
comment: IP Hidik 20 £ 7E
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Il

P F T

EREIR:
¥

il

ac>pc content ipgrp add name “ipgrpl” comment “ipgrplcomment

9

B 1P Hihk4H .

Bk
pc content ipgrp set name <name> comment <comment>

Ui
name: IP Hhhik2H 44 FR
comment: 1P bk 2H £47E

EREIR:
¥

il

ac>pc content ipgrp set name “ipgrpl” comment “ipgrplnewcomment”

MER 1P Huht2H -

B

pc content ipgrp del name <name>
SHUHA:

name: [P Hifik2H % FR

ERFEM:

p

i

ac>pc content ipgrp del name “ipgrpl”

B~ 1P HihkaH .

233

Bk
pc show ipgrp

SH Y-
P

EREIR:
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¥

i
ac>pc show ipgrp

HATIR R 1P Hiht:

Bk
pc content ip add type <type>(1 v4 0 v6) addr <addr> gid <id>

SH -

type: A IP HiHESEAY, 1:0PV4, 0:IPV6
addr:  BRU1 IP Hihk Py 2%

gid: IP Hihik-4H 1D

EREIR:
¥

i
ac>pc content ip add type 1 addr “1.2.3.4” gid 1
ac>pc content ip add type 0 addr “1:2::3” gid 1

B ELR 1P Hihk:
Bk

pc content ip set id <id> type <type> addr <addr>

SH -

id: % 72 TP bk ID

type: 3 TP Hi k2R A, 1:1PV4, 0:IPV6
addr:  Ji 5 IP Mk g 2%

EREIR:
¥

i
ac>pc content ip set id 1 type 1 addr “3.4.5.6”

MIBR B 1P bk

Bk
pc content ip del id <id>

SH Y-
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id: f 8 TP Hiudik 1D

EREIR:
P

il
ac>pc content ip del id 1

S~ R 1P Hiht:

Bk
pc show ipgrp id <id>

Ui
id: 1P Hbhk2H ID

EREIR:
¥

il
ac>pc show ipgrp id 1

8.1.3.8 URL W&E4A

N URL H &4
Bk

pc content urlcontentgrp add name <name> comment <comment>

Ui
name: URL 25404 %5
comment: URL N &BH KT

HEREIR:
¥

ZNE

ac>pc content urlcontentgrp add name “urlcontentgrpl” comment “urlcontentgrplcomment”

Bk URL A4

Bk
pc content urlcontentgrp set name <name> comment <comment>
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Bl

UL
name: URL N &40 4 Fr
comment: URL N H KT

EREIR:
¥

Bl
ac>pc content urlcontentgrp set name “urlcontentgrpl” comment “urlcontentgrp2comment”

MiER URL &4

Bk
pc content urlcontentgrp del name <name>

S

name: URL N2 204
ERE:

"

7~ :

ac>pc content urlcontentgrp del name “urlcontentgrpl”

AN R URL A%
Bk

pc content urlcontent add urlcontent <urlcontent> gid <id>

SH -
urlcontent:  J% 7 URL &
gid: URL A %40 1D

EREIR:
P

il

ac>pc content urlcontent add urlcontent “urlcontent1” gid 1

B EUR URL A%
Bk
pc content urlcontent set id <id> urlcontent <urlcontent>
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ZH B
id: H 5 URL A 25 ID
urlcontent: A5 URL A

EREIR:
¥

i
ac>pc content urlcontent set id 1 urlcontent “urlcontent2”

MR B R URL 2

Bk
pc content urlcontent del id <id>

Ui
id: %5 URL & 1D

EREIR:
P

il

ac>pc content urlcontent del id 1

BRHANS URL N2 :

Bk
pc show urlcontentgrp id <id>

SHULH:
id: URL %41 1D

EREIR:
P

il
ac>pc show urlcontentgrp id 1

8.1.4 MNH

EHN TR B A
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Bk
pc download

SH Y-
¥

EREIR:
¥

i
ac>pc download

FEHN T & 2 LA PR

Bk
pc appdownload

SH Y-
¥

EREIR:
P

i
ac>pc appdownload

8.2 R BRI

8.2.1 R RIG

RN AV 5K
Bk
av add type policy name <name> comment <comment> policyid <id>
ZH
name: T3 BE 747 SRS 11 44 B

comment: i EE P HIS ATERE
policyid: SR 275 1 O 9 55 B 57 SR ) 1D
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EREIR:
¥

il
ac> av add type policy name "AV1" comment "test" policyid 1

B AV SR .

Bk
av set type policy name <name> protocol <protocol> { [ active { on | off }] | [ block { on | off }]|[ log { on |
off }]| [ alertmail { on | off }]|[ sound { on | off }] | [resetsend {on | off}] | [resetrecv {on | off}]}

SH -

name: T EE D7 47 SR (1) 44 BR

protocol: N EWMYL, SZFF http,smtp,pop, ftp,imap,msn,webmail
active: T B 97 17 SR A2 5 AE AL

block: Fe 15 PR R AL+

log: For R B 2 il sk H &

alertmail: R 2IJ5 5 I & 75 KA 75 2 B A

sound: o W 38 Tt B A2 75 AE T SR A R b R
resetsend: o W) 38 Tt B A2 75 R P i

resetrecv: o W) 38 T B A 7 L 5% A o 1 4
HEEER:

y

A~ s

ac> av set type policy name "AV1" protocol “http” block off

MIER AV SN -
Bk
av del type policy policyid <id>

ZHL
policyid: ApMHIEA )% B B 47 S Mg ) TD

EREIR:
¥

il
ac> av del type policy policyid 2
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BIR AV SRR

B

av show policy all

¥R
"

HEEFM
"

i

ac>av show policy all

IR AV SRESALE

BN B B SUR TR

240

B

av show policy id <id>

SR -
id : AV 5% ID

HEEFM
"

i

ac>av show policy id 3

8.2.2 BXEXHREHIFIE

B

av addsig name <name> sig <sig>

S

name : [ 7E SO R A TR
sig U SO TR AR A 75

EEER
E
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Bl

Il

P F T

i

ac>av addsig name “avsigl” sig “customsig”

et B R SUR AL

B

av setsig name <name> sig <sig>

S

name @ [17E XU S FFEA R
sig F o SO 7R AE PN 25
B :

x

i

ac>av setsig name “avsigl” sig “customsigl”

bR B & SORTHRAL

B

av delsig name <name>

SHBH -
name : [ 7 SO S AFHIE A4 R

HEEFM
"

i

ac>av delsig name “avsigl”

8.2.3 BRZIRO

FnRSS R A

241

B

av addport name <protocol> port <port>

S

name : REGHHR, HHRHRSAFA  HTTPFTP,SMTP,POPIMAP, WEBMAIL
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Bl

P F T

port : 1R 55 s 1

HEEFM
"

A~
ac>av addport name “http” port 8080

HBRAR SR O
B

av delport name <protocol> {all | port <port>}

S

name : B %K. 5 : HTTP,FTP.SMTP.POPIMAP,WEBMAIL
all T B 23503 iy 11

port : T B o vy 1

B :

&

AN

ac>av delport name “http” all
ac>av delport name “http” port 8080

BRIk v D ELE
B

av show port all

¥R
"

EEFM
"

i

av show port all
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8.2.4 FREEE

BHETHREE
B
av setmode {quick | full}

S

quick :  F R R (BT
full : P A (1)

EEER
E

ZNE
ac>av setmode quick

ac>av setmode full

ERAFREEFLE
T

av show avmode

S
E

EEER
E

Nyl

ac>av show avmode

8.2.5 XHidiEsF

EBCFTIEZRALE -

Wik

av engine {[filesize <size>] | [blockext <ext>] | [passext <ext>] | [compress { on | off }]}

SR ¢

filesize : CEAE LR RN PR, 0~1024kb
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blockext : T8 SR R RS 2 A,
passext : W S A R 84,

compress : e {4 o A SO

HEEFM
"

i

ac>av engine filesize 1024 blockext “.exe,.bat” passext “.txt,.c” compress on

BRI JE RS ELE
B

av show engine option

¥R
"

HEEFM
"

i

ac>av show engine option

8.2.6 AV Z=F53f agent

JBF AV =Rt
Bk

uevent av active on

SN
¥

ERE:
¥

A~
ac> uevent av active on

X AV =5

244
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B

uevent av active off

Y-
¥

EREIR:
¥

A~ :
ac> uevent av active off

B =P EERSHE R
Bk

uevent av server <string> port <port>

Y-
server: P _LAL R S5 284
port: B3 AR R 5% s g 1]

EREIR:
¥

i
ac>uevent av server “Server.domain” port 8900

EENEal NN a8
Bk

uevent av default

Y-
¥

EREIR:
P

A~ :
ac>uevent av default

BN AV =R E
Bk
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uevent show

Y-
P

EREIR:
¥

A~ :
ac>uevent show

8.2.7 lREB

BRI R E -
B
vhq setvq on dir <string mntpath> http {on | off} ftp {on | off} smtp {on | off} pop3 {on | off}
vhq setvq off

SHHRH :

dir : usb W& FEE R AT

http S 15 B 5 S B http
fip : ST A A R A ftp
smtp ¢ JE 5B ES S X smtp
pop3 ¢ T AR ES TN pop3

EEER
E

ZNE
ac>vhq setvq on dir “/mount/path” http on ftp on smtp off pop3 off
ac>vhq setvq off

T BRI B SCARIE R
W
vhq setvq del id <id>
vhq setvq del all

SHYH -
id o MR G g S A S
all = MHIBR 2= 75 S, BIiE 22
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A~
ac>vhq setvq del id 67
ac>vhq setvq del all

BRRREENREACE
B/
vhq sethq on time <seconds> http {on | off} ftp {on | off} smtp {on | off} pop3 {on | off}
vhq sethq off

SH W ¢

time © 3R WL B[R]

http @ JE 7B 5 ST 03 hitp
ftp S A B 5 N WAL fep
smtp © Je 15 ba E R H BN smtp
pop3 : It Ak S R B pop3

HEEFM
"

NG
ac>vhq sethq on time 1800 http off ftp off smtp on pop3 on
ac>vhq sethq off

8.3 N RF5#A

8.3.1 A RBrIFRMEE

BINR B9 5w -
Bk

ipsconfig add type policy name <name> comment <comment> policyid <id>

P
name NAZ Bl 3 SR W 1 44 B
comment NAR B 37 S W A R
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policyid SRR 22 [ A N AR 57 SRS ) 1D

EREIR:
¥

i
ac> ipsconfig add type policy name “ipsrule01” comment “NewRule” policyid 1

Bk
ipsconfig set type policy name <name> { signature | group } <signame> { active { on | off } drop { on | off }
log { on | off } alertmail { on | off } resetsend { on | off } resetrecv {on | off} dropsession { on | off }}

SH -

name NAZ B4 W (1) 44 %

signature NAZ BT 47 W (1) 25 44 24 FR

group NIZBHP RS R4 FK, 41 Access,Overflow 25
active NAZ B4 FEWE A 75 A2 2K

drop e ) B o B 1S 2 5

log ol B B i 2 it & H &

]
alertmail R W) 38 T B A 7 a2k S A
resetsend o ) 1) M o B A2 7 B R P e
resetrecv o ) 1) AT o B A 1 B I 5% g i
dropsession il B Mr it i A& 3 7E BT S 1R 51 36 R R HE R

EREIR:
¥

il
ac> ipsconfig set type policy name “ipsrule01” group “Access” active on drop off alertmail off log on
resetsend off resetrecv off dropsession off

RIBR AR B9 s -

Bk
ipsconfig del type policy policyid <id>

ZH

policyid REMHIER A AR B 7 SR 1) TD
EREIR:

7
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i
ac> ipsconfig del type policy policyid 3

BRNRI 7 SRIE AL E -
Bk

ipsconfig show policy

Y-
¥

EREIR:
¥

i
ac> ipsconfig show policy

8.3.2 BXESHHE

I B R SURFE :
Bk

ipsconfig addlocal sip <all ip> sport <all port> dip <all ip> dport <all port> protocol {tcpjudplicmp} name
<name> signature <string> nocase {on |off} [offset <number>] [depth <number>]

ZHUL ] -
sip: U5 IP Hhdk, ERINK any
sport: Yty 11
dip: H ) IP Hidik, ERIAN any
dport: H B3
protocl: BRI E MY, teps udp —ik—
name: H € XURFIE A FR
signature: H € SCRHIE N 25
nocase: MNZFFEIS R R IX 0 KNS, off I RRIX 7, on KR X 53
offset: A 1 T
depth: A 1 T
EEE:
T
Pl

ac>ipsconfig addlocal sip any sport 333 dip any dport 23 protocol “tcp” name “t1” signature “t1” nocase off
ac>ipsconfig addlocal sip any sport 555 dip any dport 32 protocol “tcp” name “t1” signature “t1” nocase off
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offset 2 depth 3

\J
B A s XRFLE:
Bk
ipsconfig setlocal <id> sip <all ip> sport <all port> dip <all _ip> dport <all port> protocol {tcpjudplicmp}

name <name> signature <string> nocase {on |off} [offset <number>][depth <number>]

ZHUL

<id>:  HE R ID

sip: JEIP Husik, BRIAN any

sport: Y [

dip: HEIP sk, BRA N any

dport:  H s H

protocol: FEAE DML, tep/udp ik —

name: H 7 SURHIE 2 FR

signature: H € SURHIE N 25

nocase: NEFFIEE B IX 9 KNS, off i FI/RIX ), on RRAX S
offset: AJ I T

depth: Gigviail

EREI:

"

i :

ac>ipsconfig setlocal 1 sip any sport 333 dip any dport 24 protocol “tcp” name “t1” signature “t1” nocase off
offset 11 depth 22

Wi B R R :
Bk

ipsconfig activelocal <id>

Y-
<id>: H 7€ SURFE ID

EREIR:
¥

i
ac>ipsconfig activelocal 1

RELBT B e SCRFAE -
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B

ipsconfig blocklocal <id>

P
<id>: H € SURFE ID

EREIR:
¥

i
ac>ipsconfig blocklocal 1

TIBR B & SURFAE:
B

ipsconfig dellocal <id>

Y-
<id>: H & L ID

EREIR:
¥

il
ac>ipsconfig dellocal 1

B B & RHER E -
Bk

ipsconfig showlocal

Y-
¥

EREIR:
¥

il

ac>ipsconfig showlocal
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8.3.3 IPS Z=Ef#F agent

B2 IPS =53
Bk

uevent ips active on

SN
¥

ERE:
¥

7~ :
ac> uevent ips active on

L IPS =PBH:
Bk

uevent ips active off

SN
¥

ERE:
¥

Bl
ac> uevent ips active off

BB LA RFHE B

B

uevent ips server <string> port <port>

SN

server: = P _EAL RSS2 4
port: B b A AR 25 2 g 1

ERE:
u
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i
ac>uevent ips server “Server.domain” port 8900

R =R E:
Bk

uevent ips default

Y-
¥

EREIR:
¥

i
ac>uevent ips default

BRIPS = EEE:
Tk,

uevent show

Y-
¥

EREIR:
P

il

ac>uevent show

8.3.4 HRMENKRE

BEINRGRRERE:
ik

ipsconfig setpkt usbstorage <string> maxsize <number> packet max <number> active {on | off} upload { on

server <string> port <number> | off }

SH WA
usbstorage:  usb &% & FJFEAE H %
maxsize: e LR, JEM
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packet_max: &MU AEM#HROC IR
active: R 2SI R
upload: RSB ITE
server: FTP 5525 1P ik
port: FTP R 5% 28 b 11
EREIR:
7
il
ac>ipsconfig setpkt usbstorage “/mount/path” maxsize 2 packet max 10 active on upload on server “1.2.3.4”
port 24

ac>ipsconfig setpkt usbstorage “/mount/path” maxsize 2 packet max 10 active on upload off

BB ARG RREER:
Bk

ipsconfig delpkt id <number>

Y-
id: NRI75tREIcs% ID

EREIR:
¥

il
ipsconfig delpkt id 5

ERNRGRREE

Bk
ipsconfig showpkt policy

Y-
¥

EREIR:
¥

i
ipsconfig showpkt policy

ERNRGRARE LR

254
EATIBIE R A5 R EARAGIR A ]




P F T

2

P
NN
I

WX 12 4= P ¢ PowerV Tt

Bk
ipsconfig showpkt filelist

Y-
¥

EREIR:
¥

il
ipsconfig showpkt filelist

8.3.5 ALBFEL AR

B AL A I B
i

ipsconfig setreasm active {on | off} max_session <number> max_mem <number>

SR

active: FURERL A I 2 5 7 5
max_session: TR EIR, HRAE N 50000
max_mem: 247 IR, kbytes, #AAH N 20480
EREIR:

T

Pl

ipsconfig setreasm active on max_session 50000 max_mem 20480

AL R A E -
i

ipsconfig showreasm

SN
¥

ERE:
¥

Bl
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ipsconfig showreasm

8.3.6 &1FtER

CEELNESrT e
i

ipsconfig setmode {stream | packet}

SH WA
stream: 2> TER R I T
packet: > ifEAE R T AN

ERE:
¥

7~
ac>ipsconfig setmode stream
ac>ipsconfig setmode packet

B AR S EEN:
Bk

ipsconfig showmode

SN
¥

ERE:
¥

7~
ac>ipsconfig showmode
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8.4 [ IR HR

8.4.1 XA E

B 3% B8 AR 5528 TP Hihh 2B 47 BA T R
E

antispam blackserver {on | off}

SHHA:
on: TR BE3 MR A A 55 2 TP Myl 36 44 5 D) RE
off: I AV EL IR MR A Al 55 2 TP MLl 36 44 5 D) RE

ERE:
¥

7~
ac> antispam blackserver on
ac> antispam blackserver off

JB PR 335 A4 Ay 25 T B -
Bk

antispam checkspamaddress {on | off}

SHHA:
on: T JE 5 35 S A1 kA 75 Ty
off: R A 3% IS A1l k-G 75 Ty

ERE:
¥

7~
ac> antispam checkspamaddress on
ac> antispam checkspamaddress off

JBHEER R TR ETRE:

B
antispam checkkeywords {on | off}
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Y-
on: T A = RO HE A 2 Th g
off: IR P = O B A 2 T R

EREIR:
¥

il
ac> antispam checkkeywords on
ac> antispam checkkeywords off

JB FIESCR PR E T RE:
Bk

antispam checkContent {on | off}

Y-
on: T A 1E SC B 746 2 Th g
off: IR P IE SC OBk A 2 ) R

EREIR:
¥

i
ac> antispam checkContent on
ac> antispam checkContent off

JB R R R A ThRe:
B

antispam attachmentFilename {on | off}

ZHL
on: TF R B AF 44 R e A A T e
off: KA 44 R R A T e

EREIR:
¥

il

ac> antispam attachmentFilename on

ac> antispam attachmentFilename off
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JB FI B IE SO R P A B Tl e -

B

antispam attachmentContent {on | off}

ZH
on: T I MR I SO B 5 A A T e
off: IR PR I SRS 5 A T e

EREIR:
¥

i
ac> antispam attachmentContent on
ac> antispam attachmentContent off

JB R R B T RE -

B

antispam attachmentFilesize {on | off}

ZHL
on: T Ja MR R/ B D e
off: EN LR NAN R

EREIR:
¥

i
ac> antispam attachmentFilesize on

ac> antispam attachmentFilesize off

FASPRAF RN EBR -

259

Bk
antispam max_attachment_size edit <number>

SR :
<number>: FANE KN KD), 0 AR

R F I
7

ZNUE
ac> antispam max_attachment size edit 100
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SRR R/ ERR -

ERFA

antispam max_all_attachment_size edit <number>

SR :
<number>: 2K/ Kb), 0 AR

R F I
7

ZNiiE

ac> antispam max_all attachment_size edit 10000

JB ISR B fE:

JB RIS BR A N BB BR i Zh RE -

260

Bk
antispam checkClient {on | off}

Ui
on: JA ARG A T e
off: K EFARIG A TN RE

EREIR:
¥

i
ac> antispam checkClient on
ac> antispam checkClient off

Bk
antispam rcpt {on | off}

SHUL
on: T I A& MBI N BR ) Zh
off: IR P IR AT A WA N BR 1 D g

EREIR:
P

il
ac> antispam rcpt on
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ac> antispam rcpt off

BRI ER AR N B
Bk

antispam rcpt edit <number>

SHUL
<number>: [&]—WELF P SERRCE N (BRI $PIE N RIEIEN) B2, BRIAJy 0 FoxTohR .

EREIR:
¥

il

ac> antispam rcpt edit 300

JB I SMTP &34 ikt 5 44 BT e
Bk

antispam whitemail {on | off}

SH -
on: FEJa smtp KIXHBAFHHE 44 LD fRE
off: KM smtp KIXHBALFHLEE 44 LD fRE

EREIR:
¥

i
ac> antispam whitemail on

ac> antispam whitemail off

JB I Uk A Th Re -
Bk

antispam bayes {on | off}
Y-

on: T VU ek 25 Th g
off: % P DL S 5 2 e

EREIR:
¥
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il
ac> antispam bayes on
ac> antispam bayes off

2k 1 OPEN RELAY IfgE:

Bk
antispam openrelay {on | off}

SHUL
on: T IR 25 LE R AR F 6 b D e
off: FRPIEE IR R AR PR e D Re,  BRIN R ]

EREIR:
¥

il
ac>antispam openrelay on
ac>antispam openrelay off

RELT TCP 82 Thhk:

Bk
antispam blocksmtpspam {on | off}

Ui
on: T JE B TCP 3ERETH AR I 3 17 SR ERT), BRI S
off: A AW TCP &8 hfE

EREIR:
P

il
ac> antispam blocksmtpspam on
ac> antispam blocksmtpspam off

B A A R I L3R R A B A T e -
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Bk
antispam spamflag {on | off}

SH Y-

on: T A WA 2 A R N5 3R WIS AT 75 0 B (4 R 8 47 5 S - )

off: R PEME L R I AL B bR n ThRE, BRI H]
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EREIR:
¥

il
ac> antispam spamflag on
ac> antispam spamflag off

B3R BB AE RN G 8 -
Bk

antispam spamflag edit <string>

SH Y-
<string>: FI/7 AT 5 € B MBAFFRR SO, R EE 1024 5775, BRIAN"SPAM MAIL FLAG"

EREIR:
¥

il

ac> antispam spamflag edit “userdefine _spamflag”

RIRBLIF AR H S
Bk

antispam spamlog {on | off}

Ui
on: TP B KaE b s H &
off: KM RER S IRAEH &, BRI

EREIR:
¥

il

ac> antispam spamlog on
ac> antispam spamlog off
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8.42 PRFAF/ERE

TINS5 2% R4 B
i

antispam blackserver add ip <ip> comment <comment>

SV
ip: IR 55 25 SA 42 B TP bk

comment: AR 55 2% SR A4 A8

ERE:
H

Bl

ac> antispam blackserver add ip “1.2.3.4” comment “blackservercomment

29

TR AR 55 2% RR 44 5.«
ik

antispam blackserver del ip <ip>

SH VA

ip: 45 2% A4 H TP M
EREN:

¥

7~

ac> antispam blackserver del ip “1.2.3.4”

ARG HRLBRE.:
i

antispam blackserver import <fromfile>

SHUH:

import: ARSI E U4
ERE:

y
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i
ac> antispam blackserver import “/import/filename”

FHRFHRLERLE.:

Bk
antispam blackserver export <tofile>

SHUL

export: I 5% &% M 44 FNC B O AF A
EREIR:

5

Bl

ac> antispam blackserver export “/export/filename”

8.4.3 RIIHBEFIbit

TN INBLIR R A b bk

Bk

antispam spammail add mailaddr <string> comment <comment>

SHUH:
mailaddr:  SSLHEAFHE 2
comment: B ERPFHIIE&E

ERE:
u

Bl
ac> antispam spammail add mailaddr “spammaill” comment “spammaillcomment”

O R S 35 R A b
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Bk

antispam spammail del mailaddr <string>

SHUL:
mailaddr: 573 HE A HLhE 2
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EREIR:
¥

i
ac> antispam spammail del mailaddr “spammail1”’

LR BB AL E

B

antispam spammail import <fromfile>
SHUL

import: 5\ 3 3 IS A4 b Bk P S A 44
ERFEM:

p

Bl

1)

ac> antispam spammail import “/import/filename’

FHBIR BB AL E

Bk

antispam spammail export <tofile>
SHUHA:

export: - H 3 S R A b bk P B S A 44
ERFEM:

p

i

ac> antispam spammail export “/export/filename”

8.4.4 FRXHETF

HMEBREF:

266

Bk

antispam subjectkeywords add keyword <string> comment <comment>

SHU:
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keyword: FRKRETHE
comment: ENPS =i

EREIR:
¥

i
ac> antispam subjectkeywords add keyword “subkeywords1” comment “subkeywords1comment”

il ERES =

Bk
antispam subjectkeywords del keyword <string>

SH Y-
keyword: FOCHEFE N

EREIR:
¥

i
ac> antispam subjectkeywords del keyword “subkeywords1”

FAEERBFEE.:

Bk
antispam subjectkeywords import <fromfile>

SHUHA:

import: T N\ T RO B G B OO 44
EEE:

.

il

b

ac> antispam subjectkeywords import “/import/filename’

SHEFBFEE:
B

antispam subjectkeywords export <tofile>

SHU:
export: ‘3 F UG T RCE 4
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EREIR:
¥

il

ac> antispam subjectkeywords export “/export/filename’

8.4.5 IENXEETF

b

BN IESCRE T
i

antispam contentKeywords add keyword <string> comment <comment>

SV A
keyword: BTN E
comment: IESCRE&E

ERE:
u

7~
ac> antispam contentKeywords add keyword “ctkeywords1” comment “ctkeywords1comment”

BB IESCR BT
ik

antispam contentKeywords del keyword <string>

SR
keyword: IFE X REFNE

ERE:
u

Bl
ac>antispam contentKeywords del keyword “ctkeywords1”

FAECKETRE:
ik

antispam contentKeywords import <fromfile>
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SH Y-

import: ‘P IE SRR E 44
EEE:

.

il

ac>antispam contentKeywords import “/import/filename”

FHEXKBFRE.:

Bk

antispam contentKeywords export <tofile>
SHUL

export: ‘3t IE S OCHE AL B 44
ERFEM:

p

i

ac>antispam contentKeywords export “/export/filename”

8.4.6 MHHFRXRETF

RS S

Bk

antispam attachmentFilename add keyword <string> comment <comment>

SH U
keyword: B4 42 B o U 2
comment: B4 42 B 7 A8 1

ERE:
u

Bl
ac>antispam attachmentFilename add keyword “attachkeyl” comment “attachkeylcomment”

TR B 48 R -
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Bk
antispam attachmentFilename del keyword <string>

U
keyword: P42 T N

EREIR:
¥

il
ac> antispam attachmentFilename del keyword “attachkey1”

FARZ KRR FECE:

Bk

antispam attachmentFilename import <fromfile>
SH Y-

import: T NP4 S 7 C B A4
EREIR:

W

il

b}

ac> antispam attachmentFilename import “/import/filename’

T A SRR AR

270

Bk

antispam attachmentFilename export <tofile>
SH Y-

export: - fi 4% S 7 C B O AF A
EREIR:

W

il

ac>antispam attachmentFilename export “/export/filename”
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8.4.7 PHHFIESCKHT

BB IE SO
i

antispam attachmentContent add keyword <string> comment <comment>

SHULA:
keyword: B IE SO B N 2
comment:  PfFIE SOOI

ERE:
H

Bl

ac>antispam attachmentContent add keyword “attachcontent1” comment “attachcontentlcomment”

FHIRR B IE SRR
ik

antispam attachmentContent del keyword <string>

SHUH:
keyword: i 1ESCCHEF N A

ERE:
u

Bl
ac> antispam attachmentContent del keyword “attachcontent1”

FAMRFIEXCBFAE
ik

antispam attachmentContent import <fromfile>

SHUH:
import: 5 A IE SO L B S F 44

ERE:
u
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il
ac> antispam attachmentContent import “/import/filename’

bl

TR ESCORRFACE
Bk

antispam attachmentContent export <tofile>

SHUL
export: 3t FHF IE SCORHE I B SR 44

EREIR:
¥

i
ac>antispam attachmentContent export “/export/filename”

8.4.8 EEESIRACE

POP3 EEH:
B

antispam client pop_client edit <number>

SHUH:
<number>: PRHIK B AR TR % i 0 28 L IE X pop BB R 35 3 1 B K RN TCP s KcE, BRIAN 0 3R
ANTCFR A o

ERE:
u

Bl
ac> antispam client_pop_client edit 1000

POP3 EZEMR .
v

antispam client pop_conn edit <number>

SHUH:
<number>: PRI K B AR TR % i 0 28 L IE X pop BRAFHR 35 3 1 5K TCPERIR, ERINN 0 RonE
BR 1 o
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EREIR:
¥

il

ac> antispam client_pop conn edit 100

SMTP ZEEHR.

Bk
antispam client_smtp_conn edit <number>

SHUL
<number>: R E A [R5 7 i 4 2 Sk smtp B84 AR 55 3 1 )R TCP 3EFEAIA, BRINN 0 R
To PR o

EREIR:
¥

il

ac>antispam client_smtp conn edit 100

& i% Email HiZ:
Bk

antispam client_smtp_send edit <number>

SHUL
<number>: PRI R A [F) 7 7 i 04 24 ik (4 A7 IS TR) P9 AGR PR RO, BRIADN 0 2o JERR .

EREIR:
P

i
ac> antispam client_smtp_send edit 500

8.49 ZEXABRRBE

HIMERIENH L8
i

antispam whitemail add mailaddr <string> comment <comment>
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ZH B
mailaddr:  &IE A E 4 FLHTFE Lk
comment: KiENA L BENE

EREIR:
¥

i
ac> antispam whitemail add mailaddr “abc_leadsec@163.com” comment “whitemailcomment”

MIBR RIEN 545 5.
B

antispam whitemail del mailaddr <string>

ZH B
mailaddr: &N E 4 TR Lk
comment: KiENA L BEE

EREIR:
P

i
ac> antispam whitemail del mailaddr “abc_leadsec@163.com”

FARBABLRAECE:

Bk
antispam whitemail import <fromfile>

SHUL

import: T NKIE N F 44 L E A4
EREIR:

7

il

1)

ac> antispam whitemail import “/import/filename’

FHEEAFLREE:
Bk
antispam whitemail export <tofile>
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SHUL

export: A IE N 44 IC E S AF A
EREIR:

7

il

ac> antispam whitemail export “/export/filename”

8.5 FMITAEE

8.5.1 EMfTAHEH

B n_EMAT B IR

Bk
eim add type policy name <name> comment <comment> apcpolicyid <id> urlpolicyid <id>

SH Y-

name: AT O R R A4 R
comment: b AT NE FEREE R VE
apcpolicyid: N 1571 5 1% ID
urlpolicyid: ~ URL i JE 51K 1D

EREIR:
¥

i
ac>eim add type policy name “eimpolicyl” comment “eimpolicyl comment” apcpolicyid 1 urlpolicyid 1

Bl EMAT R E ELRES

Bk
eim set type policy name <name> {comment <comment> | apcpolicyid <id> | urlpolicyid <id>}

SH -

name: AT 9 SR 44 R
comment: AT 9 R AV E
apcpolicyid: N FH 1571 5 1% ID
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urlpolicyid: ~ URL i€ 5% ID

EREIR:
P

A~
ac>eim set type policy name “eimpolicyl” comment “eimnewcomment”
ac>eim set type policy name “eimpolicyl” comment “eimnewcomment” apcpolicyid 3

ac>eim set type policy name “eimpolicyl” comment “eimnewcomment” apcpolicyid 3 urlpolicyid 2

TR AT Do 2 SR -

Bk
eim del type policy policyid <id>

SHUHA:
policyid: W17 4% # M ID

EREIR:
¥

il
ac>eim del type policy policyid 1

B ERAT R N

Bk
eim show policy

SH Y-
P

EREIR:
¥

i
eim show policy

8.5.2 URL i1 8 5RA%

i URL i y8 550K .
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Bk
urlblock add type policy name <name> comment <comment> policyid <id>

S

name: URL i 8 3l 42 FR

comment:  URL i JESEHE £ 7E

policyid: HEWE S 1) O A 1 URL i JE 58 8% 1D

EREIR:
¥

i
ac>urlblock add type policy name “urlblock1” comment “urlblocklcomment” policyid 1

Bk URL 1 Y8 5R0E -

Bk
urlblock set type policy name <name> signature <all | signame>

{
enabled {off | on} drop {off | on} log {off | on} alertmail {off | on}

resetsend {off | on} resetrecv {off | on} sound {off | on}

SH Y-

name: URL 338 55 0E& 42 B

signature: URL 2551, all:#&F:FTA 1 URL 285, signame: B AR URL 25 4 FR
enable: URL Al 2 75 5 H

drop: R 2t 259 URL 2 75 £ 5%
log: A ) 205 URL & il st H &

I
alertmail: R 3] 25 5] URL A 15 A2 75 ROE & 2R
resetsend: e 3 2] URL J2& 75 8 B % 7 ity
resetrecv: R 3 2] URL 72 75 8 B AR 55 4%

sound: Ko S5 URL 275 5 128 7 35
P

24 signature YEFE all I, J5 TSN E R e da € — A

A~
ac>urlblock set type policy name “urlblock1” signature all enable off
ac>urlblock set type policy name “urlblock1” signature “JikJif 17 ” enable on drop off log on alertmail off

resetsend on resetrecv on sound on

MIBR URL i 8 50 -
B
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urlblock del type policy policyid <id>

SHUHA:
policyid: URL it JiE 5 H% ID

EREIR:
¥

il
ac>urlblock del type policy policyid 1

7R URL I JE5HE :

Bk
urlblock show policy

SH Y-
¥

EREIR:
P

il

ac>urlblock show policy

8.5.3 N FIRBISRE

5 10 S P R ) SR -
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Bk

apc add type policy name <name> comment <comment> policyid <id>
SHU:

name: J3E FH VR 31 S g 44 FR

comment: SR SR AT

policyid: SIS Z: 1y EA 1 RT3 5 1D

ERE:

x

Bl

ac>apc add type policy name “apcpolicyl” comment “apcpolicylcomment” policyid 1
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BT L R SR -

B
apc set type policy name <name> {group <name> | signature <name>}
{
{[active {on | off}] | [log {on | off} ]| [alertmail {on | off}]}
}
SHUL
name: J FH VR 31 S g 44 FR
group: FRIEZH 44 R
signature:  FFEZFR
active: JSE VR 15 AR 2
log: midxHE
alertmail : TR RIE B
ERFEM:

e FE group I, JR I EE R REEFE—4>

i
ac>apc set type policy name “apcpolicyl” group “p2p_download” active on
ac>apc set type policy name “apcpolicyl” signature “BITTORRENT” active on log on alertmail off

TR IS FH R ) S «

Bk
apc del type policy policyid <id>

SHUHA:
policyid: N FH K7 5EE& ID

EREIR:
¥

i
ac>apc del type policy policyid 3

7 L FH R s «
B

apc show policy

SH Y-
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¥

EREIR:
P

i
ac>apc show policy

8.6 AMREMRA

BN RAE I -

B

IPv4 % 3

rule add type uids name <name> [id <id>] [sa {any | <name> | <ip>}] [da {any | <name> | <ip>}] [iif {any |
<interface>}] [service {any | <name>}] [time {<name> | none}] [smac <mac>] [avpolicy <number>] [ipspolicy

<number>] [active {on | off}] [comment <comment>]

IPv6 1‘%:_&
rule ipv6 add type uids name <name> [id <id>] [srcip {<ip6> | ipname <name> | any}] [dstip {<ip6> | ipname
<name> | any}] [smac <mac>] [iif {any | <name>}] [service {any | <name>}] [avpolicy <number>] [ipspolicy

<number>] [active {on | off}] [comment <comment>]

Z2H U
name: AR A4 FR
id: AR T 5

sa: 1Pv4 % A Y6 TP Mok, w7 DA A SRAS TP Hudik . TP Muhb/FHERD . Hohbse . Huhb2H 5 S,
“any”, ERINA “any”

srcip:  IPv6 RS ZUH IR Ip Hbdik, W CAAE ] BN TP Hudik . TP Huhib/ 7 PIHERS . bk sg . k2 5 .
“any”, ERINA “any”

da: 1Pv4 %300 H 1 TP ik, AT LU A BAS TP bk P sthhl/ 7 AT . Huhb e XL b4 52 X
“any”, ERINA “any”

dstip:  IPv6 #5010 B 1 TP Hibik, 7T LS A 8 TP ik o TP M/ WHERS . Hbidik e . Hihk2H 5 X
“any”, ERINA “any”

iif: WMAM

service: %%, PIDMEHMRS . A4

time:  INF[EJFEH], AR RIS EE S IR E L “none”, BRI\ AV FH IR )4 )

smac:  JH MAC Hhib, BRiIAH “any”

avpolicy:

ipspolicy:

active:  JERAER, BRUHARL

280
EATIBIE R A5 R EARAGIR A ]




P14 22 5K PowerV WHATERIE T

2

b
NN
dl

comment: A IERE

EREIR:
P

i

ac>rule add type uids name “uidsv4” id 1 sa any da any iif “eth0” service any time none avpolicy 4 ipspolicy
5 active on comment “uidsv4comment”

ac>rule ipv6 add type uids name “uidsv6” id 1 srcip any dstip any iif “eth1” service any time none avpolicy 5

ipspolicy 4 active on comment “uidsvbcomment”

BN BRI -
Bk
IPv4 % 5
rule set id <id> [type uids] [newid <id>] [sa {any | <name> | <ip>}] [da {any | <name> | <ip>}] [iif {any |
<interface>}] [service {any | <name>}] [time {<name> | none}] [smac <mac>] [avpolicy <number>] [ipspolicy

<number>] [active {on | off}] [comment <comment>]

IPV6 & 2{;
rule ipv6 set id <id> [type uids] [newid <id>] [srcip {<ip6> | ipname <name> | any}] [dstip {<ip6> | ipname
<name> | any}] [smac <mac>] [iif {any | <name>}] [service {any | <name>}] [avpolicy <number>] [ipspolicy

<number>] [active {on | off}] [comment <comment>]

SHU:

id: e B U 2 N 7 5

type: BRI SR

newid: BRI KT S

sa: 1Pv4 1% A AJR [P Huhk, mFDAE A ERAS TP Mok, TP #uhib/ 7 WOFERY . Mok X, k20 e S,
“any”, BRI “any”

srcip:  IPv6 K& AYR Ip Mok, A AR BN TP Hudik . TP Hdik/F AL . Mok e . k2 52 .
“any”, BRI “any”

da: IPv4 #% 20 B 59 1P kb, A DUE A # S TP ik, TP bt/ IIFERS . Hodik g . bk 2 52 X«
“any”, ERIAN “any”

dstip:  IPv6 #% 30 H # TP Hudik, AT DAEF B4 TP ik TP bt/ HERS . btk sg Y. k2 5 X
“any”, BRI “any”

iif: RAM

service: g%, AILUMEHIARSS . RS54

time: BRG], TR R B R E S BT ALE . “none”, BRI FH I () )

smac:  JF MAC Huht, BRI “any”

avpolicy:

ipspolicy:

active: ZHER, BIANARK

comment: FIIERE
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EREIR:
¥

i

ac>rule set type uids name “uidsv4” id 1 sa any da any iif “eth(” service any time none avpolicy 4 ipspolicy 5
active on comment “uidsv4comment”

ac>rule ipv6 set type uids name “uidsv6” id 1 srcip any dstip any iif “eth1” service any time none avpolicy 5

ipspolicy 4 active on comment “uidsvbcomment”

RIER AR AR AL -

B
1Pv4 #% s

rule del id <id>

IPv6 % 3
rule ipv6 del id <id>

SHUL
id: i E AR R ¥ 2 4 U B P

EREIR:
¥

7~ :
ac>rule del id 1

ac>rule ipv6 del id 2

8.7 i3t

8.7.1 MR E

Bkin DR E-

Bk
antiscan set portscan {option} {on | off} value <value> blocktime <blocktime>

option: active, log, mail, block, drop

SH Y-
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portscan: I MESEH

active: EREE =N
log: midxHE
mail: T 1 R IE M A
block: F 75 BEL Wy

drop: AR

value: o W 9 i

blocktime:  FHKTHET[H]

HEREIR:
P

i
ac>antiscan set portscan active on log on mail off block on drop off value 12 blocktime 15

LN EESE ] =R
B

antiscan show portscan

SH Y-
P

EREIR:
¥

i
ac>antiscan show portscan

B ENAMTE:

Bk
antiscan set hostscan {option} {on | off} value <value> blocktime <blocktime>

option: active, log, mail, block, drop

SH Y-

hostscan: FHLIAH

active: EREE =R
log: midxHE
mail: T 1 R IE M A
block: F 75 BEL T

drop: AR

value: o W 9 i

blocktime:  BH W [A]
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EREIR:
¥

il

ac>antiscan set hostscan active on log on mail off block on drop off value 12 blocktime 15

ERENEHECE:
B

antiscan show hostscan

SH Y-
P

EREIR:
¥

A~ :
ac>antiscan show hostscan

8.7.2 HRE

I ISEAE
i

antiscan add whitelist { ipv4 ip <single ip> netmask <netmask> | ipv6 ip <single ipv6> netmask <number> }

SV A
ip: ipv4 5L ipv6 £ 1P Mk
netmask: Xt 7 ip B 2 F S, <netmask>:ipv4 FY T AL, <number>:ipv6 -/ HERD

ERE:
1P bk A5~ X HE 0 1 5

7~
ac>antiscan add whitelist ipv4 ip 1.2.3.4 netmask 255.255.255.0

ac>antiscan add whitelist ipv6 ip 1::2 netmask 80

IRk 542 8.
i
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Bl

antiscan del whitelist { ipv4 ip <single ip> | ipv6 ip <single ipv6> }

SH Y-
ip: ipv4 B ipve K[ TP Motk

EREIR:
¥

il
ac>antiscan del whitelist ipv4 ip 1.2.3.4
ac>antiscan del whitelist ipv6 ip 1::2

VN EL R

T
antiscan show whitelist

SH Y-
¥

EREIR:
P

7~ :
ac>antiscan show whitelist

8.8 EHRFZERZE

INENUR S BE

B
utm_blacklist add id<id> event_type  <event type> af <af> addr_type <addr_type>addr <a

ddr> port_type <port_type>  port<port> proto<proto> block time  <block time>

285

SHY A

(25536) event_type: fRAH PRSI, FUEMCEEL, BT 2 —
2-AV (Bh9s75) ,3-IPS (CAfZAL) ,4-URL (URL iE3€) ,6-APC (B HIEAI) ,7-PC (Fpist#Edl) 8-IUT
(EBhBiE) ,11-SCAN Gl ild+34)

(25537)  affURHhUE, PO, RIS IR — © 0-IPv4, 1-IPv6

(25538) addr type : fUZ% ip MBBESRIY PUBRMCRAUEL, IURE X e 2 — ¢ 0-Jikbhl, 1-H vk

(25539) address : fUZ ip Huhk, SUEEMc A RN ST EERIE A ip Mokl (LA, Blan:<10.1.5.
2007

(25540) port_type: f\Z0E 11, HUEBCR TS, B iE X S 7 2 — ¢ 0= 11, 1- H i 1
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(25541) port : I R e gy UG0S0 E 1, BIE 0-65535 28]

(25542) proto : ARFERSCEET, UG RN 0 tep™ udp“lemp” 5 45

(25543) block time:fCFEBH - a],  HEEI 0-43200 27 [A] 19 %2 55,0 ZErm A AP, 3% B A7 I8 20 B
HEEEW : A5 ARSLE,  ip Hhk S8R 1 8RR AN F R, R ERTR
AU HhkRA | s ORA | LR
JREEREIEAE | PEHbhE Y 11 By 9 2%

NRB A | JRHE EREIER NG S
url EPEEAE | Bk | HAYSm O | URL b€
gt EXEEALE | BgHhE | B0 | st B
PrisciEmlFAE | B iRkl | B e | s
TaBsmEELE | Bl | BEmwmE | EshBh
WS | BRgbE | BEem O | s
MR BRI T Z a5 T H0E,  WIASAERCED s InAE RZHY iptables HLIU,

T~

ac>utm_blacklist add id 1 event_type 2 af 0 addr_type 0 addr “2.2.2.200” port_type O port 80 proto “tcp”’block time

BRENUR SR B

B

utm_blacklist show [ id <id > ]

SHY

RTINS (utm_blacklist show) , WK P AL EAUIR S5 A4 87 LLE R, IR ar 547

JEPINSEL (utm blacklist show id x”) MU LR 7S id S x 19 B MRS R 44 5L,

T~

ac> utm_blacklist show

ac> utm_blacklist show id 2

RN UR 55 R 4% B R R LR TR)

B

utm_blacklist set id < id > block time < block time >

SHY
,I;

ZN
ac>utm_blacklist set id 2 block time 60

MR AR %5 FB 44 BT TE R

286
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BEE ¢ utm blacklist del id <id >

SR
p

A~
ac>utm_blacklist del id 2

FIE KPP

9.1 AFIAIE

9.1.1 FEAFNM(connect_rule)

INIE AN -

287

I%&:
connect-rule add rulename<name>

[ client-check { version-check <string> | proc-check <string> } ] *

SR

rulename WEBEAN AT, 1-15 R, PR 87, By TRIZAS

client-check TF ) %5 7 S or 25

version-check JRAKE, BN BURIIA S, FTRAZA, 2500, BERAKE S0
proc-check BRI, FIAZAS, E5 oM, RARAKE S0, ZAMEAZEATES

ERHEMA:

WARIF R B i A, MR S AR L, /DB A ] DA TG & .

BERE RS A A SRR windows BEREA,, K/NGHUR, HSREA.

FRAKE A FRAZIZR A A2 — AN IER 1 n] DOE AR A

BERER A IS AT VRS I ) NG i 25 4 AT ERE A R S R3S, A AT Re RIS T

7~
ac>connect-rule add rulename rulel client-check version—check 1.20 proc—check
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auth client. exe

BEEEARN

T
connect-rule set rulename<name>

[ client-check { version-check <string>| proc-check <string> } ] *

SH -

rulename BAS B HRN R A2 FR

client-check TF 8 25 v A A

version-check WRARE, BEMNEAS, TTRIAZAS, 2500, BARKKE 50
proc-check R, WTHRAZA, E50, RERKKE S0, 2MERAZMATTES
ERE:

WEARIF R B ik, MR S AR, B/ — A, T AP IS C & .
BEREAS B8 R SCHF windows HEFE44, K/NEHUK, HHEHA.

il

ac>connect-rule set rulename rulel client—check version—check 2.1

MBS

Bk
connect-rule del { rulename <name> | all }

ZH B

rulename LI 1 N 42 FR

all TR BT A N R0

ERE:

LN P 51 R A, 1Z A GER I g, BRARSCRRRR 5] A .
7~ :

ac>connect-rule del rulename rulel

ac>connect-rule del all

BB

288

Bk
connect-rule show {rulename <name> | all }
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Ui
rulename B IR P NI 44 Fx
all SR BT BB
~H :

ac>connect-rule show rulename rulel

ac>connect-rule show all

9.1.2 FPEH (user)

S

289

Bk

user add username <name> auth-type { local-pwd pwd <string> | local-cert | cert-pwd pwd <string> | dyn-
pwd pwd <string> [ sn < string > ] | vip } [ role <string> ] [ true-name <string> ] [bind-ip4 <ip> ] [ bind-mac
<string> | [ active {on | off } ][ modify-pwd-allow { on | of } ] [ first-change-pwd { on | of } ] [available-period
<int> ] [pwd-available-period<int> ] [ connect-rule <string> | [comment <string> ]

SH U

username BRI, 1156, FRE B, 5. FRIGAS

auth-type N i

local-pwd A Hb R AR

local-cert AHUE F AR

cert-pwd AHOAE i+ 2 E

dyn-pwd FAS O+ NE

vip VIP FiliE

pwd R, WA RVIES AL E NS R R ER, 1K 20

sn F5 N sn SR

role FrgmtarR, A2, L5 a57F

true-name HSEH P4, a4 MU R username.  FJ %

bind-ip4 g5 1P ik, ASREHIN4 0,255, FR[E K L E

bind-mac 485 MAC Hidik, xxixx:xxixx:xx:xx B3 XX-XX-XX-XX-XX-XX,
NI INEZ T

active: ZH P2 AERL on 83 off, ERINAERL

modify-pwd-allow J& {5 SLVHEECE S on 8L off, ERIN LT

first-change-pwd B {JCE T2 B E Y, on Bl off, BRUHWIESHI 42 RELE
available-period ~ I H RN, AR, 0 RKAAER, BRIAKAER
pwd-available-period %85G R, HAIR, 0 AKALER, BRIAHMESEM 2 RELE
connect-rule FENFR B0 A SV —

comment WIESRIS RS, 0-255 MR, AFIREFR “ %H&<OH2 {3 [1#

EATIBIE R A5 R EARAGIR A ]



P14 22 5K PowerV i AT T

EREIR:
PP BOWAE A 0008 B H DT TR, SR8 1R, DU 0 mUNRI 2> .
23 B 0 jINER 2 Rt

il

ac>user add username userl auth—type local-pwd pwd hellol234

BEA

Bk

user set username <name> auth-type { local-pwd [ pwd <string> ] | local-cert | cert-pwd [ pwd <string> ] |
dyn-pwd [ pwd <string> | [ sn < string > ] | vip } [ role <string> ] [ true-name <string> | [ < bind-ip4 > <ip> ]
[ bind-mac <string> ] [ active {on | off } ] [ modify-pwd-allow { on | of } ] [ first-change-pwd { on | of } ]
[available-period <int> | [pwd-available-period<int> ] [ connect-rule <string> ] [comment <string> ]

SH Y-

username G A, 130 b0, FEE BF. S, TRILAS
auth-type WIEZAY

local-pwd A B IR

local-cert AHIE FAAE

cert-pwd AHAE A5+ 11 4AAE

dyn-pwd EhAS A+ ANE

vip VIP GeiliiE

pwd B, R SR R A B R, K 20
sn 5 sn S 4R

role Frlgfesrs, aAZA, LLEs It

true-name HEH P4, & [E username. 7]k

bind-ip4 gh 1P Hhhk, AEERIAAZ 0,255, FR[E| K Z FEhhk

bind-mac 48 € MAC HiE, xx:xx:xx:xx:xx:xx B XX-XX-XX-XX-XX-XX, AAEHIAZ # mac
active: ZH PR AR on B off, ERIAAERKL

modify-pwd-allow &% RVMESUEY on 5L off, BRINFLVF

first-change-pwd B & F2E I IEMETS, on B3 off, BRUCKHIMIESH NI AR E
available-period ~ I H I, AR, 0 RKAAERR, BINKAER
pwd-available-period ZMH HM, ALK, 0 NKALER, BRIAHNESHN 2 REE
connect-rule BN o ARV —A

comment WSS RERE, 0-255 MR, AFIREFR  “ '%H&<OH2 {3 [#

EREIR:

PP BOWAE S A 0008 B H DT AT, SR8 1R, DU 0 mUNRIZY .
23 B 0 RINER 2 Rt

R ER A A T8, A T AAME e 1S
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A~
ac>user set username userl auth—-type local-cert

IBR A -

Bk
user del {username <name> | all }

ZH B

username B T 2 44 R
all MHER BT A B P
ERE:

WRAZ P AELR, W RAMERIZ T, BBR B Rl A gl T 2k

A~ :
ac>user del username userl

ac>user del all

BRH P

Bk
user show {username <name> | all }

ZH B

username BRI P 2 FR
all EoRETE P
7~ :

ac>user show username userl

ac>user show all
user_name create_date valid time (days) role name
userl 2012/01/11 FOREVER rolel

BRELH P B

T
user show online total

7~ :
ac>user show online total
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Bl

The online user total:l

BoRFTER P B

T
user show total

7~ :
ac>user show total
The user total:1

BRELH P

Bk
user show online [from <num1> to <num?2> ]

Ui
from M JUANELL P IE BoR
to P JUANELH P 45 R BoR
EREM:

MR EAEE from /to U BN EIR 1024 4>
B 28RN 1024 4, Bl to — from <= 1024

A~

ac>user show online

user name auth type logon ip online time (min) logon time role name
userl LOCAL-PWD 1.0.0.23 5 2012/01/11 23:49:13 rolel

BRBUEH

T
user show lock

il

ac>user show lock

user name unlock time role name
userl 2012/01/12 01:07:54  rolel
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L VRl

T
user break username <name>

SH -

username BRI N 2210 FH P A4 R

ERE:

MZH PR ERE TS, HE SRk ARG S, BRAREE B SGZH P RRRE RN S

A~ :
ac>user break username userl

BEBIFTA H P T &

T
user break all

ZH B
all sl A R 2R

EREIR:
PR BEE] T2 UG, ASEER AR, W AAREEER

7~ :
ac>user break all

EE MR

Bk
user reset username <name> time

ZH B
username BEEMWHP A
time i E TR 2R )]
ERE:

SR TR A e B T IR, S P e BRI R, 2 P e A T RIE O ARSI, ik
i AT LUK PRSI E IR, I TR BT 4R T 1ZZh BECE H] T A e .

il
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acruser reset username userl time

BEEMPEY

B
user reset username <name> password < string>

SH V-

username BEHEEMH AR

password HE P, MR A RIAIES L B S S
EEHEM:

7~

ac>user reset username userl password hellol2#$56

PEM

B

user lock username <name> time < integer>

SHUHA:

username FEEUE I 4 FR

time BE I TE], BAL 3Bl 0 K B E
EEE:

il

ac>user lock username userl time 60

R

T
user unlock username <name>

Ui
username BRBLR P A FR
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EREIR:

A~ :
ac>user unlock username userl

FA SN XX f

B

user set username <string> import-sn <filename>
SHUL

username LT SN [ 44 FR
import-sn BTN SN AR
ERFEM:

RA AR+ HAES A, A TEL3 A SN 3t
FEASF cli AR, W OREE 3N SN ST D g A%

il
acruser set username userl import—sn SN9132368. txt

HEEG RS

B

user set username <string> syndynpass <string> dyntime <num> dynclock <string>
SHUL

username BN P A FR

syndynpass P I Eh A& %5

dyntime AL A g 18], N BE N0

dynclock A Sh A TR B, B E N 0

EREIR:

Zin AL E T B EY, 224 0 SR A 18] 5 85U T8 40 SRAH 22 KT 5 0B R 2R U

il

acruser set username userl syndynpass 12345678 dyntime O dynclock 0
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9.1.3 ABEEE (role)
WA

B

role add rolename <name> normal [time <num>] [always_online {on|off}]

[comment <string>]

SHUH:

rolename &E@égi;ﬁ’ 1-15 'ﬁ?‘qji\ ?\ ﬁ?\ 7)32%'\ ?ﬁ”%éﬂé\

normal I8 A

time AOoEC TR, BAr: e, B

always_online AOBIELRR N, BLEIZSEE, %A TR BA S IR A, A2 s,

on B off
comment WAESEIS BVERE, 0255 NFEFRF, AFAEFRT % >&<OH? {}[1#"
2~

ac>role add rolename rolel normal time 60 always online on comment “one hour”

BuAt

Bk
role set rolename <name> normal [time <num>] [always_online {on|off}]

[comment <string>]

SH U

rolename W B MR

normal I8 A

time MG IR, FBAL: S8, ToBRIA

always_online KILBIELAR N, ICEZSEG, ZAE T B PRA R N A, A2 e,
on B off

comment WIESRBE RS, 0-255 NFRF, ATHRETR  “ "% &<OH?{}[1#”

7~ :

ac>role set rolename rolel normal time 30 always online off

IR A £
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Bk
role del {rolename <name>|all}

U

rolename B 1 A €8 44 R
all T BT 1) A £
ERE:

MO B AR, A ST I, ANBEROIER . BRARSEARER S

il

ac>role del rolename rolel
ac>role del all

EE A AR

T
role reset rolename <name> time

ZH B
rolename L E B A 1R At A4 R

EREIR:

G KSR E TZ A KT 7 S TR EE Dy 0, IXEeH] /7 (I )R BT dR THE .

7~ :
ac>role reset rolename rolel time

Bt

297

Bk
role show {rolename <name>|all}

Ui
rolename BRI A LR
all SR fAErE R

il

ac>role show all

ac>role show rolename role2

role name creater create time
role2 root 2012/01/10

time (min)
525600

user

userl
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9.1.4 JA\IEEEZ(auth-policy)

I INTIN

Bk
auth-policy add policyname <name> {ingress <string> | ipv4 {<name> |
<ip | ip/mask | ip:ip>} | port <string>}* [active {on | off} ] [comment <comment>]

SH U

policyname WEINERM AR, 1-15 6930, PR 8. s MRILAS

ingress WA, B2 )8 M2 5%

ipv4 P hERR %, ALV ip:$2 ip, ip/mask: ip/HERY, ip:ip ip Huhk B, EGE — AN Hu ki XT
F CEFEHhEE . Mk e . MRS A 2 SO
RAEMIN A 0,255, (A J2 Z 4 Huht

port H s I BRE, 1-65535, LLES 70 &, mEZATHIA 10 4

active R A FZNIESR RS, on B off, BRINE H

comment WIESRBE RS, 0-255 NFFRF, ATIRETR  “ "% &<OH?{}[#”

HERE:

ingress, ipv4, port —FH ZB/DEH A,
EWAERC BRI, BB L web server K 1, 5 W FHELFTA RIIRSS, — MR http JIRk55 13 BRI
80,

7~ :
ac>auth-policy add policyname pcy4 ipv4 200.0.0.1:200.0.0.100 port 80
Bk

auth-policy set policyname <name> {ingress <string> | ipv4 {<name> |
<ip | ip/mask | ip:ip>} | port <string>}* [active {on | off} ] [comment <comment>]

SH U

policyname BB LB IE HRRE A4 R

ingress WA, B2 )8 M2 3%

ipv4 P hERR E, ALV ip:$ ip, ip/mask: ip/HERY, ip:ip ip Huhk B, EGE — AN Hu ki XT
% CEFEhEE . Hhbd e . RS sk SO
RAEMIN A 0,255, (A J2 Z 4k Huht

port H s I BRE, 1-65535, LLES 70 E], mEZATHIA 10 4
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PRI BRI E SRR

B AR AUE SR

active

comment

EREIR:

Fe i FZIAESENE, on B3 off, BRILJE H]

IIE RIS IR, 0-255 NFRF, AEAREFS

ingress, ipv4, port —FH E/DEH 1,

il

ac>auth-policy set policyname pcy4

B

auth-policy del {policyname <name> | all }

SH Y-

policyname

all

il

TR FRIVE SRS 44 5K
TR T (R IAAIE S

ac>auth-policy del policyname pcy4

ac>auth-policy del all

B

auth-policy show {policyname <name> | all }

SH Y-

policyname

all

il

BLR IR KIVE S 44 5K
R WA BIAIE SRS

ac>auth-policy show policyname pcy4

ac>auth-policy show all

policy name

peyl
pcy4
pcy6

ingress address
ethl off

200. 0. 0. 1:200. 0. 0. 100

PEHOAE RIS RS

299

ipv4 1.0.0.1:1.0.0.50 active on

active

on

on

port

80, 90

ORI &S( [N
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Bk
auth-policy active policyname <name> { on | off }
SHUHA:
policyname BRI IE S 44 FR
on EVAIE SR AE 2K
off fEIAIE SIS AL
i
ac>auth-policy active policyname pcyl off
9.1.5 IAVEBR S5 2% (auth server)
7 b 1 AC B
B
auth server localport <num>
SHUL:
localport wEINEW D, RArfWmART, FAJEE N 1024-65535, ERIMH 9998
EREM:

UUE SN iR SR 285 gV PR e N RGO
HA M CAEFRH K, AREBEo R H .

Bl

acrauth server localport 9998

HEEE

Bk

auth server log { on | off }

SHUH:
log WEEGHEMHE, BUETERE on 2{# off.

Bl

ac>auth server log off
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2 i\ UEAC B

T
auth server workmode local

Ui
workmode WEINEARS 2510 TAER, local AAHLIAE 75 =X

il

acrauth server workmode local

LDAP AUEACE

Bk
auth server workmode Idap ip <ip> timeout <num> authport <num> basename <string> managername <sting>

managersecret <string> type <string> dnmode <string>

SH -

workmode W B IERSS 8 1) TAERE, 1dap 4 1dap IAE 5 X

ip W HE Idap RS 28 10 ip ik, ARVFHIAN4Z 0, 255, 3[E &L HEHhk

timeout BB EALE ], JEF 3s-10s,2K0 3 #0

authport W B 1dap AEARSS 85 I VGE SR Wros 11, S NTEEEN 1-65534, BRIA tep b 1 389
basename W E Idap 564, B 1dap H R HIMRZ H, 50K 200 7 F7F

managername W ldap RS WVEHR D4, AHHIN dn, 5K 50 N4
managersecret W H 1dap 55 2% U BE LB, Bk 50 MFEAF

type W 1dap A& 25 IE 7, mdS s E4, RN mds
dnmode W E Idap (1) dn B0, BRI H MK LFF IR, 50K 200 N745F
EERH:

CA BN b S H, W TR

il
acr>auth server workmode ldap ip 1.0.0.101 timeout 5 authport 389 basename
dc=example, dc=com managername manager managersecret secret type md5 dnmode

ou=Group, dc=example, dc=com

RADIUS A UEACE

Bk
auth server workmode radius ip <ip> timeout <num> authport <num> auditport <num> secret <string> type
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<string>

SHU:

workmode W EINIERS 4 1) TAER, radius 4 radius TAUET5 3K

ip W H radius fR 4 #5100 ip ok, ARVFRIA4Z0, 255, 3[E &2 bk

timeout BB EALE ], JEF 3s-10s,2K0 3 F0

authpor ¥ B radius AUEIR S 28 UAIE BT 3 11, Fr ANVE RN 1-65534, ERIA udp i 11 1812
auditport B radius TAIEARSS &% ) H THIE T s 11, Far NYE D 1-65534, BRIA udp i 11 1813
secret W EAH freeradius FEEEE, 1-16 NFERE 7. s DL T RIZRA AL

type W H radius iR 55 23 HIAE 730, chap,pap,ms-chap, #RIA chap

HEEEM:

CA BN bR S E, W TR
Bl

ac>auth server workmode radius ip 1.0.0.101 timeout 5 authport 1812 auditport 1813 secret
testingl23 type chap

AD AEBCE

B
auth server workmode ad ip <ip> managername <sting> managersecret <string> realm <string> netbios <string>

ZH B
workmode WEINIEAR S 2 10 TAERIEC, ad b ad IAIE 720
ip WHE ad 554500 ip Hikik, ARV 0, 255, [ 2 FEthik

managername WHE ad REBMEHRZH P4, 5K 50 MR
managersecret WHE ad &5 A H R, oK 50 AT

realm WH ad 134
netbios B E ad ff) netbios 44, 1-15 NFERF, HSCK/AINFERE, B, “-, “ 00 “UHR
ERE:

CA BN bR S H, W TR

A~
ac>auth server workmode ad ip 1.0.0.31 managername administrator managersecret shangyp

realm leadsecvpn. com netbios LEADSECVPN

EEM url i E

Bk
auth server redirecturl <string>
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ZH B
redirecturl % B 5 E 0] url

SH Y-
2 url, ERIAN https://10.1.5.254:10008/cgi-bin/webui?op=pcm_auth_check online, #Hf H 2 &K ip
s 11

EREIR:
BB ASCREAE cli FRINTHAE “? 7 B URL, 7] LA7E WEB 547 HACE
HAM P CaE XM, ARBIEE R URL.

il
acrauth server redirecturl https://10.1.5.254:10008/cgi-bin/webui?op=pcm_auth check online

BRAIERS A E

T
auth server show

7~ :
ac> auth server show

AUTH SERVER INFO:

workmode : local

redirecturl : https://10.1.5.254:10008/cgi-bin/webui?op=pcm_auth check online
localport : 9998

log . off

9.1.6 IAMES#(auth config)

WIESHACE

Bk
auth config forcemodify {yesjno} pwdcomplex {nonelweaknormaljgood|better/great} maxloadtimes <num>

unlocktime <num> pwdperiod <num> pwdremind <num> idletime <num>

SH U

forcemodify WE B ER LT REMENE, yes Bi# no

pwdcomplex BB R A % EAK 20 N4, #4408 normal
none o, ANESREME AR

weak 555, 4~8 NFRKENSL
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normal

good

better

great

maxloadtimes
unlocktime
pwdperiod
pwdremind

idletime

ERER:

—f, SAFRREM L CMEE 8) K4, (HEDHE TR —:

KRG TR (WA B Z)
GNFERE (ha Bl 2)

10 MEAF (0FI D
FREERF (e ! $#,%)

M3 12 PRAKEE, &K 20 N4

By, SAFRRKEMLE CMIE 8) K4, (HEDMHET R

P REGFRE (NAFZ)
GNFERE (ha Bl 2)

10 MEAREF (0FI D
FREERF (e ! $#,%)

M3 12 PRAKEE, &K 20 N4

R, 8AFRRKEMLE CMIE 8) K4, (HEDMHET R =

P RGFRE (NAFZ)
BNFERE (ha Bl z)

10 MEAF (0FI D

F R (e ! $#,%)

M3 12 PRAKEE, &K 20 N4

Wt 8AFRRKEM L CMIE 8) K4, (HEDjHE T A2 DY:

ESWNCEL NV EVA)

HNGFRE (MaZ]z)

10 NEAEFE (A0 E|9)
B/ (W ! $4.%)

CIARE 12 ZRFKE, &K 20 M2

W B EIRIELERIL S, FNTERIEER 1-20

VB AT AR ], B0 B, BRIA 10 b
WEBEMA R, AR, 0fRFRKALER
WE BB, SR, BNTR

WEB PR, B8, 0fREKATEL

B N PR 0 52 2% FE B0 mT DA T P R A A B 2R FE i o

il

ac>auth config forcemodify yes pwdcomplex normal maxloadtimes 10 unlocktime 20
50 pwdremind 7 idletime 10

BRANESHE
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ac> auth config show
AUTH CONFIG INFO:

Forcemodify : yes
pwdcomplex : normal
maxloadtimes : 10
unlocktime (minute) : 20
pwdperiod (day) : 50
pwdremind (day) 7
idletime (minute) : 10

BUE EEE

10.1 £1EFEH (conntrack)

10.1.1 RBzhes$iEN:

Bk

conntrack -B

SHULN-
-B RGHE, WikZH
il

ac> conntrack —B

10. 1.2 P EBEEE):

Bk

conntrack —-Z -p <protocol> ——state <state> -t <{timeout>
SHU:

protocol R, BhikSH;

state WCIRZS, kS
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il

P F T

Bl

timeout ERET I A, DS
~H :

ac>conntrack —Z —p tcp ——state NONE —t 100 M TCP B S5 R AS AR B i []
ac>conntrack —Z -p tcp —state SYN SENT -t 200

ac>conntrack —Z -p tcp —state SYN RECV —t 300

ac>conntrack —Z —p tcp —state ESTABLISED -t 400

ac>conntrack —Z -p tcp —state FIN WAIT -t 500

ac>conntrack —Z —p tcp —state CLOSE WAIT -t 600

ac>conntrack —Z -p tcp —state LAST ACK -t 700

ac>conntrack —Z -p tcp —state TIME WAIT -t 800

ac>conntrack —Z -p tcp —state CLOSE -t 900

ac>conntrack —Z —p tcp —state SYN SENT2 —t 1000

ac>conntrack —Z —p udp -t 100 P& UDP 3 i3 g AR Bsf Bsf ]
ac>conntrack —Z —p udp —k —t 1000 AL & UDP B3I ) R B B (]
ac>conntrack -Z —p icmp —t 100 Pl TCMP B 1B ) B (8]

10. 1.3 Seit s

Bk
conntrack -Y

SHYH:
-y GUTEEL, BIESH
ZNE

ac> conntrack -Y

10. 1.4 BREERTS:

B
conntrack =X -f ipv4 —p <protocol> [-s <src>] [-d <dst>] [-—orig—port-src <sport>] [-—orig—por

t—-dst <{dport>]

ZH -

protocol PR, ik SHL
sre Y5 TP ik

dst H i IP Mtk
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Bl

sport VB i
dport H i 1

EREIR:
¥

i

ac> conntrack —X —f ipv4d -p tep -s 10.1.5.10

ac> conntrack -X -f ipv4d -p tcp -d 19.19.19.19

ac> conntrack —X —f ipv4d -p tep -s 10.1.5.10 —orig—port—src 22

ac> conntrack —X —f ipv4d -p tep -—-s 10.1.5.10 —=d 19.19.19.19 —orig-port—src 22 ——orig-port—ds

t 1500

ac> conntrack —X —-f ipv4d -p udp -s 10.1.5.10

ac> conntrack —X —f ipv4d -p udp —s 10.1.5.10 —-d 19.19.19.19

ac> conntrack —X —-f ipv4 -p udp —s 10.1.5.10 -d 19.19.19.19 —orig—port—src 22 ——orig—port—-dst
1500

ac>conntrack —X —f ipv4d -p icmp

10.1.5 MEEEEER:

B

conntrack -D —p <protocol> [-s <src>] [-d <dst>] [——orig—port-src <sport>] [——orig—port—dst <dp
ort>]

SH Y

protocol PR, ik SEL

sre V5 TP Hhhik

dst H i 1P bt

sport VR

dport H 1 m

ERHI:

SR B b BAR I B — 2k s, WA ZndE e Fc A s B
7~

ac> conntrack -D —p tcp
ac> conntrack -D —p udp
ac> conntrack -D -p icmp

ac> conntrack —-D -p tcp ——orig—port—src 4795
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ac> conntrack -D —p udp —orig—port—dst 445

ac> conntrack —-D -p tcp —s 192.168. 2. 128 —-d 192. 168. 2. 45 ——orig—port-src 4795 ——orig—port—-dst 4
45

ac> conntrack -D —p tcp —s 192.168.2.128 —d 192. 168. 2. 45 —orig—port-src 4795 ——orig-port—dst 4
45

E11Z& VPN

11.1.IPSEC

11.1.1 5 ipsec A EHXE5

vpn set default [ ipsec_active { on | off } ] [ikelifetime <int>] [ ipseclifetime <int>] [ prekey
<string> | [ dhcpactive {on|off } | [ dhcpipaddr <ip >] [ dhcpdevice <name> | }

SRV

ZH ik

ipsec_active JE S HF A Ipsec FF%, on NFFJH, off K

ikelifetime Tke A ], BAARD, WMZIAE [180,864000] < [a],EKIA
>H 28800

ipseclifetime Ipsec £y I, SALCARD, ZIfE [180,86400] 8], Bk
AN 3600

prekey WY, KA 6 220

dhcpactive T3 dhep over ipsec, on KR, off TR KA

dhcpipaddr gk bl . FROR D ip Hodk ) DHCP AR 45 #3 dhhk, anif
DHCP 55 s i AEA e e b, iZ3tiht V1% 127.0.0.1

dhcpdevice HH RS o o B — N 4% 4 DHCP 153K 4kt 250 2R
DHCP ik # i fE AR B £ b, P4k st RiZ 0 lo

11.1.2 Vpn FNEXES

W, 1228, MIRR.EZE vpn SN

Vpn add rule name <name> subnettype { subnet leftsubnet <ip/netmask> ] rightsubnet
<ip/netmask> | subnets leftsubnets <string > rightsubnets <string> } leftservicetype { defaultserver
[ leftservice <name> ] | customserver leftprotoport <protocol/port> } rightservicetype { defaultserver
[ rightservice <name> ] | customserver rightprotoport <protocol/port> }

Vpn set rule name <name> subnettype { subnet leftsubnet <ip/netmask> rightsubnet <ip/netmask> ]
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(RSERE: e

| subnets [ leftsubnets <string>] [ rightsubnets < string> ]} leftservicetype { defaultserver

[ leftservice <name> ] | customserver leftprotoport <protocol/port>} rightservicetype { defaultserver

[ rightservice <n

ame> | | customserver rightprotoport <protocol/port> }

vpn del rule name <name>

vpn del rule all

vpn show rule na

vpn show rule all

me <name>

ZE VLA

ZH iR

name Vpn B4, B2 15 NP AT B “-«0 2 8y, 7R, el s

subnettype T

leftsubnet AP T M, #%2N subnet/netmask, 5 K 32 F&F, FIHILATLLE 0-32, 5E A
255.255.255.0 KLY

rightsubnet A3 ¥, [A] leftsubnet

leftsubnets A Rdr 7 WAL id 5, RACH) id 5 oRY5 2 51 B kb2 B ) id

rightsubnets IR TR id 5, BEALH id 5 oRIE 2 5] sk 2H B A id

leftprotoport ARumthisl, #&ANPE S, S N 0-255, I S YEEN 1-65535

rightprotoport ST, RSO DS, SN 0-255, SN 1-65535

11.1.3 ike Bg BB

w, 182, MR, EFikeBLE
ZIRERERRM w2 MR AY) |, BRIE DA R (R B , WESRA (FOL
Bl IE) L I )\ RS DL

IRl KM B 7 i 452 5K INIEFEHY
1 % b R FRA TiIL = 2% BH (psk)
2 (client) (main) E i (rsasig)
3 L e TiIL =2 BH (psk)
4 (aggr) E i (rsasig)
5 EE i FHE L2 (psk)
6 (gateway) (main) E i (rsasig)
7 LSSy PIL 2 (psk)
8 (aggr) iE i (rsasig)
R s IR )\ M B A sCHIE S, AR

W AEOL, TSI & 70 B

vpn add ikeconfig client main psk ...

vpn add ikeconfig client main rsasig ...

vpn add ikeconfig client aggr psk ...

vpn add ikeconfig gateway main psk ...
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vpn add ikeconfig gateway main rsasig ...

vpn add ikeconfig gateway aggr psk ...

(
TBE:

vpn add ikeconfig client main psk name <name> rightaddr <ip> [ prekey <string> ][ ike { 3des-md5,3des-

D i, REE /A mEA., EER. EEEHMR

shal,des-md5S,des-shal,aes128-md5,aes128-shal,aes256-shal ,aes256-md5,SM1-md5,SM1-shal } |

[ dhgroup { gl | g2 | g5 } ] [ ikelifetime <int>] [ idtype <int> ][ leftid <string>] [ rightid <string>]
[ xauth {on | off } ]

vpn set ikeconfig client main psk name <name> rightaddr <ip> [ prekey <string>] [ ike {

{ 3des-md5,3des-shal,des-md5,des-shal,aes128-md5,aes128-shal,aes256-shal,aes256-md5,SM1-md5,SM 1 -
shal } ] [dhgroup { gl | g2 | g5} ] [ ikelifetime <int>] [ idtype <int>] [ leftid <string>] [ righted

<string>] [ xauth {on| off } ]

SHUH

ZH iR

<name> TR R 2T, BoRE—, hrit. HrmTrg” -~
AR LS, KEAED 15 MR

rightaddr SETR N SE R ip I, X T % S R EI ML, ip HEIE %
A” 0.0.0.0”

idtype Id 2% P& ip shbik, rfPLRERrE, H4

<int> 1 Fon ip #ikk, 2 KR4, 3R ARTFHH, 4 LKIR email 1]
DAAEIN, BRAIAAEIA

leftid A id,id 2580 ip HudkIE, leftid Jy ip HubibA% 2. id AT E
A B AN REZ T 20 D7 4F

rightid Xt id, id ZRAK ip HubkRS, rightid 24 ip hhbkg 0. id T
FF e AN IS AN REZ T 20 A4

prekey BLARIMM G Ik =58, KR 6-20 N F4F, LA
R T AT

Ike Ike B yE A M, M i%EHL 3des-md5, 3des-shal , des-md5,des-
shal,aes128-md5,aes128-shal,aes256-md5,
aes256-shal,SM1-md5,SM1-shal, & £ 4 /™, ER A BX aes128-
shal, aesl128-md5,3des-shal,3des-md5

dhgroup gl, g2, g5, BilA g2

ikelifetime AN WK ke A A A, ALY, b A FE
[180, 864001 ZIf]

Xauth ATBEHY REIME. onFRJAH, off RaRAJFH .

RA kR, T H e BRI s8R Y FEAIE.

(2 &, REZFmER., R EFHAERRR

B

vpn add ikeconfig client main rsasig name <name> rightaddr <ip> [ idtype <idtype> ] [ leftid <string > ]
[ rightid <string>] leftcert <name> rightcert <name> [ ike { 3des-md5,3des-shal,des-md5 , des-shal,aes128-
md5,aes128-shal,aes256-md5,aes256-shal,SM1-md5,SM1-shal } ][ dhgroup { gl| g2 | g5 }] [ ikelifetime

<int>] [ xauth { on | off } ]

vpn set ikeconfig client main rsasig name <name> rightaddr <ip> [ idtype <idtype> ] [ leftid <string > ]
[ rightid <string>] leftcert <name> rightcert <name> [ ike { 3des-md5,3des-shal,des-md5 , des-shal,aes128-
md5,aes128-shal,aes256-md5,aes256-shal,SM1-md5,SM1-shal } ][ dhgroup { gl | g2 | g5 }] [ ikelifetime

<int>] [ xauth { on | off } ]
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SH YL
ZH iR
<name> TERINFA SR 20, ZORME—, PR HopP Ry qg” -
AW, KEARE 15 MR

rightaddr LRI SR H ip MUk, F T % S KA %, ip MR R
N7 0.0.0.0”

idtype Id 88 DU ip sk, thn) DUR 58 A kg 844

leftid Zlii’é, id, i (1)

rightid X id, w1 (1)

leftcert BRI R A HIAE T A 7K. SN BIE T A AR L 20 T8 A7
ERAER A XBINERESR GEREHE) —&

rightcert BN 5% () 326 3 WX G UE T A PR o N BUE 5 4 FR DA 2
SAERIED A XRBINERESR GEPER) —&

ike Tke B =40 M4, M i% B 3des-md5, 3des-shal , des-md5,des-
shal,aes128-md5,aes128-shal,aes256-md5,
aes256-shal,SM1-md5,SM1-shal, i % PU4~, ERINEL aes128-
shal, aes128-md5,3des-shal,3des-md5

dhgroup gl,g2.g5, (1)

ikelifetime ZLA W K ) ke A aw AT, AL AP, A ZAE

[180,86400] Z [d]
Xauth Ba AP RINIE. on RRBH, off RanAJHH .

ﬁgF R, i H A A B R Y RIAE.

@) &, &Eg)ﬁﬂﬁ%’éﬁ‘ HREA. ;#3%%@&9@9%

B

vpn add ikeconfig client aggr psk name <name> rightaddr <ip> [ prekey <string>] [ ike {3des-md5, 3des-
shal,des-md5,des-shal,aes128-md5,aes128-shal,aes256-md5,aes256-shal,SM1-md5,SM1-shal}] [ dhgroup {gl | g2

| g5} ] [ idtype <int>] [ leftid <string> ] [ rightid <string > ] [ ikelifetime <int> ]

vpn set ikeconfig client aggr psk name <name> rightaddr <ip> [ prekey <string>] [ ike {3des-md5, 3des-

shal,des-md5,des-shal,aes128-md5,aes128-shal,aes256-md5,aes256-shal,SM1-md5

,SM1-shal}]

[ dhgroup {gl | g2 | g5 } ]

[ idtype <int>] [ leftid <string> ] [ rightid <string > ] [ ikelifetime <int> ]

SH UL

S8 ik

<name> BRI KRB RR, EORME— B B g ff” -«
P, K FEAI 15

rightaddr TN [0 ip Mt XF T % P im R X%, ip HHE R 1%
N7 0.0.0.0”

prekey BN SR TE =, KEVERIN 6-20 AN FFF, 0 (1)

idtype (1)

leftid 1 (1)

rightid (1)

ike i (1)

dhgroup (D)

ikelifetime B LB ike A W, BALAN R, D AUAE

[180,86400] 2 [H]

@, REMKBERE, EEKA, EHEARMK

B
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vpn add ikeconfig gateway main psk name <name> righttype <int> rightaddr <ip> [ idtype <int> ] [ leftid
<string>] [ rightid <string>] [ prekey <string> ] [ ike { 3des-md5, 3des-shal,

des-md5 ,des-shal, aes128-md5, aes128-shal, aes256-md5, aes256-md5, SM1-mdS, SM1-shal } ]

[ dhgroup { gl |g2|g5 } ] [ ikelifetime <int>]

vpn set ikeconfig gateway main psk name <name> righttype <int> rightaddr <ip> [idtype <int>] [ leftid
<string> | [ rightid <string>] [ prekey <string>] [ ike { 3des-md5,3des-shal,

des-md5, des-shal, aes128-md5, aes128-shal ,aes256-md5, aes256-mdS, SM1-md5, SM1-shal}] [ dhgroup { gl| g2
| g5 } ] [ikelifetime <int>]

SHUH:
ity
<name> ZENIMMRIIAA R, BORME—, PR Her e if” - 7
PHOSCH R, KA 15 AR
righttype 1 F7x ip Hulik, 2 RIRIB 4
ip BN INPSC I ip Hudik, T2 P SR R SG,  ip bk B 1%
AN 0.0.0.0”
idtype INQY)
Leftid (1
rightid INQY)
prekey LINQY)
Tke (D
dhgroup INQY)
ikelifetime RN M R K ke & dr W, AL N AP, b JAE
[180,86400] [

G) i, REMRREERE. EHER. EFHAERRR

B

vpn add ikeconfig gateway main rsasig name <name> righttype <int> rightaddr <ip> [ idtype < int> ] [ leftid
<string> ] [ rightid <string> ] leftcert <name> rightcert <name> [ ike { 3des-md5, 3des-shal,des-md5, des-shal ,
aes128-md5, aes128-shal, aes256-md5, aes256-shal, SM1-md5, SM1-shal}] [ dhgroup { gl | g2 | g5 } ]

[ ikelifetime <int> ]

vpn set ikeconfig gateway main rsasig name <name> righttype <int> rightaddr <ip> [ idtype < int> ] [leftid
<string> | [ rightid <string> ] leftcert <name> rightcert <name> [ ike { 3des-md5, 3des-shal ,des-md5, des-
shal,aes128-md5, aes128-shal, aes256-md5, aes256-shal, SM1-mdS, SM1-shal } ] [ dhgroup { gl | g2 | g5} ]

[ ikelifetime <int> |

SRV -

ZH i3

<name> BRI G A RR, BORME—, HTEEE BERTRT L7
PTG, KEEAEER 15 AT

righttype 1 %7x ip Huhik, 2 KR4

ip BRI SCH ip Huhik, X2 s R G, ip Mk B i
47 0.0.0.0”

idtype /IN@D)

leftid (1)

rightid (1)

leftcert BN S A HUE 2 PR SR A AR LR C & A7
ERET, B XRBINEBIES R GEREH) —&
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rightcert SIS0 5 14 328 Bty P S IE S 2 B o B N IETAIE T A2 R L A A )
SEAERIEDAXRBINEDIESR GEPEH) —=
ike (D)
dhgroup gl,g2,25
ikelifetime TASINM SE ) ike Ay BB, RMALAR, D AUTE
[180,86400] 2 |f]

(6) B, WEMREERA., HEEX., XEFXHRMR

ik

vpn add ikeconfig gateway aggr psk name <name> righttype <int> rightaddr <ip> [ prekey

<string > ] [idtype <int> ][ leftid <sting>] [ righted <string>] [ ike {3des-md5,3des-shal, des-md5, des-shal,
aes128-md5, aes128-shal, aes256-md5, aes256-shal, SM1-md5, SM1-shal } | [dhgroup { gl|g2|g5 } ]

[ikelifetime <int>]

vpn set ikeconfig gateway aggr psk name <name> righttype <int> rightaddr <ip> [ prekey
<string > ] [idtype <int> ][ leftid <sting> ] [ righted <string>] [ ike {3des-md5,3des-shal, des-md5, des-shal,
aes128-md5, aes128-shal, aes256-md5, aes256-shal, SM1-md5, SM1-shal } | [dhgroup { gl|g2|g5 } ]

[ikelifetime <int>]

S -

ZH ik

<name> BN R4 FR, EoRME—, BB B RERET L
RSO, KA 15 MR

ip TN S ip Hohk, XTF& P B e, ip Mk N %
A7 0.0.0.0”

idtype Id 28R WL ip Mk, tA] DU SE BA # ik 42

Leftid m (1)

rightid (1

leftcert BN R PIARHAE S A FR . B A FTE B AR L AUE LA A7
ERER, A RBINEBIESR GEPERH) —=

rightcert SN0 X 5 4 328 Bty P S IE S 2 R . B N IR T 2 R A2 L
SHEERRED A RBINERES R GEPERH) —&

ike (D)

dhgroup /@Y

ikelifetime BN MOM OC 1 ike A5 B, AL MR, b ZRAE
[180,86400] 2 |f]

IR IR 4N vpn show ikeconfig ..., 1Zfn4 FHRERTE & W ISR RN R
B

vpn show ikeconfig name <name>

vpn show ikeconfig all

SH U

4 ik

< name> YN I PRIEZE S

TR I 6 4 g vpn del ..., %4 FIRINR 8 (OI9 . ZEMIBRIERORING, RGe2 BN A 51 i%
RES: ]S ER

B

vpn del ikeconfig name <name>

vpn del ikeconfig all
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ZHUH:
ZH fiiik
<name> MM PR 10 5 14 44
all 2 all fE MR 4RI, HISRANBR BT A #1955

11.1.4 PXBERE

AR B E
BE:
vpn add gatewaytunnel name <tunnelname> interface <name> ikename < ikename> [rulename <name>] [
ipsec { 3des-md5, 3des-shal,des-md5,des-shal,aes128-md5,aes128-shal,aes256-md5, aes256-shal,SM1-
md5,SM1-shal ,null-md5,null-shal ] [type { tunnel | transport } ][ phase2 { esp|ah } ][ pfs {yes|no} ] [
compress { yes| no } | [ ipseclifetime <int>] [ dpddelay <int>]

[ dpdtimeout <int >] [dpdaction < hold |restart>] [ initiator{ yes |no } ][ active { on | off}]

SRR
ZH iR
tunnelname BN IR PR 18 44 FR
interface i T A7 FH (1) 5 2% 44 R
rulename FOU 2 H%, 51 FH A )
ikename 1 FH ) ike FiC & 44 FK
ipsec ipsec HyE 14 3des-md5,3des-shal,des-md5,des-shal,
aes-md5,aes-shal,SM1-md5,SM1-shal,null-md5,null-shal
ZRINEN aes128-shal,aes128-md5,3des-shal,3des-md5.
Type fE4RE S, tunnel B transport
phase2 AL A, esp B ah, BRINHL esp. Ah ANSCHF NAT 7
AT null 7%
pfs BB FEFEMATIRE, on B off, ERIAE on.
compress B E4E, yes 8L no, BRIAHL no.
ipseclifetime Ipsec AEdn A, FAAFD, HUETEH 180-86400.
dpddelay DPD R 1], B 8y, BUE TR 1-180. 0 FKxAJE
DPD.
dpdtimeout DPD I I [a], FA7 9 Fr, HUETEHE 1-600. 0 %R A B H
DPD.
dpdaction Dpd #EH] 5 144E 5 hold, restart
initiator R EEE,
active &1 A Bh b iE
WE W XpEE
BYA:

vpn set gatewaytunnel name <name> | interface <name> | [ ikename <name> | [ rulename < name> |
[ ipsec { 3des-md5, 3des-shal,des-md5,des-shal,aes128-md5,aes128-shal,aes256-md5,
aes256-shal,SM1-md5,SM1-shal,null-md5 ,null-shal ] [ type { tunnel | transport } |

[ phase2 { esplah}] [pfs { yes| no} ][ compress {yes|no } ] [ ipseclifetime <int>]

[ dpddelay <int>] [ dpdtimeout <int>] [ dpdaction { hold| restart } ][ initiator { no |yes } ] [ active

{ on| off}]

U Hik

tunnelname TR REE A PR ER M —, R, B RE s = 7 7
LA, KRR 15 MR
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interfame B T3l FH 1) 4% 44 FR

rulename FUM A FK, 51 A A A

ikename 1 F ) ike FiC & 44 FK

ipsec Ipsec 5.2 2H 7 3des-md5,3des-shal,des-md5,des-shal
,aes128-md5,aes128-shal,aes256-md5,aes256-shal,SM1-
md5,SM1-shal,null-md5,null-shal
ZRINEN aes128-shal, aes128-md5,3des-shal,3des-md5

Type fEHEE0 , tunnel 3¢ transport

phase2 BRI, esp B ah, ERIAH esp. Ah ANSCHF NAT %
BN null 532

pfs B/ ERAFIRZE, onB# off, ERIAEX on

compress B LG ELE, yes 8L no, FRIAH no

ipseclifetime Ipsec A= JH M, HANED, BUETEHE 180-86400

dpddelay DPD R A, A8, HUETEH 1-180. 0 & xA S H
DPD

dpdtimeout DPD I IS [6],  BAL AP, BUE TG 1-600. 0 FKoxA S H
DPD

dpdaction DPD # I 5 J#E4E . hold, restart

initiator BB EER

active BB shhEiE

S [ S B 3

S RBEIE [ 154 A vpn show gatewaytunnel ..., Z%#n2 R B~ T8 & bEiE VA JE 1
THk:
vpn show gatewaytunnel all

vpn show gatewaytunnel name <name>

SR Y-

0 ik

<name> BT R P PR A 1) 44 PR

all M all fRE MIRETE 2 BRI, R BoRBrA kg IE
i B X > o 1

P& X IE B9 65 < A vpn del gatewaytunnel ..., 1% A< B SRMIBR+E E HIFKIE .
THk:
vpn del gatewaytunnel all

vpn del gatewaytunnel name <name>

SRV
ZH ik
<name> LI 3 1) P ) 44 B
all 2 all (B BRI 4 PR, R BT A I BE

11.1.5 ERighkEhl=E

WNINE FinkEiE

RA:

vpn add clienttunnel name <name> interface <name> ikename < name> rulename <name> [ ipsec
{ 3des-md5, 3des-shal,des-md5S,des-shal,aes128-mdS5,aes128-shal,aes256-md5S,aes256-shal,
SM1-md5,SM1-shal,null-md5,null-shal] [type{tunnel|transport}]| [phase2 { esplah }] [ pfs { yes|no }]
[ ipseclifetime <int> ] [dpddelay <int> ] [dpdtimeout <int> | [ active { on | off } ]
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SHIRER:
ZH iR
tunnelname ER TR G R -, B, MR = 7 7
LR, KEAEE 15 MR
interface i e FH B 150 % 44 B
rulename FOU 2 H%, 51 F A A )
ikename 1 1Y ike e B 44 FR
ipsec ipsec k214 3des-md5, 3des-shal,des-md5,des-shal
,aes128-md5,aes128-shal,aes256-md5,aes256-shal,SM1-
md5,SM1-shal,null-md5,null-shal
ERI\H aes128-shal,aes128-md5,3des-shal, 3des-md5
Type fERREE , tunnel B transport
phase2 HIREH A, esp B ah, ERIAH esp. Ah ANSCHF NAT %
AN null 532
ipseclifetime Ipsec ZEam A, FRALNED, HUETER] 180-86400
dpddelay DPD R A, BAAR, BUATEH 1-180. 0 XA EH
DPD
dpdtimeout DPD I i 6], ALY, HUETER 1-600. 0 FR~AEH
DPD
active 15 A B bEiE
initiator R EAER:
dpdaction DPD i J5 #4E , hold,restart
®EE P inbE
BYE:

vpn set clienttunnel name <name> interface <name> ikename <name> rulename <name> [ ipsec { 3des-

md5, 3des-shal,des-md5,des-shal,aes128-md5,aes128-shal,aes256-md5,aes256-shal,

SM1-md5,SM1-shal,null-md5,null-shal] [type{tunnel[transport}] [phase2 { esplah }] [ pfs { yes |no }]

[ ipseclifetime <int>] [dpddelay <int> ] [dpdtimeout <int> ] [ active { on | off } ]

SR
ZH Eiiip
tunnelname BLRINRIREE A PR RME—, BRI 0 7
ROCAH R, KA 15 DN
interface ik T 5l FH 1 8 2% 44 B
rulename A2 FK, 51 A A i )
ikename 18 1 ike Bt B 24 FK
ipsec ipsec 5144114 3des-md5, 3des-shal,des-md5,des-shal,
aes128-md5,aes128-shal,aes256-md5,aes256-shal,SM1-
md5,SM1-shal,null-md5,null-shal
ERINEN aes128-shal,aes128-md5,3des-shal,3des-md5
Type fEHIEE0 , tunnel B¢ transport
phase2 B H LA, esp 8 ah, ERIAH esp. Ah ANSCEE NAT %
BRI null By
ipseclifetime Ipsec A=A, FALNF, BUETEH 180-86400
dpddelay DPD R0l J& 81, AN, HUETEH 1-180. 0 RxAEH
DPD
dpdtimeout DPD iy [a], HAAR, BUETERE 1-600. 0 XRAJHH
DPD
active BB shhEE
BRE PinhkiE
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3 7RBEIE K] 4N vpn show clienttunnel ..., %
Bk
vpn show clienttunnel all

vpn show clienttunnel name <name>

A RSB N T 7 R E R 1

SHUH:
ZH iR
<name> BN [ RS 1 44
all 2 all {08 WPz 4 AR, R BRI s
R E P umbEiE
&% EaY 454 /9 vpn del clienttunnel ..., %44 A EMIFRIE E BIREE
iBVE:

vpn del clienttunnel all

vpn del clienttunnel name <name>

SH UL
24 g
<name> MR A FEE (144 K
all I all O BRI X AR, FSRINER T (kB iE

11.1.6 BREEMEXES

eyl S L
A
vpn add tunnelgroup name < name> rulename < name> tunnels <namel,name 2, .

SV

> [comment <comment>]

24 g
name BRI IE A A AR, BORME—, HPRE, By ey -

“ 7 IR, KEAREL 15 AR

rulename FKIEH) vpnrule 44 Fx
tunnels R 1 44 K
<comment> Ve BRI 255 N FARF

wEREE (ZMBRERARIHE, FERERE

TR KRB E R

RS IRpEELED

,> [comment <comment>]

BE:
vpn set tunnelgroup name <name> rulename <name> tunnels <namel,name2, ...
SHBRE.
ZH ik
name BV B R R 2H 1 44 R
rulename RIKHT vpnrule 44 FK
tunnels Fik 18 44 Fx
comment H/E
AN S L
BE:

vpn show tunnelgroup all

vpn show tunnelgroup name <name>

SH U
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S Elipan
<name> R 6 2H 11 44 B

FIBRFEIELE
vpn del tunnelgroup all
vpn del tunnelgroup name <name>

SH UL
S5 ik
<name> TR B 1) B 2L 7 44

11.1.7 BERNBIISFLE

FIR A e 15 1R R s fREE . 2R3 —MREER, ZOREEEAET HELH M.

B
vpn up FIRAZI—ABL /5 HRREE
vpn up all
vpn up gatewaytunnel <name>
vpn up clienttunnel <name>
vpn down Fi3R{E IE—AN 3 B BEE
vpn down all
vpn down gatewaytunnel < name>
vpn down clienttunnel < name>
SH UL

24 it

<name> T B 5 AR T

11.1.8 BxiEls

FIK R B AL L -

vpn monitor show

11.2 gre 2%

GRE i 2 4TI 1THE7 9 gre, FIRXT GRE P& AT & B AL & .
A AT ARG, B3N T KFwm S, 1m0
gre add: %N IN gre BEIE .
gre del: 1%y 4 FR MM B fE 2 R 1E o
gre show: %2 F K 7R i gl .
gre set: w2 FH >R B Code e 1) B E C B
gre up/down: Z%r 4 FH K8 F/AE 6 € 1 BEE
gre start/stop: 1% 4 H KA H/A5 BTG P IE
GRE fr AT B A HEeer, WRHPAREGS, AT w5, HiEK TAB8UE 2%, Rame
PN N BRI N BCE TR ER N A AR Fll, R e AT RN gre J51% TAB B8, RAIER:
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gre add...
gre del...
gre down...
gre set...
gre show...
gre start....
gre stop...

gre up...
gre restart. ..

WU T — B LN add, AT LU del, 2545, B0 AR I — 4 FB%iE, [HRAHER ML
17, MMATTLASEHIAN gre, 1% TABH#E, ZH54ER, SREHIA add, #% TAB#E, #HinlLLE 2T HIHER:

gre add name...

FIRAE add ST 0 name SEAFEINIY, B FRBEERS @ CMABELT T, Wik TABR, £33
A Hi 9 5% ) i AT R R R

11.2.1 ;%10 GRE B¥iE

B
gre add name <name> local <localname> remote { <domainname> | <single ip>} addr <single ip> raddr

<single ip>

GRE BRERINE
ZH Eiipa
<name> BN GRE PS4 PR, 441LL GRE J3k
Local<name> ENNT PSR
<domainname> X Y DI 44 Ol o S RT LUOAE 4, AT DLoR ip ki)
<single ip> Xof Ui 9% ip btk Cof o 9G] LA, AT RO ip Hidk)
addr <single ip> A GRE 4% ip Huhit
raddr <single ip> X}t GRE %4 ip itk
5.2.2 fflp& GRE B&i&
Bk
gre del name <name>
GRE BB BRER
ZH g
<name> TR GRE B&IE 44 Fx
11.2.3 GRE BiER S8 K
Bk

gre set name <name> { [ local <name> ] | [ remote {<domainname> | <single ip>}] | [ addr <single ip> ] |
[ raddr <single ip>]}
FEIXHL, local | remote | addr | raddr #2 FTRET, 7T LARIHED, AT MBS g — A B LA
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B GRE p$E®R
ZH ik
<name> FAE ) GRE B&iiE 42 F
Local<name> A X B 1 44 R
<domainname> XoT ity P 3k 4 O g X DG T LA oRIEk 44, AT BLA ip k)
<single ip> X I 5 ip ik Ol W56 T A A% T LY ip i)

addr <single_ip> A GRE %4 ip Huhik
raddr <single ip> X} it GRE 4% ip Huhk

11.2.4 GRE BE8EA/AEH

B
gre up name <name>

gre down name <name>

gre start
gre stop
gre restart
B3, %1k GRE f#i&
ZH Eitipa
<name> S5 /A7 ) GRE BEIE 44 55

11.3 pptp F112tp

11.3.1 FmMERSAA

Z A R R In—A PPTP/L2TP 365 H /.

TH:
pp_12tp {pptp|I2tp} add dialuser name<username> password<password> [userip<single ip>] [desc<comment>]
SH U

ZH it

<username> BRI A R % AR IR S A, ROZORIEH - 448 R80T i —.
<password> BRI P B R

<single_ip> 25 BN PR E — D R TP bk

<comment> FEE S, ORI ENIN R P AT W . WSR2 A%, XS]
R mfE B SRR,

Bl

WIn—A>pptp k5, F P48 tom, %f4 tom123, ip 4 1.0.0.2, #i#{E 5 N tom medic.
pp_2tp pptp add dialuser name tom password tom123 userip 1.0.1.2 desc “Tom Medic”
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1132 EBERSHRP
4 FoK B E f85€ PPTP/L2TP $& 5 HI 7 15 5.
B
pp_12tp {pptp|I2tp} set dialuser name<username> [password<password>] [userip<single ip>] [desc<comment>]
SHUH:
24 EiEpa

<username> LB P 4 o FEASINET 35 Py, ROz ORIIEF 44 ROF HME—.
<password> FH A R0 GROUA AR .
<single_ip> SR IRERERIP GZIUATE)
<comment> FVEAE I, TR I Ag HY 7 AT BB
Bl
4 pptp 785 1 F* tom AR ECN super123,  H. IP bk Fl B (5 BAES .
pp_12tp pptp set dialuser name tom password superl23

1133 BEx¥ESHRP

%4 Pk 875 PPTP/L2TP 4% 5 FH 7 15 &

B
pp_12tp {pptp|12tp} show dialuser {all | name <name>}
SHULH:

24 ik

<username> fRE R R 4.

all R BRI ks P ER
2445

BoR PPTP 415 A1/ tom F(E B -
pp_12tp pptp show dialuser name tom
BoRFTE PPTP 25 H P HIME B
pp_12tp pptp show dialuser all

11.3.4 MRS AR

%A MR +5 2 /Y PPTP/L2TP 35 FH )7 .

TH:
pp_12tp {pptp|l2tp} del dialuser {all | name <name>}
SH U

ZH it

<username> BRI P 44

all RIS BT ik 5 P15 B
2451

fiikx PPTP 4% F J* tom:

pp_12tp pptp del dialuser name tom
MIER A PPTP $& 5 HIJ™

pp_12tp pptp del dialuser all
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1.4 ERERE

UEP BN 75 2 iE I Web SR5ER, R AT 0T, HBEHTUE 15 B~ Al B, OCSP,SCEP #&1F . iE 158 2
N6 CAEYS, AMUES, X UEYS, CRL, OCSP, SCEP % i,

11.4.1 27iEH

Bk
pki ca ipsec show cert { ca | remote | local }
ZHUH
ZH it
<ac> BRI ] ca b,
<remote> R Bz e S
<local> TR BT AT AR HBAIE S
25
BN A A HE

pki ca ipsec show cert local

11.4.2 BIBRIES

PR B 46 7€ FIES o

TRERAE T 1) i A IRAE TS R 20 20 9 =4S, 70 I RN BR ca B+, XSomiE4S, AHuiEfS.

INRSAES S T, WOCEEMBR, ML, ARG ERE B SIERR) LR AT, toEkMsZiE 1,
B

pki ca ipsec del cert { ca|local | remote } { all | <name>}

ZH U :
ZH ik
ca cailf
local A HE
remote o IE
all A IET
name THIBRE 5 1 44 7
ﬁng
il B A b uE S cerl :

pki ca ipsec del cert local cerl

11.4.3 ffif& CRL

PSR S: Bir A A <€ 1) CRL
Bk

pki ca ipsec del crl { all | <name>}
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pki ca ocsp client add config name <name> ocspurl <string> strictpolicy { on | off }

ZH U :
ZH ik
name LR PRI 51 2 40 FR
all TR BT A7 AU 410 35
245«
bl A b UE S erl 1
pki ca ipsec del crl crll
11.4.4 OCSP
1 %510 OCSP g %-2%
B
SEYH:
ZH B
name ca 4K
string ocspurl Hitik
on flr g e R A
off LR R
245
IS CA [ ocsp HiR %5 %8

pki ca ocsp client add config name beijingCA ocspurl http://202.106.0.45 strictpolicy on

pki ca ocsp client set config name <name> ocspurl <string> strictpolicy { on | off }

2 # 8 OCSP 4
BIE:
SH U
ZH Eiiipay
name ca K
string ocspurl itk
on flr g e R A
off FAERE AT
24

BB CA I OCSP IR % 2%

pki ca ocsp client add config name beijingCA ocspurl http://202.106.0.45 strictpolicy off

3 MHB&k OCSP fiRs54%
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HE:
pki ca ocsp client del config name { all | <name>}
SR

ZH ik

name ca 4
24
M CA 1) OCSP it &
pki ca ocsp client del config name all
4 BI~ OCSP fRs-28
Ik
pki ca ocsp client show { all | <name>}
SRV

ZH ik

name CA 4 FR
245«
7R CA 1] ocsp B %78
pki ca ocsp client show all

11.4.5 SCEP

1 3KBX CAiEP
W
pki ca scep client getca caname <name> url <string>
S Y-

ZH ik

name ca 4 FK

string scep %5 X url ik
245
FREL CA EP

pki ca scep client getca caname bejingCA url http://202.106.0.10/certsrv/mscep/mscep.dll

2 FELHFHIES
pki ca scep client enroll caname <caname> certname <certname> reqname <reqname> url <url> interval <interval>

times <times> [challenge {ip|dns|email} <content> <changllenge>|

S
ZH ik
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caname CA FH 44 FK
certname HEIE i 44 7R
reqname 15 R SO 44 FR
url SCEP fli 55 % Hutik:
interval B IE S [EFE
times HEIE B IR S
content subjectAltName

changllenge PRk g

2451

6] CA L HIFIE S

pki ca scep client enroll caname beijingCA certname mycert regqname myreq url
http://www.beijingCA.com/certsrv/mscep/mscep.dll interval 60 times 5 challenge ip 1.0.0.101
F21ED3CC6C1E5SBOE

11.5 L ShRSHRER

11.5.1 R EHSRSH

FHiok % & PPTP/L2TP 485 R 55 45 1015 2
Bk
pp_12tp {pptp|I2tp} set dialserver {[iprange<ipaddr-ipaddr>] [enctype{high|low}] [auth{chap+chapms+chapms-v2}]

[active {on|off}] [ipserver<ipaddr>] [portserver<port>]}

SH:

<ipaddr- &%Hﬁ%%g?%@gg@ ip f@iﬂ:j’@o *%fcj‘j************-************

ipaddr> FR A I 5 48 IR A C B, IR EL TP AMEUR SRR 200, 1T
HARED T =4
(LUE
10.10.10.1-10.10.10.100 &4 %k 1
10.10.10.1-10.1.10.100 & JE 3L 1

enctype zg%:%%rﬁ high &7~ ELEE i 1IN 88 25 20 (128 17),  low 22 7~ EU ARG ) o 4 4%

40 1pL)o

auth i% EI"J;VA)iETJ}D‘(, M chap.chapms. chapms-v2 =Fpis ik H— a2 1,
SR 5 F+AHE
(LU

chapms-v2, chap+chapms-v2, chap+chapms+chapms-v2
TERE: &% chap 8 chap+chapms 2\ IE R
active BRI IR IR 5E, on BARRE, off KoL,
f£ active=on Itf, IRIK RS HEKC/E S0, WAL HEBED).
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ipaddr TRAE ST IR 55 v X SR P A 55 1) TP i
port SEME IR 55 1 115
245

B PPTP 41 5 IRS545 A XS4
pp_12tp pptp set dialserver iprange 1.0.10.2-1.0.10.10 enctype high auth chap+chapms+chapms-v2 active on ipserver
1.0.0.101 portserver 1723

11.5.2 B RRSRSE
FiL ke i PPTP/L2TP 3% 5 R 45 22 10 (3 .
W
pp_12tp {pptp|l2tp} show dialserver
SH:
o
2445

pp_12tp pptp show dialserver

11.5. 3 B HELR S P

JH R 4w 7E 22 1) PPTP/L2TP 445 F

THk:

pp_2tp kick {all | virtuallP <ipaddr>}

SH:

24 Eitipu

all BT AL T .

ipaddr B4 AN T B R St bk 3k = P
245

B L7 FC A E DL TP Mtk 1.0.1.101 4K H
pp_l2tp kick 1.0.1.101
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2E12E SSLVPN

121 EXEEHXHSREE

12.1.1 FF/3 sag PR %%

Bk

sag config start

SR
config sslvpn #g 47855, %

start Ja 51 sslvpn Al 5%

EREHR:
¥

il
sag config start

12.1.2 K] sag BR%5:

W

sag config stop

SHULHA:
config sslvpn iy AT 5, %
stop {21k sslvpn R %%

ERFENR:
¥

.
sag config stopt

WLHE B AN K A 2

MLAC B RAN K Ay &
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12.1.3 BREEER ssl iwgO:

Bk

sag config show sslport

SHUL:

config sslvpn iy AT 5, 72 WLAC B 2 AH G Ay 4
show BN

sslport FAXL [ https i -]

EREIR:

7

.

sag config show sslport

12.1.4 ECE https im0 -

Bk

sag config set sslport uni <port> bi <port>

SR

config sslvpn AT AT H#05,  E MUHC B KA G dr &
set WA B IERAE

sslport B[] https iy AR IR

uni FAL[A] https g (1~65535)

bi LA https ¥ 1 (1~65535)

EEE:

uni 1 bi K <port>{H AR FHE

il
sag config set sslport uni 443 bi 444
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12.1.5 BR NC XS :

B

sag config show nc

S

config sslvpn iy AT HR4Y, 72 MEC B RAH G &
show N

ne WA SARARIR, ne

EREEM:

y

il

sag config show nc

12.1.6 %8 NC FRBFEAEE:

12.1.7 BRBERF:

Bk
sag config show binduser

S

config sslvpn i AT &5, WAL B 2RAH K A 2
show R AR

binduser WA SLAAPRI, binduser

EREIR:
P

i
sag config show binduser
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12.1.8 #EingsE R F:

Bk

sag config add binduser type { p | t| ¢ sid <value> } name <name> vip <ip>

SHUL:

config sslvpn iy AT 5, 72 WLAC B 2 AH G Ay 4

add IINSEHEA AR AT

binduser WA SAAFRIN, binduser

type ZLSINIORE R 22, p: HAH Pt RHZEHS, e WEHHFS

sid RIS, L

name B4, 1.5 A0 se, FRE B, 5. TRIZAS

vip BRI BRI IP, A%40: 192.168.0.1

EREINR:

.

i

sag config add binduser type c sid 132b4e10759 name nametext vip 1.0.2.1

12.1.9 BB ER:

Y

sag config set binduser type { p|t|c } vip <ip> id <value> tid <value>
BV

config sslvpn i AT 865, WAL B 2RAH K A &

set PaR e (e

binduser W& S2AHR I, binduser

type ERIAZER 0%, p: OAHF, ¢ WEEMM, o ERAPH
vip BRI IP, K% 0l: 192.168.0.1

id M4 BN ZH P R A4 H % id, 6-15 (73

tid WETH 7 id BOWA R B P RE B R =, 6-15 K8y
EESE:

o

7~ :

sag config set binduser type ¢ vip 1.0.0.2 id123456789 tid 132410759
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12.1.10 HIBRBHFERNSBERF:

T

sag config del binduser type { p|t|c } id <value> tid <value>

SHUH:

config sslvpn iy AT HR4Y, 72 MEC B RAH G &

del TR S B A R 1

binduser W& L8 HriH, binduser

type BRI H P, p: DM, t BREHF, o WEBHS
id 4 BUA Z P I 04 & id, 6-15 hi3ey

tid HEPS P id BORA 2 A - E B R 5, 6-15 73T
HEEEM:

T

7~ :

sag config del binduser type t id 1234567890123 tid 13210732359

12.2 RFEEBEXGSREE:

12.2.1 &% bs fR%5:

Bk

sag service show bs

SH Ui

service sslvpn fy 24T HB8 4, ZEWAC B 280 K 4
show BN ERAE

bs WA SAERFRIN, bs

EREHR:
¥

il

sag service show bs
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12.2.2 fHB& bs BRSS:

B
sag service del bs id <value> wcs <boolean>

SH Y

service sslvpn iy 2 ATH084, ZZ WAL E RAH a2

del i e S e A e A

bs WA SEARFRI, bs

id B ARSS (0 id, 6-15 Ay

wcs R RERHces, 0o KEH, 1: JBH, BRAANEH
EERH:

N

7~ e

sag service del bs id 1234567890123 wcs 0

12.2.3 &2 bs JR%:

Bk

sag service set bs id <value> server <string> name <name> allow_path  <string\;string..> attribute { Is | lh | nh
} authtype {a|p|c|t} [note <string>] withcs {yes [dns <dns>] compress { no | gzip } sso { no | basic | ntlm |
form httpconmand {get|post} [ loginurl <string>] [submiturl <string>] [userkey <string>] [passwordkey
<string>] [otherpara <string>] | client bindapp {on|off}}

[shortcut <string>] | no encrpy { 1| m | h } htmlprocess { no | comman | all } sso { no | basic | ntlm
| form httpconmand {get|post} [ loginurl <string>] [submiturl <string>][  userkey <string>] [passwordkey
<string>] [otherpara <string>] | client bindapp {on|off} }[shortcut <string>] indexmap <string> [note <string>] }

B UHA:

service sslvpn iy 247884y, 7 WHC B 28AH K 4
set W BB

bs N SEAERRIN, bs

id EHBR RS 1 ids 6-15 25T

server iR 452k, fm: \"http://1.0.0.1:8888\" 5K,

\"https ://1.0.0.1:8889\”, @AZ LA http://5 https://FF3k, I H 7 Z4 AR
55 s U IE VR IR 55 A MLk R R

name BN bs ZER, 115K Se. Rk BE. s FRIZRAS
allow path bs 55 VIR, 2 RTFEIER TR H, 2R L\ akE, 4
AT ELINVFEESK, W: \"allow_path1\*\;\”allow_path2\”
ik
authtype MTIE%‘@%Ur a: lggiﬁl"ﬂ’ p: @ﬁm/ﬁ\ﬁﬂ"ﬂ, C: @ﬁlﬁ:ﬁiﬁlﬁly t: ﬁﬁxﬂ

332
EATIBIE R A5 R EARAGIR A ]




WX 12 4= P ¢ PowerV Tt

P F T

2

b
NN
dl

eS|

note VR, AT N BREIR R A S AR B AT AT BN 4F, DIV R AR R
withes R CFE /s |5, yes: EFe/s RS, no: AHF /s Ik
dns REHNIH A4
compress Bl 48, no: ANEAE, gzip: gzip J7 LS
$S0 g, BAAEHRM, no: AFH, basic: basic  AIE, ntlm: NTLM
NIE, form: Form iAiE, client: %7 Form fX3E
httpconmand http #74>, get: GET, post: POST, #Kil POST
loginurl o Uik, F\R bk R
submiturl PR, HVH R R
userkey R P FRR, HNVY R - Ak
passwordkey HARIR, VR LA 36 R
otherpara Hiz%, MV HESHEIEEK
bindapp EBYENH, %74 Form fUEE M, on: JHHZEE, offt: 4B MY E
shortcut P BRAAE, B0 04 PETTUHR L/ Ik Z2AMREETT AL 4\
oy b B R AREE DT 7 N AN RE B B\, BT AR RV R,
an: \’short_cutl1\*\;\”short_cut2\”
encrpy nEsEE, BiAohd, 1 &, m: #, h: &
htmlprocess AR HTML, ERUHN—MAb3E . no: #AALEE,  comma: —MALEE, all:
SEATAL B
indexmap I ER
HEEEM:
T
7~ :

1) 4 C/S ¥
sag service set bs id 123456789 server \’http://1.0.0.1 \” name testname
allow_path \dir1/dir2\"\;\”dir3/dir4\” attribute Is authtype a withcs yes dns
sso form httpconmand get loginurl \’1.0.0.1\”
passwordkey \”123456789\”

dnstext compress no
submiturl  \71.0.0.2\”
otherpara \”other\” shortcut \’/abc\”

userkey  \user\”

2) ANiti C/S 3F:
sag service set bs id 123456789 server \’http://1.0.0.1 \” name testname

allow_path \dir1/dir2\"\;\”dir3/dir4\” attribute Is authtype a withcs no encrpy 1 htmlprocess no sso no

12.2.4 310 bs PR

B
sag service add bs server <string> name <name> allow_path <string\;string..> authtype { a | p | ¢ | t } [note

<string>] withcs {yes [dns <dns>] compress { no | gzip } | noencrpy { 1| m|h } htmlprocess { no | comman |

all } }
SHU .
service sslvpn Ay 24T 8B4y, 25 WAC B 28 K i &
add ISR AR AE
bs WA SAARFRI, bs
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server R4 28 Ak, 4n: \"http://1.0.0.1:8888\” &,
\"https ://1.0.0.1:8889\”, A LA http://8, https:/FF 3k, 3 H 75 ZoK IR 5%

i il F R R 55 s A R

name P K bs A FK, 1-15 2R 0, FRE By . TRIZRA S

allow_path bs k55 VFVI AL, 2D RVFBRAS A8, 2 DN BRARE L O\ 0k, A

AT ELIVFEESK, W: \"allow_pathl\*\;\”allow_path2\”

attribute SoRENE, 1s: BB, BRI, he BER, BERFRE, nh BFREE
il

authtype WIESA, a: BEAVIN, p: B OAV5E, o EUEHVIH, t 8
SN

note TERREIR, v BREIRAT AN 5 AR B AT AT BV, DAV R R

withcs T SEE o/s RS, yes: SCFFc/s RS, no: AICEF /s RS

dns REHNIH A

compress L8, no: AJEYE, gzip: gzip AL

encrpy ISR, BUChH, 1K m: 1, he &

htmlprocess AHEHTML, ZRIAA—BALEE . no: #ANALEE, comma: —MGALEE, all:
e AL

HERE:

T

7~ :

1) 7 C/S 3 Hf:
sag service add bs server \’http://1.0.0.1 \” name testname
allow_path \’dir1/dir2\\;\’dir3/dir4\” authtype a withcs yes compress no

2) Al CIS 3CHF:
sag service add bs server \’http://1.0.0.1 \” name testname
allow_path \’dir1/dir2\*\;\’dir3/dir4\” authtype a withcs no compress no

encrpy 1 htmlprocess no

12.2.5 &% CS BR%:

Bk
sag service show cs

S

service sslvpn T 247885, 722 WHC B 2 iy &
show TR ERE

cs WA SEARFRI, cs

ERE:

y

il

sag service show cs
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12.2.6 BEE cs BRSS:
Bk
sag service del cs id <value>
SHUL:
service sslvpn a7 24T HB 4, ZEWAC B 28 K 4
del T B 2 A R A
cs WA SARFRIA, cs
id TR R S5 1 id, 6-15 AT
EREI:
e
7~
sag service del cs id 1234567890123
12.2.7 E4IA cs BR%:
Bk
sag service set cs id <value> server <string> port <type:port\;type:port...> name <name> [link <string>]
attribute { nh | ns } [vhame <name>] authtype {a|p|c|t } compress { no | gzip } [note <string>] [usernote
<string>]
SHUHA:
service sslvpn Ay AT HB47, 72 WHC B 2R AH K i &
set BB B U
cs WA LRI, cs
id BRI SS 1) id, 6-15 P
server AR 45 stdit, fm: \"http://1.0.0.1:8888\", F H.75 B\ "k R 5% 28 Mo ik 45
ek
port MR, AO<EAL: 5>, %45 TCP. UDP. DNS.
FTP. IMAP. LDAP. MySQL.ORACLE. POP3. SMB. SMTP.
SQLServer . TELNET Al TFTP, i 5 1] LA 1~65535 Z 8] —AMA T Bl
. 41254-888, FIHUNEZ MRS AR, LN R, e TCP:443\;FTP:123-
8888
name BN cs AR, 1S AR FEE BE. S RIS
link PUHERE url, —A, PIVIEER SR
ik
vname BT, 1SR, FRE Hew. s, FRI%GUAE
authtype IIESG, a: AV, p: @IF DAV, c: BEUERVIR, t B
e
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compress BAREAE, no: K46, gzip: gzip 77 k48
note TERREIR, PN BRI RS AR B AT AT B2, DAV R R
usernote @ s, DINVHERE SR
FERE:
T
A~

sag service set cs id 1702337717 server \"http://1.0.0.1:8888\” port TCP:443\;FTP:123-8888 name nametext
attribute nh authtype a compress no

note \’notetext\” usernote \usernotetext\”

12.2.8 #hn CS BR%5:

Bk
sag service add cs server <string> port <type:port\;type:port...> name <name> [link <string>] attribute { nh | ns
} [vname <name>] authtype {a|p|c|t} compress { no |gzip }[note <string>] [usernote <string>]

SHVHA:

service sslvpn T AT HB 7, ZMIRST AR A2

add ININREE AR A

cs WESARPRIH, cs

server AR Zsihl, . \’http://1.0.0.1:8888\”, I H. 75 Bk A 55 a3 Hhhik AV

K 5% 2 ik T ok
port Mg e, A& O<BAL. IE5>, 245 TCP. UDP. DNS.
FTP. IMAP. LDAP. MySQL.ORACLE.POP3, SMB. SMTP,

SQLServer . TELNET A1 TFTP, i 15 1] L& 1~65535 Z [d] () —/MHE tHA] DAY
[Hl: U1254-888. FHONZ ARG ARG, LA RRR, A0 TCP:443\;FTP:123-
8888

name BoRAR,, 1156030, TR B, T, TRIZAES

link UUIRBERE url, 4>, BAV'EERR

attribute EonEME, nh: ZFER, ns: ZFREEE

vname AT, 1-15 A0, 7R 7. WS FRILAS

authtype WIESEA, a: EAVIE, p: IOV, ¢ @LUEFVi

t: R R YT

compress Bz 5%, no: ANJFH, gzip: K45, BN “AEH”

note R/ A, TR BRGIRAT M - S AR S AT Bl AT, DIV IE AR

usernote FPaEEn, PAN SRR

ERER:

7

il

sag service add cs server \’http://1.0.0.1\” port TCP:400-800 name nametext link \”http://www.baidu.com\”
attribute ns vname virtual name3 authtype ¢ compress gzip note \note_value\” usernote \’notice\”
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12.2.9 BRMEZARS:

B
sag service show net

SH Y

service sslvpn a2 AT HB5,  ZEWIR 5B K 4
show EIRFEFEAR A

net BRK R, BRMBRS

EERH:

v

7~ e

sag service show net

12.2.10 fHIB&INERERBRSS:

Bk
sag service del net id <value>

Z2H VA

service sslvpn T 2478055, IR A K a4
del THIBR IS AR

net PREAXT %, MECHRSS

id BEMIBR RS id, 6-15 A+
EREN:

N

il s

sag service del net id 1234567890123

12.2.11 &I E MIESZ AR 55

B
sag service set net id <value> server <ip> port <type:port\;type:port...> name <name> attribute { nh | ns }
authtype { a|p|c |t} [ note <string>] [ usernote <string>]
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service sslvpn AT 2478075, MRS AR a2
set BRI AEEAE
net FREAXT S, net BR%s
id EEMIIRS id, 6-15 fi i+
server fR45gebt, fm: \"http://1.0.0.1:8888\”, I H.75 FoWs AR 55 s ik F "%
%5 28 35 SR
port M5 asim I, #AY<RA. smH5>, KAE: TCP. UDP, iS5 LA
#& 1~65535 2 [ —/MEW T LLZYEFE: W1 254-888. IH NZ M7
BT, PAN'SYFRE, f: TCP:443\;UDP:123-8888
name SR, 1560, R B w5 . TRILA S
attribute SBonEtE, nh: BFREIRN, ns: ZHREENR
authtype IIEZA, a: BEAVIA, p: B OAVM, o @UEFVI A
t: JEIE XA RV
note VERE /R, TR BREIER A S AR R T BN, AV R OR
usernote P aE s, PANVHEE SR
EESE:
¥
il s

sag service set net id 1702337717 \’http://1.0.0.1\” port TCP:400-800 name nametext attribute nh authtype a

note \"note_value\” usernote \"notice\”

12.2.12 #RMPIER AR 55

Bk
sag service add net server <ip> port <type:port\;type:port...> name <name> attribute { nh | ns } authtype { a

|plc|t} [note <string>] [usernote <string>]

SH U

service sslvpn AT 24T H#0 77, TR FAH K Am 4

add ISR AR AR

net FRIAXS S, BRI SS

server MRS sHdt, fm: \"http://1.0.0.1:8888\", I H. 75 Bkt AR 55 &8 Hiuhik '\ "oy
IR 45w b i 5 ik Sk

port fegsdsum 1, kEOR<BA: umll5>, KA TCP. UDP, ¥il15 AL

F& 1~65535 Z I f— AMEW AT LLREVE 40 254-888. AJIE NZ AR 5545
B, DIN'SRE, f: TCP:443\;UDP:123-8888

name WoRZRR, -5y PR B, s, FRIZRAs
attribute WonJEME, nh: ZFEIR, ns: LR
authtype INIEZG, a: BEAVIN, p: @IEOAVi, c: EuEHvim
te 38 XK 2R 5 ]
note VERE / fEIA, T BRFIRFF RS AT R AT B, PAVRE SR
usernote F P aEa, PAV'HER R
ERE:
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i
sag service add net server \http://1.0.0.1\” port TCP:400-800 name nametext attribute ns authtype ¢ compress
gzip note \"note value\” usernote \”notice\”

12.2.13 27~ NC fR%:

B

sag service show nc

SR

service sslvpn 7 4T85, MRS A K 2
show BRI AR

nc EARXNE, &8 NC k%

HERHEW:

y

.

sag service show nc.

12.2.14 & NC PR3

B
sag service del nc id <string>

S A

service sslvpn AF AT H#85,  ZEWIRSS FRAH K &
del TR A 1

nc FREAXT %, NC R%%

id EMIRIARS id, 6-15 ST
EREI:

¥

7~ :

sag service del nc id 1234567890123
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12.2.15 &2 NC PR3

B

sag service set nc id <value> server <string> port <type:port\;type:port...> name <name> [link <string>]
attribute { nh | ns } [vhame <name>] authtype {a|p|c | t } compress { no | gzip } [note <string>] [usernote
<string>]

SHYH:

service sslvpn T AT ER 7, EWRST FAH K A %

set EUCRIEA LRI

nc PREAXT R, NC s

id TEMMIRS id, 6-15 T

server A&7 ihl, . \’http://1.0.0.1:8888\", I H. 75 Bkt A 55 a3 kit FH 'V

K 5% 2 H ik T ok
port MRk 2% 2ot 1, kg ACH<BBL: s 45>, 2894 TCP. UDP, ¥ 15[

PLAE 1~65535 Z A —ME W AT LUZEE: 41254-888 ATHUNZ RS
2o, PAN\'0F@, fm: TCP:443\;UDP:123-8888

name BIoREHK, 1-15060 0. 7R B, s, RIS

link TR url, —A>, PUVHEERSK

attribute BnJENE, nh: ZBFREIR, ns: AMREEGE

vname REWA T, 1-15 ihse, ARk B, s, TRIZAS

authtype WIEZE, a: EAVINE, p: B HAV5HE, o iRV

t: JEE R R VG )

compress BAREAE, no: ANJEH, gzip: K48, BRI “AJHH”

note TR/ ik, ATRRNBRGIRAT N - S AR S AT B4, BV IE R

usernote F @ s, DINVFERE SR

EREMR:

o

7~

sag service set nc id 1702337717 server \”http://1.0.0.1:8888\” port TCP:400-800  name nametext
link \’link _value\” attribute ns vname vanemtext authtype c compress gzip note \’note_value\”

usernote \”’notice\”

12.2.16 510 NC PR

B

sag service add nc server <string> port <type:port\;type:port...> name <name> [link <string>] attribute
{nh |ns } [vname <name>] authtype { a|p|c|t} compress { no | gzip } [note <string>] [usernote <string>]

SHVH:

service sslvpn T 247807, ZEWUIRSS A G 2

add ININREE AR
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nc FREAXT %, NC R5
server 45 geit, fn. \"http://1.0.0.1:8888\”, Ff H.75 E Wt IR 55 ds bk F\"uKs
%5 28 Hh HE 35 SR
port Mg s, kg AON<BB. wH 5>, KA. TCP. UDP, iS5 A LA
F& 1~65535 2 A — MEW T LUZYE . W1 254-888. IH NZ MkS 4
BT, PAN'S>FRE, fn: TCP:443\;UDP:123-8888
name BoRER, 1-1506h . R B, s, TRIZLRAS
link U url, X—1A, PAV'HERR R
attribute BonEM, nh: BTN, ns: HAHREEE
vname LT, 11506, 78 7. WS, TRZLRAS
authtype IIEZEA, a: BELVIN, p: B ALV, o EUEFVI A
t: @I XA R V5 ]
compress B¥aE46, no: AAH, gzip: K46, BRIAHN “ABH”
note VERE /R, TR BREIER A S AR R T BN, IV R R
usernote FPaE s, PANVHEE SR
ERHEI:
¥
il s

sag service add nc server \”http://1.0.0.1:8888\” port TCP:400-800 name nametext
link \”’link_value\” attribute ns vname vanemtext authtype ¢ compress gzip note \"note_value\”

usernote \”’notice\”
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12.2.17 BRBNFHE:

B
sag service show auth id <value>

SH Ui

service sslvpn fF AT HB4r,  ZEMRES FAH K &
show IR BFEARERAE

auth SRR, BN IRE S N A GRS B
id K% id, 6-15 fr¥y

ERHN:

"

7~ e

sag service show auth id 1234567890123

12.2.18 RMAELIRS:
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B

sag service add auth id <value> roleids <value;value...>

Ui

service sslvpn 3 4T85, MRS FAH K a2

add IIIES ﬁﬁ%ﬁ

auth FREAXNT %, AR

id MR%id, 6-15 frdiT

roleids ftid, 6-15hiEis, " AZA, PN M. DEENT
FEERE

¥

7~ :

sag service add auth id 1234567890123 roleid 1234567890124\;1234567890125

12.2.19 BRARRGEEN

Bk

sag service show rule id <value> roleid <value>

SHULH:

service sslvpn fF AT H#B4r s ZEWIRSS FAH w2
show SN RFE AR P

rule oGS, Ry AN S

id A% id, 6-15 fi i+

roleid it id, 6-15 ks

FEEREW

c

7~ s

sag service show rule id 1234567890123 roleid 1234567890124

12.2.20 BZE R FAAEIFEN

Bk

sag service add rule id <value> roleid <value> display { on | off } direct { on| off }

<time;time..>] [day <day;day...>]

342

[saddr <ip;ip...>] [time
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service sslvpn AT 247805, IR AR a2
add ININZEFEARERAE, 1Z3 2 DhRESE B
rule FREAXS %, 7 il A e
id FAE SRR X B AR 45 id, 6-15 3
roleid S KRR X B [ £ € id, 6-15 BT
display MBS, on: AT, off: AW, BRIATW UL
direct OB, on: BEEE, off: ABkEE, BRIAASBEEE
saddr H PR, BRUChsS, G 1.0.0.124, 24> ip '\ 6%
time RRFRETEE, ¥ 0:30-1:20, ZATGEN M, &
(0~23) 43: (00~59)
day RREGEHE, K 0~6 810 2 6 FAME, AReAELERT T 5 T
KIS, . 6~4, ZATEEHNE
HERE:
"
A~ :

sag service add rule id <string> roleid <string> display on direct off saddr 1.0.0.1/24\;1.0.0.200/24 time

0:30-1:20\;2:30-4:10 day 0~3\;6

343

12.2.21 FEFMHNR -

B
sag service test connect target <string>

SH U

service sslvpn fF AT #B4r,  ZEMARSS FEAH K &

test MR I AR AE

connect MRAXT G, I

target Z 5 R85 B2 top (U8 true B¢ false) : RSS2 4. i,
A, HN\AE, d0: \true:www.baidu.com:8889\"\;\"false:

www.leadsec.com.cn:8000\”

ERE:

.

A~ s

sag service test connect target
\’true:www.baidu.com:8889\*\;\false:www.leadsec.com.cn:8000\”

12.2.22 BENXBEFRES:
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Bk

sag service set icon id <value> path <string> type { map | wcs | cs | csmap | NCMap }

SHUHA:

service sslvpn AT 2478075, MRS AR a2

set BB REEA AR

icon WA %, ElbR

id XN RS id, 6-15 RLEF

path AR BRAR, B CHEAARISE A RRAE, AIVEESR,
\”/abc/ebd\”

type %5257, map,wes, cs, csmap, NCMap
JRAR R LRI AR IR 55, map:bs AN cs, wes: bs i ¢s CFF, cs: cs

%5, csmap: MEtRS:, NCMap: nc k%

EREMR:

.

il

sag service set icon id 1234567890123 type map

12.2.23 BREERES:

B
sag service set icon default id <value> type { map | wcs | cs | csmap | NCMap }
SR
service sslvpn T 2478075, ZE MRS ZAH A 2
set BE R AR
icon M5, EIbR
default G SERRIR
id KR RS id, 6-15 RLEF
type 252548, map, wes, cs, csmap, NCMap
FRAR R LR A E (IR SS, map:bs N7 cs, wes: bs i cs S, cs: cs
R%5, csmap: MEtHRSS, NCMap: nc k%5
EREI:
e
il

sag service set icon default id 1234567890123 type map
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12.3 HFEEAXHSRER:

12.3.1 BRBIIEEXEFE:

Bk

sag user show department

SHUL:

user sslvpn AF 2 ATH#B 5, WA P RAH K a4
show N EEARAE

department WRXNG, BRETMEE

EREI:

y

7~

sag user show department

12.3.2 ]

Bk

sag user add department puid <value> name <name> role { on | off }

SHYH:

user sslvpn i AT 805, WA P AR a4

add USRI AR

department FREARTR, HB1TAH AR

puid ERERT]id, 6-15 B0, Jo ERERTTIH O

name BrOVEMIT4FK, 1-15 6030, R e s, TRIZAS

role EREIESET A FER AT, on: JFE, offt: AJFHE, B
AT A

ERER:

7

Bl

sag user add department puid 1234567890123 name leadsec role off
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12.3.3 EEBIHER

B

sag user set department puid <value> uid <value> name <name>

S

user sslvpn iy 2 ATHB4Y, M P 2RA a4

set 16 e B R FE AR A

department FREART R, EB1 A SCHERAE

puid ERET]id, 6-15 870, Jo ERERTTIH O

uid AT id, 6-15 hiET

name BV TARR, 115 A0, FBE B5 5. TRIZRAS

EREM:

T

i

sag user set department puid 1234567890123 uid 1234567890126 name modname

12.3.4 HBRFE—AEBI]:

Bk
sag user del department puid <value> uid <value>

SH -

user sslvpn A7 2 ATH8 5, WA PR K 4

del TR B 24 Jo A 4 A

department FREAXT G, H1 A R

puid EZRITid, 6-15 fr %70, Jo EARITIHO
uid ZElid, 6-15 ¥y

EEREH:

7

7~ :

sag user del department puid 1234567890123 uid 1234567890126

12.3.5 HpREFEIZAERI]:

B
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<email>] [phonenumber <number>] [bindip <ip>]

sag user del department pid <value> uids <values;values...>

SH -

user sslvpn iy AT 8075, WA P RAE a4

del TR R L A 1

department FREAXT G, H1 A R

pid EET]d, 6-15 e 0, o ERETIIHO
uids HIid, AR ZAS, IR 0

HERE:

7

B

sag user del department pid 1234567890123 uids 1234567890126\;1234567890127

12.3.6 BEREBIIIAAR:

Bk

sag user show user type { p|c|t } uid <value>
SHUHA:

user sslvpn w7 AT H#B4Y, W P 2RAH R i &
show PR REEARAE

user BARXNER, BRHPEE

type FIPER, pe DA, e WEBAM, ¢ EE, BkC4
uid AT id, 6-15 hiELT

EREEM:

y

i

sag user show user type p uid 1234567890123

12.3.7 #EmMO$RAR,:

Bk

sag user add passworduser uid <value> name <name> password <password> [username  <name>]

share { on | off }  modifypsw { on | off} vip { on | off } sms { on | off }

347

SHU:

user sslvpn fy AT #B4r,  ZEWH 2R MH ki &

[email

[bindmac <mac>] [bindhost <hostname>] [note <string>]
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add IR AR A
passworduser FREAXT S, 4 H P A CERE
uid ZEITid, 6-15 fr iy
name BRI P AR, 115 AR, FEE HE s, TRIZA S
password BRI
username M, -1, F8E $, s . TRIZLAE
email IR, Ao v A A =X
phonenumber FHL Y
bindip Gi5€ ip, #&al1: 192.168.0.1
bindmac g€ MAC, WTHFHF: A—F KANFHFRE, 5, e, B9 &%

e XX-XX-XX-XX-XX-XX, B XXXXXXXX:XX XX

bindhost 48 L, ATHZR: AR ER, NFERZE. kR B 5.
BEL W5, W55, KFS5. M5, FIER. HERA

note ik, PAIV'HEROR

share M5 IFEHFIE, on: HFJE, off: KM, ERIAKH

modifypsw A HAIER, on: JFE, off: KM, BRIAITHE

vip VIP PR, on: JF/E, off: KM, ERIAKH

sms MAERHF, on: HJH, off: kM, BRIAKIA

ERHEI:

o

T~ :

sag user add passworduser uid 335168849 name PASSWORDUSER password 123456789 username

email denglz3@leadsec.com.cn phonenumber 13811977477 bindip
bindhost hostname share off modifypsw on vip off sms on

12.3.8 #IMELAA:

B

sag user add certuser uid <value> name <name> [company <string>]
<country>] [email <email>] [phonenumber <number>]  [bindip
<hostname>] starttime

192.168.0.1

[department

<ip>]

[bindmac

<string>]

<mac>]

leadsec

bindmac ab:12:3a:34:b1:34

[country
[bindhost

<y-m-d-h> endtime <y-m-d-h> share { on | off } [note <string>] csp <string> keylen {1024 | 2048} [certpsw

<password>] keyexport { on | off } keyprotect  { on|off }

SR

user sslvpn ir AT H#B 3, R M P AH K A 4

add ISR AR A

certuser FREARTR, EF5 7 AHOCHERAE

uid ZEITid, 6-15 frET

name BRI P AR, 115 AR R B, s, TRIZA S
company AL, DIVERR. BRI

department I, DIVEE K. BT

country Ezx, HRugs7/madiy, NRD71. BHACN

email B, PRAER R, BT

phonenumber FHL 5, 11 A%

bindip 465 ip, KU 192.168.0.1

bindmac g€ MAC, TTHITH: A—F KANGICTRE, B, ms, B9 %
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i XX-XX-XX-XX-XX-XX, B XXXX:XX:XX:XX: XX

bindhost 48 T, TR AT R, NRERL. kR 5.

B, WS WES. KRS TS, EE/. HIRA

starttime Ja FHsE], A% X4n: 2011-5-17-8 5 2011/5/17/8

endtime AR ], A%4n. 2011-5-17-8 5 2011/5/17/8

share M5 ILFZIFIE, on: HFJE, off: KMl ERIAKH

note ik, PAV'HERK

csp csp fH, PAV'FERER, ERINAN: 7 Leadsec M2 4 5¢”

keylen BEHKREE, KR, 1024 12048 {7 7] ik

certpsw R

keyexport RHAT SR, on: AT, off: AW[T, AT

keyprotect RIS, on: HFJH, off: AFFE, BIAATHE

EEHE:

G

~Bl e

sag user add certuser uid 335168849 name CERTUSER company \’leadsec\” department \”soft\” country CN
email denglizhi@163.com phonenumber 13811977477 bindip 192.168.0.1 bindmac ab:12:3a:34:b1:34 bindhost
hostname starttime 2011-9-3-12  endtime 2011-10-11-2 share off csp cspvalue keylen 1024 certpsw
123456789 keyexport on keyprotect on

12.3.9 EMWERAR:

Bk

sag user add twoauthuser uid <value> passworduser name <name> by {local {password <password>
[username <name>] [email <email>] [phonenumber <number>] [bindip <ip>] [bindmac <mac>] [bindhost
<hostname>] [note <string>] share { on | off } modifypsw { on | off} vip { on | off } sms { on | off }} | 1dap | radius

| ad} certuser by { local {name <name>[company <string>] [department <string>] [country <country>] [email
<email>] [phonenumber <number>] [bindip <ip>] [bindmac <mac>] [ bindhost <hostname> ] starttime <y-m-d-
h> endtime <y-m-d-h> share { on | off } [note <string>] csp <string> keylen {1024 | 2048 } [certpsw <string>]
keyexport { on | off } keyprotect { on | off}} | {ldap | ad | file } name <string> }

SH Y-

user sslvpn M7 AT HB4r, W P 2RAH R i &
add ININREEA AL

twoauthuser FREAXT G, WU 25 - A O HRAE

uid AT id, 6-15 hiELT
passworduser WEB I E

name BV ARR, 1-1S AP FRE B, s FRIZA S
company AL, PANV'HEE K

by J7i%:

local YaRes3ill

password FxROL

username M P47

email HL IR, ARtk R A X
phonenumber FHL 5
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vname email denglizhi133@163.com phonenumber

bindip 192.168.0.1 bindmac 123:456:789 bindhost

WA 1) 4= 26 PowerV AT ERAE T
bindip 46 5€ ip, A% xU1192.168.0.1
bindmac G MAC, TR A—F KANGICFEE, By, s, B9 &%
e XX-XX-XX-XX-XX-XX, B XX:XX:XX:XX:XX: XX
bindhost 85 ENL, ATHZHR: AREFHTEN AT, DRI R B 5.
BS. W5, W55, KT5. M5 EERF. HIERRG
note ik, PAV'HEE SR
share Mk SILEIFG, on: FF/E, off: KM, ERINKH
modifypsw B AATFR, on: FFE, off: XM, BUIATFE
vip VIP FH PR, on: HFJA, off: M, BRINJGHI
sms BEHF, on: JFa, off: KM, BRIASKH]

local|dap|radius|ad WAL HEZETTA, local AAHOLSH 7, TESHNZAT UL EH 75
ldap, radius, ad N =M =T7 & RGBT BHRSH
cert WEP R E

by 7%

local PaRre il

company AL, DAINVFEE R

department BT, BPAVHE R

country Fx, RAERFARECE, M. Bl CN

email BT, bRtk IR AEA% 2, BRI

phonenumber FHEM, 114787

bindip 4f5 ip, KR 192.168.0.1

bindmac g MAC, ATHITAT: A—F KANGIOCTFRE, By, my, B9 8K

e XX-XX-XX-XX-XX-XX, B XX XX XX XX XX:XX

bindhost e FHL, AT AERAITEIER, AR BB Y.
B, |9, W55, K79, M5, BER. HER

starttime JA S Ta], A% aXdn: 2011-5-17-8 8 2011/5/17/8

endtime B a], A%l 2011-5-17-8 2 2011/5/17/8

share K-S HLZIFOE, on-TFH; offt-5KHl: BRIASCH

note ik, PAVHERE R

csp csp fH, PAV'FEAEHK, BRIAA: 7 Leadsec P11 % 456”7

keylen K, 1024 F12048 fi7 7] i%

certpsw EBER, PIVEE R

keyexport FHPFFFK, on: AIF, off: AW, EIAARF

keyprotect FHRY L, on: HE, off: AHE, BRINAIE

local|ldap|ad|file WINEAHRESG R, local HAM OIS A, FHESENIZATLL EH5,

ldap, radius, ad N=ME=T7 04k  SaINAH 75

name F=JTUE A, NN =07 RS A i iR A

ERHEM:

y

il

sag user add twoauthuser uid 335168849 passworduser name localuser by local password 123456 username

09 share on note

350

cert-note csp csp-value keylen 102 4 certpsw 147258369 keyexport off keyprotect on
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13811977477 bindip 192.168.0.1 bindmac 123:456:789
bindhost denglizhi-host note new-note share on modifypsw off vip on sms on certuser by local name localuser
company cnmp department software country china email denglizhi133@163.com  phonenumber 13811977477
denglizhi-host starttime 2010-01-02-08 endtime 2012-01-02-
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123.10 R OSAFER:

B
sag user set passworduser uid <value> pid <value> name <name> password <password> [username <name>|

[email <email>] [phonenumber <number>] [bindip <ip>] [bindmac <mac>] [bindhost <hostname>] [note <string>]

accountpend { on | off } share { on | off } modifypsw { on | off} vip { on|off } sms { on|off}

S -

set 1B Bl B 2RI AR AT

passworduser FREAXT S, T4 H P AHCERE

uid kI Tid, 6-15 hidT

pid W/ id, 6-15 iy

name WEEM P ARR, 1-1560h 30, FRE By, s, TRIAAS

password B HA

username MP 4, 1-15A9h 30, 78 7. WS FRILHASE

email HL IR, FR i A% X

phonenumber FHLZi4

bindip g ip, #aU: 192.168.0.1

bindmac PE MAC, ATHITHF: A—F KANSIESCTRE, By, s, B9 i

e XX-XX-XX-XX-XX-XX, 8 XX XX XX XX XX:XX

bindhost e BN, ATHTA: AERTHTEIRY, AERmRL. BB 9.
G5 WES. KT5. A5 BIEM. HIERS

note ik, DIV R

accountpend M SHEERLTFOC, on: HHilE, off: AR, BUAAHE

share K5 HL=ZTFIC, on: JTJH, off: KM, BRINSCH

modifypsw ABBH2TTFK, on: JFH, off: KM, ERINITE

vip P9, on: JFJH, off: KM, BRIAKH

sms FASH, on: JHH, off: KM, ERIAKH

EREEM:

y

.

PASSWORDUSER

sag user add passworduser uid 335168849 pid 1234567890123 name password
denglz3@leadsec.com.cn phonenumber 13811977477 bindip 192.168.0.1
bindmac ab:12:3a:34:b1:34 accountpend off share off modifypsw on vip off sms on

123456789 username leadsec email

12.3.11 X O0SBAREYHA:

Bk
sag user set passworduser uid <value> policy { a | n| s starttime <y-m-d-h> endtime <y-m-d-h>}
SHUL
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user sslvpn A7 AT H8 5, WA PR K 4
set ﬂ%ﬁ&@ﬁﬁ%%%‘ﬁéﬁ
passworduser FREAXT G, 4 P AR
uid AP, 6-15 T
policy WIPRTS NG, a: —HEA, n: —HEHR, s VEYEEEH], BN —EAEK
starttime JE ], A% s0an: 2011-5-17-8 B¢ 2011/5/17/8
endtime MR R], RS Nam: 2011-5-17-8 B 2011/5/17/8
HEREHEMN:
T
~

sag user set passworduser uid 1234567890123 policy s starttime 2011-10-10-12  endtime 2011-10-11-12

12.3.12 BzIAF:

Bk
sag user mov user suid <value> duid <value> id <value>type {p|c |t}

Z2H VA

user sslvpn i 2478055, WA P AR a4
mov Fe sl H P e R A

user PREAG G, AR

suid JE @] id, 6-15 A Eis

duid HIKEsI11d, 6-15 s

id AP, 6-15 frEiT

type PR, pe O, o WERAS, @ SHAEMS
ERHEIN:

T

7~ :

sag user mov user suid 1234567890123 duid 1234567890124 id 1234567890125  type p

12.3.13 HBROSHAA:

Bk

sag user del passworduser uid <value> id <value>

SR

user sslvpn 7 2478055, WA A 4
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P2 42 K PowerV i BATEAE T
del T B3 I A 1
passworduser FREIRT SR, AR
uid P& i1 id, 6-15 hr &
id ZH P id, 6-15 fi ki
EREEM:
y
i
sag user del passworduser uid 335168849 id 3435036876

~ —

12.3.14 AFABRERR:
EE:
sag user show role type {p|c |t} uid <value> id <value>
SHUN-
user sslvpn fr AT 8057, WA P R4
show RRIFEALAE
role ‘ BRI E, Tﬁg{/ﬁ—'ﬁ‘)ﬂ)jﬁéfﬁﬂ‘% ‘ ‘ )
uid ZHBI]id, 6-15 Fi T
id FFid, 6-15 G4
HEERHEM:
7
Bl

sag user show role type p uid 1234567890123 id 1234567890124

123.15 OSAFPAERINEE:

Bk

sag user add passworduser roletouser uid <value> rids <value;value..> id <value>

SH V-

user sslvpn i 247805, WA P R 4
add BRI AR

passworduser BRI, HAHPMERER

roletouser AR

uid ZEklid, 6-15 iy
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rids ftuid, 6-15 L%y, TONZAS, EMER kR
id P id, 6-15 i
EEE:
.
i
sag user add passworduser roletouser uid 1234567890123 rids 1234567890125\; 1234567890128 id
1234567890126
123.16 OSRAFRAZRANERRF:
Bk
sag user upgrade passworduser totwoauth uid <value> pid <value> name <name> [company <string>]

[department <string>] [country <country>] [email <email>]
<mac>] [bindhost

csp <string> keylen < 1024 | 2048 > [certpsw <password>] keyexport

354

SHUHA:
user

upgrade
passworduser
totwoauth
uid

pid

name
company
department
country

email
phonenumber
bindip
bindmac

bindhost

starttime
endtime
share

note

csp
keylen
certpsw
keyexport
keyprotect

EREHR:

[phonenumber <number>] [bindip <ip>] [bindmac

<hostname> ] starttime <y-m-d-h> endtime <y-m-d-h> share { on | off } [note <string>]

sslvpn AT AT HER 3, R M P AH K A 2
FH 2R R F AR A
SRS, D4 P AR E

BRI

T id, 6-15 frEE

A id, 6-15 fids

{ on | off } keyprotect { on | off}

e AARR, 115 e, PR e S, TRIZAS

B, PANHEE SR
BRIT, PANEE SR
B, REgfrfeigis, N1, BACN
BT HRLE, AR THREREt, BRI NS
FHLSS, 11 s
455€ ip, H&aRl:
485 MAC, 7745
A XX-XX-XX-XX-XX-XX, B XXXX:XXXX:XX:XX
2 ML, ATHTER: LR TR,
BE. 5. X515, KRTF5. M5, EERF. IR
o R E), A% adn: 2011-5-17-8 8%2011/5/17/8
A E], A% 0. 2011-5-17-8 5( 2011/5/17/8
K-S HLZIFE, on: HFJE, off: JCH], ERINFKH]
ik, PAVEESR
csp, LIN'HEELSR, ERIAN “Leadsec P71 ZE 42 5
SRR, 1024 1 2048 fi7 AT ik
WEF R, PIV'HER R

192.168.0.1

A—F RNGICrRE, By, W5, B9 %

AFEREL . RRE LB

AR SIS, on: A]S, off: AR[F. BRUAAT S
mj%ﬂ{%%}j}jﬁéé7 on: ﬂ:E, Off: Z:}FEO ?Kﬁ\mﬂ:ﬁ
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il

sag user upgrade passworduser totwoauth uid 1235678978 pid 1234564 name testname company \’leadsec\”
department \”develop\” country CN email zhangsan@leadsec.com.cn  phonenumber 123445678925 bindip
192.168.0.1 bindmac 123:456:789 bindhost hostname starttime 2010-1-2-8 endtime

2012-8-2-9 share on note \"notetext\” csp \’csp-value\” keylen 1024 certpsw

\”147258369\” keyexport off keyprotect on

123.17 iEBRAPERER:

Bk
sag user show certuser uid <value> cid <value>

Ui

user sslvpn i 2478055, WA P R4
show BRI

certuser FREAG G, AR A A

uid ZETid, 6-15 AT

cid Wt id, #rrds

EREEN:

¥

7~ :

sag user show certuser uid 1234567890123 cid 12345adb7890125

12.3.18 {EXIEEAAER:

Bk

sag user set certuser uid <value> cid <value> [email <email>] [phonenumber <number>] [bindip <ip>]
[bindmac <mac>] [bindhost <hostname>] starttime <y-m- d-h> endtime <y-m-d-h> share { on | off }  [note
<string>]

SH U

user sslvpn iy 2478055, WA P RA 4
set 1B AU TC B R AR A

certuser FREAXS G, ES A SRR

uid ZERITid, 6-15 fr3T

cid WEPBHPd, B Bdas

email BT I, AR AR =X
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phonenumber ERVIR T

bindip 485 ip, #:  192.168.0.1

bindmac 45 MAC, "R A—F KANFRFRE, 7, w5, B9 %
i XX-XX-XX-XX-XX-XX, B XX XX XX XX XX XX

bindhost i EHL, FTHZR: EEATEHFR, DMEERIL. R B5.

BE. M5, X515, KT5. NS, BER. #IRA

starttime Ja FHsEE], A%t 2011-5-17-8 B 2011/5/17/8

endtime BB E], k0. 2011-5-17-8 B 2011/5/17/8

share MRS ILEZHIE, on: FFJE, off: KM, BRIAIEH

note Wi, DINVERR

EREI:

"

7~ :

sag user set certuser uid 1234567890123 cid 123233add2321 email shangyp@163.com phonenumber
13811075355 bindip 1.0.0.112 bindmac 32:ab:45:2d:63:1c starttime 2011-10-11-15 endtime 2011-11-10-15
share on note \"notetext\”

12.3.19 #ERIEBAF:

Bk

sag user pend certuser uid <value> cid <value>
SHVH:

user sslvpn 7 2478055, WA RAE 4
set B E AR
certuser FREAXT G, EF5 P A R
uid BT id, 6-15 hiET
cid WERH i, BT Ras
EREEM:

T

.

sag user pend certuser uid 1234567890123 cid 123321

12.3.20 EBRAPARARNERAF:

B
sag user upgrade certuser totwoauth uid <value> cid <value> password  <password> [email <email>]

[phonenumber <number>] [bindip <ip>] [bindmac ~ <mac>] [bindhost <hostname>] [note <string>]
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SH Y-
user
upgrade
certuser
totwoauth
uid

cid
password
email
phonenumber
bindip
bindmac

e

bindhost

sslvpn iy AT 8055, WA P R4

THERIEA A
BRXR, 1A PR AR
2 (it

AT id, 6-15 FrEF
PR d, BT iads
BREO4
TR, A vt R A A% =X
FHL S
405 ip, #aUtm:  192.168.0.1
485 MAC, TR A—F KANSICERE, B, s, B9 %
XX-XX-XX-XX-XX-XX, B XX XX:XX:XX:XX: XX
g FEHL, THTR: AR TR, MERIL. XFE. 5.

B, WS, X515, KT5. A5, BIER. HIRR

note

ERER:
¥

il

g, PIVIEERSR

sag user upgrade certuser totwoauth uid 1234567890123 cid 125345ad67890124 password
email wangjjl1@leadsec.com.cn phonenumber

13811075355 bindip 1.0.0.112 bindmac 34:ab:3e:93:2£:92 bindhost

hostname note \”’notetext\”

12.3.21 iEH A PR

Bk

sag user add certuser roletouser uid <value> rids <value;value...> cid <value>

SH Ui
user sslvpn fy 2ATB 4>, M P RA R4
add AIEE PN L (S

certuser SR, AR P AR E

roletouser
uid

rids

cid
ERED:
"

il

357

BRVERAY, F PR

ZERI74d, 6-15 frkis:
BRTRIRRIMAEid, 6-15 iy, TAZAS, P26
EBH T id, Hirrtals

12345678
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sag user add certuser roletouser uid 1234567890123 rids 1234567890125\;23142351

123456ab7890126

12.3.22 HRIEB A

B
sag user del certuser uid <value> cid <value>

S A

user sslvpn Ay AT H8 5, WA P IRAH K 4
del M B 28 i A e 1

certuser SoRXT R, R AR E

uid ZE1]id, 6-15 iy

cid BRI, et ds
HERE:

0

~ :

sag user del certuser uid 1234567890123 cid 1234567890126

12.3.23 WERAPELSEN (FxitOSEAR) :

cid

[bindhost

B

sag user set twoauthuser password uid <value> pid <value> cid <value> password <password> modifypsw
{ on | off} [email <email>] [phonenumber <number>] [bindip <ip>] [bindmac <mac>]
<hostname>] starttime <y-m-d-h> endtime <y-m-d-h> share { on | off } [note <string>]

SHVH:

user sslvpn Ay AT 8B 5r, ZEMA P RA KA 4

set BB BRI AR

twoauthuser WIRNT G, WK Z R R

password A SRR, 2O R H A BRIER A N

uid il id, 6-15 hidT

pid 4R id, 6-15 fi%y

cid EREEK i, HFTds

password HxOL

modifypsw A HAIFR, on: JFE, off: KM, BUIAKH

email AL WA, FR vt A% =X

phonenumber SRR T

bindip 45 ip, M. 192.168.0.1

bindmac 8% MAC, WTHTR: A—F RANS3CFRE, #7, s, B9 %
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e XX-XX-XX-XX-XX-XX, B XX XX XXXX:XX XX

bindhost 4P EHL, ATHTR: ALEATTE R, AEERE. kP 5.
BE. M5, W55, KT5. M5, FERS. HIES

starttime Ja R Al A& aan: 2011-5-17-8 B(2011/5/17/8

endtime FIHARS ], #&%4m: 2011-5-17-8 8. 2011/5/17/8

share MSILZEHILE, on: FF/E, off: KM, ERIARMA

note ik, DINVHEiESk

ERFH:

o

iR

sag user set twoauthuser password uid 1234567890123 pid 23423432423  cid 54545abc454 password
123456789 modifypsw off email shangyp@163.com phonenumber 15110268809 bindip 1.0.0.1 bindmac
34:ab:3e:93:21:92 bindhost hostname starttime 2011-10-11-12 endtime 2011-10-11-14 share off note \’notetext\”

12.3.24 HERNERERF:

B
sag user del twoauthuser uid <value> pid <value> cid <value>

SHULH:

user sslvpn i AT 807, ZEWH R a4
del TR B 2R AR 4 A

twoauthuser SoRXT G, X AR A

uid %7 id, 6-15 fiET

pid M4 HEd, 6-15hiy

cid ERREEId, e ras
ERHI:

"

il

sag user del twoauthuser uid 1234567890123 pid 1289843585 cid 123ab6789¢f0

12.3.25 WEFEHPFESR:

B
sag user degrade twoauthuser uid <value> pid <value> cid <value> type {p|c }

SHU:
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user sslvpn AT 2478055, WA P R4
degrade R I AR

twoauthuser WoRXT G, XU Z H A A

uid %I id, 6-15 fhr T

pid 4R &K id, 6-15 8T

cid EBREId, e tds
ERE:

o

A~

sag user del twoauthuser uid 1234567890123 pid 1234567890125 cid 1234567890126 type ¢

12.3.26 FEENEZER:

B

sag user pend twoauthuser uid <value> pid <value> cid <value>

SHVH:
user sslvpn i 24T H#E 5, ZOWH PR A 4
pend FERD R A HRAE
twoauthuser RN G, XUR R A O ERAE
uid AT id, 6-15 A
pid A4 R % id, 6-15 %7
cid EBRERId, Hrrids
EREIR:
y
il
sag user pend twoauthuser uid 1234567890123 pid 1234567890125 cid
12367akl189de01

12.3.27 #LEMBROSRAF:

B

sag user del passworduser more uid <value> pids <value\;value..>

SHULH:

user sslvpn iy 2478055, WA RAE a4
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WA 1) 4= 26 PowerV AT ERAE T
del T B S A A
passworduser BRXTG, FA PR SRR
more Ejia=willS
uid ZTid, 6-15 fr ki
pids HAR P id, A2 AS, s R
ERHED:
T
7~

sag user del passworduser more uid 1234567890123 pids 1234567890125\ ;1234567890126

12.3.28 HLEMBRER A F:

Bk
sag user del certuser more uid <value> cids <value;value..>

Z2H U

user sslvpn i 4T85, WA P AR a4

del TR B 2R L AR e A

certuser SRS, R P A CERAE

more L= MIBR

uid ZERITid, 6-15 fr T

cids WEPHP I, BBl s, nfhEAS, FiaE N ke
EESE:

N

A~

sag user del certuser more uid 1234567890123 cids 1234567890125\ ; 1234567890126

12.3.29 HtEMERVNERAF:

Bk

sag user del twoauthuser more uid <value> { pids <value;value..> | cids  <value;value..> }
SR

user sslvpn T2 ATER 7>, ZWH P 2R R a4

del T 2R A HR A

twoauthuser ERAT R, RS A SRR

more EjiA=v/ill7S

uid ZARITid, 6-15 A%y
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pids H4KHZEid, 6-15 %7, "AZA, HEMER" 70
cids WEPRKId, BrsBdas, v T2, a2k
EEHEM:

¥

iR

sag user del twoauthuser more uid 1234567890123 cids 1234567890125\ ; 1234567890126

12.3.30 AREERESH:

Bk
sag user export { csv | data }

SH -
user sslvpn AT 2478055, WA PR a4
export FHOERE S, 08 esv F date PP
FEEHEM:

.

7~

sag user export csv

12.3.31 APEHRESA:

Bk
sag user inport { csv | data } path <string>

SH -

user sslvpn iy AT 8055, WA P R4

inport FH R, 43N esv F date AR

path AR P & SRR, DIV REREOR, S SCRE R
] 78 S A A7 B T %A T RIT], #UATCAa i, WER

ERE:

G
7~

sag user inport csv path \”e:/a/b/c/d.csv\"
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12.3.32 AROSRAR, @i ldap A0 EE:
B
sag user upgrade passworduser by ldap uid <value> pid <value> name <name>
SHYH:
user sslvpn iy 2 ATHR4Y, M F2RA a4
upgrade TR FEAR A
passworduser 14 H P
by L ADIEY
ldap =07 77 KPP
uid #ITid, 6-15 i EF
pid A4 id, 6-15 hiis
name LS =TI IR 2= A FR, %5 T LDAP fil AD S DN 4244, XFiE

FAHERA T

ERFEM:
e
i

sag user upgrade passworduser by ldap uid 1234567890123 pid 1234567890124 name uid=%user

%.,0=tcl,c=cn
AJ A A -

12.3.33 AROSAR, BE ad FINESEE:
Bk
sag user upgrade passworduser by ad uid <value> pid <value>name <name>
SHUHA:
user sslvpn T 2478055, ZZWH PR 4
upgrade ff@%?@%%%iﬁiff
by E%ﬁﬁ‘
ad H=TT T AR
uid #Wilid, 6-15 S EFE
pid HA 7 id, 6-15 fi 8y
name 3 5 =TT IR NI R R A4 R % T LDAP AL AD J9 DN 4244, X

TAEF A E R4 T
ERFEM:
363
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¥

il
sag user upgrade passworduser by ad uid 1234567890123 pid 1234567890124 name Y%user

Y% @leadsec.sag.com

12.3.34 AROSHR, BEXHFRMEBER:

B

sag user upgrade passworduser by file uid <value> pid <value> name <name>
SHVH:

user sslvpn iy 2 ATHR4, M P 2RM a4

upgrad THRRFE A

passworduser H4H P

by FRE77 50

file 5B =7 7 AR

uid #Ilid, 6-15 Ak

pid FAH A id, 6-15 Ry

name @L%—ﬁﬁMMI%%M,ﬂ?meﬂmpﬁDNéz Xt
HEREM

e

il

sag user upgrade passworduser by file uid 1234567890123 pid 1234567890124 name

%@leadsec.sag.com

364

12.3.35 ALIEBRARF, &id ldap FMOSHER:

B

sag user upgrade certuser by ldap uid <value> cid <value> name <name>

SH -

user sslvpn A7 AT 885, WA P IAH K
upgrade TR A A

certuser WEF A

by LD

ldap BT 77 AR, B8 =T7 1dap H 7
uid #ilid, 6-15 1%y

cid WP id, 6-15 hidey

%user
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name EIE IR E LR, T LDAP f1 AD A DN 4244, SFTFi A
BIRE T

EEHEM:

o

~:

sag user upgrade certuser by ldap uid 1234567890123 cid 12345678901234 name uid=%user%,0=tcl,c=cn

12.3.36 ALIEEAR, B ad FMOSEE:

B

sag user upgrade certuser by ad uid <value> cid <value> name <name>
SR

user %Mm AT, W P A i &
upgrade ﬁzl»‘f%%{/ﬁ

certuser iIHj}Fﬁ F

by Fa A =

ad B=TTHT AL, B=T7ad I
uid i Tid, 6-15 fikr

cid ERM i, BT TS
ERE:

p

il

sag user upgrade certuser by ad uid 1234567890123 cid 12345678901234 name Y%user
Y%(@leadsec.sag.com

12.3.37 ALIEBRA R, @i radius FMOSER:

B

sag user upgrade certuser by radius uid <value> cid <value> name <name>
SHVH:

user sslvpn Ay AT H#R5r, WA P A 4

upgrade TR A A

certuser WEHH P

365
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by LW

radius B SRR SE, =77 radius H 77

uid E17id, 6-15 ST

cid R, 6-15 fis

name HILE = IR R 4K, XT LDAP il AD DN 424, *f
TEF AR ERA T

ERHEI:

"

~l:

sag user upgrade certuser by radius uid 1234567890123 cid 12345678901234 name TEST

12.3.38 BREFEAE=HFERMINERAFER:

B
sag user set twoauthuser thirdpart uid <value> pid <value> cid <value> [email <email>] [phonenumber
<number>] [bindip <ip>] [bindmac <mac>] [bindhost <hostname>] starttime <y-m-d-h> endtime <y-m-d-h> share {
on | off } [note <string>]
SR
user sslvpn fr AT 80 55,  ZWAH P RA R4
set BB SRR A AR
twoauthuser PGSR PSS
thirdpart TVINAE Sl K v RN RS LAY P S 2
uid ZEI]id, 6-15 My
pid M4 R K d, 6-15 hider
cid IEBHEEKd, Hrridas
email L RIS, A oA A A =X
phonenumber FHLSY
bindip 4852 ip, 1192.168.0.1
bindmac 985 MAC, "WHFR: A—F K/ANFEILFEE, 8T, WY, B9 K
A XX-XX-XX-XX-XX-XX, B3 XX XX XX XX XX:XX
bindhost G T, TR ARRTHTENERT, AEdER. R E 9.
B9, WS, XWalg. RT5. M9, BHER. HIERR
starttime J& FAEF ], A =Xan: 2011-5-17-8 5% 2011/5/17/8
endtime FHARA], KR 2011-5-17-8 3% 2011/5/17/8
share M5 ILZIIE, on: JHH, off: KM, ERIAKH]
note A, PAV'HEE R
VR
T
il

sag user set thirdpassword uid 1234567890123 pid 1234567890124 cid 1234567890125 starttime 2011-
10-11-12 endtime 2011-11-9-12 share on note \’notetext\”

366
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124 EEBRREXGSLEE:

1241 BROABAGER:

B
sag role show role

SH Y

role sslvpn fy 247885, WA B K m S
show e N

role e R, BRfAtER

ERHN:

v

7~

sag role show role

12.4.2 it EMMERIEAIR :

B

sag role del role more rids <value\;value...>

S A

role sslvpn T 247884, MM GRS

del i) g R A 1

role PAEXT R, O ERAE

more il =v.)il] % A

rids fAtaid, 6-15 %, 2N id AN 4 BE
EREI:

A RS H A, WA R

NGB

sag role del role more rids 1234567890123\;1234567890124
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(RSERE: e

12.4.3 HilERBEANfReE:

Bk

sag role del role rid <value>

SH V-
role
del
role
rid

ERE:
¥

il

sslvpn #4780 7, WA BSR4
T B B AR e A

BRAEXT G, MHIBR A
fithid, 6-15 s

sag role del role rid 1234567890123

12.4.4 EXAtE:

B

sag role set role rid <value> name <name> [note <string>]
SHV A

role sslvpn Ay 2478843, %M A B KM 4

set BB IFEA AT

role BAEXT %, B efE R

rid it id, 6-15 frhr

name AL T, -5 C. PR B, WS, MRIZLAS
note MEAhRERE, DIV R

HERE:

o

il

sag role set role rid 1234567890123 name nametext note \”’notetext\”

1245 ABERPEFZER

368
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T

sag role show service rid <value>

U

role sslvpn 2478055, WA BRA M4
show IR RFE AR

service RS, RS ZBEEE

rid it id, 6-15 frkr

ERHEIN:

"

Bl

sag role show service rid 1234567890123

12.4.6 AEBERINIRS

B

sag role add service mids <value\;value...> rid <value>
SRV

role sslvpn T 247805, ZEW A BRAH G 2
add TSN FEAHRAE

service BRAEXT R, RS 3
mids R4S id, A Z AN RS id 5, FRER "\ 40 F&
rid fatuid, 6-15fi%y

FERH:

y

Bl

sag role add service mids 1234567890124\;123567890125 rid 1234567890123

12.4.7 AEEKRER:

B

sag role show policytorole rid <value>

SR

EATIBIE R A5 R EARAGIR A ]



>
b

=N

WX 12 4= P ¢ PowerV Tt

=)

Il

P F T

370

role sslvpn AF 2 ATHR 5, WA B K &
show BN ARAE

policytorole PREXT R, SRS BRAH OCERAE

rid fithid, 6-15 MiEy

ERED:

g

il

sag role show policytorole rid 1234567890123

12.4.8 AR M:

B

sag role add policytorole rid <value> poids <value\;value...>
SRV

role sslvpn T 247807, ZEW A B G 2

add TSI FEASRAE

policytorole BRAEXT R, SRR A R A

rid fataid, 6-15 %y

poids HWE id, 6-15 i, FIONZEAS, PIRE AN )RR
FERH:

y

il

sag role add policytorole rid 1234567890123 poids 1234567890123\;1234567890124

12.4.9 #nfpe:

B

sag role add role name <name> [note <string>]

SHUH:

role sslvpn iy 4T85, WA BRA K4

add ISR AR AE

role PAEXT G, fAtaAR

name AL, -SSP BE. WS FRIZRAS
note AN TRIERE, AV REER

ERE:

EATIBIE R A5 R EARAGIR A ]



WX 12 4= P ¢ PowerV

FTHRAET

371

T
A~

sag role add role name rolename note \’notettext

bR

12.4.10 ZPFinR LR ER:

Eik LVIEER

sag role show policy

SHUH:

role sslvpn AT, TSR K2
show NI

policy BRAERT R, SRNEE P QA
ERE:

i

A~

sag role show policy

12.4.11 EPRREFHKIBREASTER:

B

sag role show policy id <value>

SH U HA:

role sslvpn AT AT H#B4r, WA LA K &
show iﬂt%ﬁﬁiﬁﬁf

policy BAEXT R, B ELAH IR

id EFJ%%M,6wuﬁ%

ERE:

N

Bl

sag role show policy id 1234567890123
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12.4.12 BHEFiRR S HREE:

T

sag role set policy id <value> name <name> [note <string>] clear { on | off } limit
{no|in]all } [os <string\;string...>] [broswer <string\ string...>] [desktop
<string\;string...>] [ except <string\;string...>] access { on | off }

SHULH:
role sslvpn Ay 2 ATH8 5, WA B K4
set & e B R A R AE
policy BAEXT &, SRRE A B CHR R
id BRSNS id, 6-15 AL g
name GRS, 115030, F8E BT W5 MRILAS
note FERE, DIV R
clear TEEEM _ads%, on: FFJE, off: %M, BRIAAKIA
limit i Sz B, no: JCRRMI, in: BRMSCEEEEHALYT R CRMAZEIE)
all: B a8 b AR DT R, BN “ PR
0s BERgE, BRI ANl E ik, AFEEZERA. TN
2N, 2 6
broswer MRt A, "N EZANSE, ZRA ke
desktop RZaeft, AfLUNZANSEL ZEE 0ok
except 2 Uiz RBEAAE TR B, FRECEGIAN, B4
M limit &N in flall B, JaH. ATLUCAZASE, Z R 00
access LeadSec PUTHI N 22 28 B RGN, & B HEANTF R, on: HF/H,
off: KM, BRI NI
ERHN:
o
A~

sag role set policy id 1234567890123 name plicyname clear off limitin os “windows
xp,SP3”"\;\"mac os\” broswer \"IE\"\;\"firefox\"” desktop \"desktop1\"\;\"desktop\”
except \"abc\"\;\"cba\" access off

12.4.13 ¥MEFinR 2 RKE:

B
sag role add policy name <name> [note <string>] clear { on | off } limit { no | in | all }
[os <string \;string...>] [broswer <string \;string...>] [desktop  <string\;string...>]

372
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[ except <string\;string...>] access { on | off }

U
role sslvpn AT AT H#B4r s WA LA i &
add ISR AR A
policy BRAEXT 5, SRMSE AR S ERAE
name GRFMES, 1-1506H30. TR BT, 5. MRIZLAS
note R, DIVHER SR
clear TEEEM Eds%, on: JFJH, off: JEM, BRUHKMA
limit Vi 3z, no: JGFRH, in: BRMRFEIEHARTE (AR
all: BMKEEE ALY, BRCA “TCFRH”
0s BERgGRE, BRIy SO0BCE fTiesE, AFEEmA. T2
S8, A ke
broswer PEARI A . ATLLRZANSE, <A ke
desktop R E. JUCRNZANSE, 2 55k
except M OCUiin sz PR BT B, FRECEFI AN B4R 2 limit £, in Al
allif, JEH. WTLCAZASE, 2 00
access LeadSec W1 A 22 5 H R g N R B HEATT G, on: HF/S,
off: KM, ERINKKHI
HEESM:
N
A~

3

sag role add policy name plicyname clear off limitin os “windows xp,SP3”\;\"mac ~ os\”

broswer \”IE\"\;\"firefox\” desktop \’desktop1\\;\”desktop\”  except \”abc\\;\”cba\” access off

12.4.14 MHIERE PimE & 5K

B
sag role del policy id <value>

S A -

role sslvpn Ay AT H#85r, WA B K4
del i) g R A 1

policy BRVEXT R, 7 Uity SRS AH 2K

id G id, 6-15 P T

ERE:

¥

A~

sag role del policy id 1234567890123

373
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12.4.15 P po) ol B i 55 SR e I 7 -

Bk

sag role show intranet

SH -

role sslvpn AF 2 ATH8 5, WA B K&
show BN ARAE

intranet BRUEXT S, I B RIS AH SR AE

EREI:

T

il

sag role show intranet

12.4.16 PRI B L B SRME 8240

B
sag role add intranet innet <ip\;ip...> [outnet <ip\;ip...>]

S

role sslvpn Ay AT H8 5, WA B K4

add BRI AR

intranet BEAEXT S, AL E SRS AH SR E

innet PIFBRE, SIUNL S, RN, W
ANZAS, HFEfE AN B, B RS R E e 1.0.0.1/24 BT,

X.X.X.X/XX
outnet BlAM e E, "AZAS, HEMERN R, g AEE: 1.0.0.1/24 B,
X.X.X.X/XX

ERHI:

N

il

sag role add intranet innet 1.0.0.1/24\;1.0.1.1/24 outnet 1.0.2.1/24\;1.0.3.1/24

374

EATIBIE R A5 R EARAGIR A ]



WX 12 4= P ¢ PowerV

(RSERE: e
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124.17 AERAFERER:

B

sag role show user rid <value>

SH V-

role sslvpn a2 ATHB4,  ZEW A A K4
show EIRFEFEAR A

user BEXT R, SWoRMAaH -

rid fthid, 6-15 Ry

HERE:

N

Bl

sag role show user rid 1234567890123

12.4.18 tEMRAERAF:

Bk

sag role del roleuser rid <value> ids <value\;value...>
SHU:

role sslvpn AT 247805, WA B2
del I o 218 A e A

roleuser BRI R, BAEMER P

rid fateid, 6-15 fiks

ids WA d, AT ZAS, HEAE N R
FERHE:

T

A~

sag role del roleuser rid 1234567890123 ids 1234567890123\;1234567890123
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12.4.19 BRI FERABRAERER:
B
sag role show usertorole
SH U HA:
role sslvpn fy 2 ATHB 5, WA I K m L
show N R AR
usertorole BRAERT R, SO A ESRRAER
FERH:
T
il
sag role show usertorole
12420 BIRAFRERAE:
B
sag role mov usertorole id <value> srid <value> drid <value>
SR
role sslvpn T 247807, ZEW A B G 2
mov BRI AR AE
usertorole BRAEXT 5, SHOOH P A SRR ARG
id W id, 6-15 5y
srid FRBM MG, 6-15 M7
drid HEREK M id, 6-15 %y
R
g
il
sag role mov usertorole id 1234567890123 srid 1234567890124 drid 12345678901235

12421 EFIRFERACRER:

B

EATIBIE R A5 R EARAGIR A ]
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sag role show usertorole
SHUHA:
role sslvpn T AT ER 7, B B RAH R dr 4
show IR RIEAERAE
usertorole BRAERT R, S A SRR AR
HEERHEM:
.
il
sag role show usertorole
12422 EFIRFRE#RAE:
Bk
sag role copy usertorole id <value> srid <value> drid <value>
SHUHA:
role sslvpn AT AT E 7y, WA AR K fr 4
copy S| I A AR
usertorole BAEXT R, Eﬂﬁﬁﬁ)jﬁéi}%*ﬁ%
id fENAH I, 6-15 AT
srid TRERI AT d, 6-15 My
drid HrRER M id, 6-15 5
EREM:
y
i
sag role copy usertorole id 1234567890123 srid 1234567890124 drid 12345678901235

12.4.23 (LB EMER:

B

sag role show userposition rid <value> id <value>
SHHH:

role sslvpn A7 AT H#B4, WA ELIAH i &
show BRI AR

userposition BREXT G, P AL B SR EEAH G ‘

rid B M id, 6-15 %
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id

EREHR:
¥

A~

AR id, 6-15 s

sag role show userposition rid 123456789 id 987654321

12.4.24 &L E REE:

Bk

sag role set userposition rid <value> id <value> pospolicy { no | in | out }

S
role

set
userposition
rid

id
pospolicy

ERHM:
u

il

sslvpn i AT 807, WA BRM w4
W BB SRR AR AR
BEEXT R, F P AL B SREEAH C
SR d, 6-15 ks
A id, 6-15 hids
LB RIS, no: WA, in: W, out-#hM, ERINAEA BRI

sag role set userposition rid 1234567890123 id 1234567890124 pospolicy no

12.4.25 HERABERRP:

B

sag role del user rid <value> id <value>

SH U

role

del

user Bk
rid

id

HERHEIR:
¥

378

sslvpn T 4T85, WA BSR4
TR 24 o A 4R A

XITR, FH P RHERAE

P AT EfMAid, 6-15 Miis

M Fid, 6-15 iy
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7~
sag role del user rid 1234567890123 id 1234567890124

12.4.26 #NBFiLiE:

B

sag role add filter rid <value> type { cert | Idap | radius | ad } content <string>

SR

role sslvpn iy 2478055, WA B RA 2

add IS IR AR A

filter BRAERT R, 1 UEAH SR AR

rid P i@ M e id,  6-15 A s

type L ERAL, cert: WETSH )T, Idap: LDAP H )7, radius:
RADIUS fi/*, ad: AD F}

content HIENA, PIVHERR

FERE:

T

iR

sag role add filter rid <string> type ldap content \”OU=Unit1\”

12.4.27 #HRMBFIEXR:

B
sag role set filter rid <value> type { cert | Idap | radius | ad } content <string>

SHULH:

role sslvpn Ay AT H8 5, WA B K4

set 16 DAURC B R AR A E

filter BRUEXT S, b AR SR

rid H P )& At id

type LIS PERA, cert: UETH P, 1dap: LDAP /7, radius:
RADIUS F{J/*, ad: AD H "

content RN, PAVHERSR

ERHI:

N

7~
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sag role set filter rid <string> type ldap content \"OU=Unit1\”

12.4.28 EIMNE R ER:

B

sag role show departoftwoauth

SH U

role sslvpn iy 2478055, WA B RA 4
show BRI AR

departoftwoauth BRUEXT G, WA AR

ERE:

y

A~

sag role show departoftwoauth

12.4.29 BITANERARER:

B

sag role show useroftwoauth uid <value>

SH -

role sslvpn fy 2 ATH84,  ZEW A M K4
show R REEARHAE

useroftwoauth BRVER R, WURE Aok

uid TR id, 6-15 1T
HERE:

T

A~

sag role show useroftwoauth uid 1234567890123

380
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12.4.30 AP NERAFBHE:

B
sag role add twoauthusertorole rid <value> uid <value> pid <value> cid <value>

S

role sslvpn T AT 867y, 2 MM CE L2

add N INEFE A R A

twoauthusertorole TSI 2= F P 3 A

rid fitaid, 6-15hi%r

uid #Wilid, 6-15 frEs

pid WEHE =M AR, 6-15 hidT

cid MR EBR R d, ey /rals

EREEM:

.

i

sag role add twoauthusertorole rid 1234567890124 uid 1234567890123 pid 1234567890125 cid
1234567890126

12.4.31 #LEEMRERZHF:

Bk
sag role add twoauthusertoroles rid <value> uid <value> pids < value\;value ...> cids <
value\;value ...>

SHULHA:

role sslvpn iy AT #B4r, 2 A LA K i &

add ISR AR A

twoauthusertoroles WINZAN R ZH P 3 fE

rid ffhid, 6-15 s

uid HI1id, 6-15 fr T

pids MR AAHEER I, 6-15 687, Fh2A, hIafERN 7k
cids MR ZEHPAEBREE d, 6-15 M8, movEAs, JiaEHN 5k
ERED:

¥

7~

381
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sag role add twoauthusertoroles rid 1234567890124 uid 1234567890123 pids

1234567890126

382

12432 BMEBERARER:

B

sag role show departofcert

SH V-

role sslvpn iy 2ATHB4Y, M A ERA 4
show N REEAHAE

departofcert BRUEXT S, ETH P ARSR

HERE:

y

7~

sag role show departofcert

12.4.33 BWIIAREBRAFPER:

B

sag role show userofcert uid <value>

SHULHA:

role sslvpn AT AT H#B4r, WA ELIAH i &
show SN RFE AR P

userofcert BEXT G, WA= AR

uid HEAERIERIT id, 6-15 i
EREN:

’

il

sag role show userofcert uid 1234567890123

1234567890125
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12.4.34 EIMEMEBRAFEIRE:

1B

sag role add certusertorole local rid <value> uid <value> cid <value>
SHULH:

role sslvpn a2 AT HB4,  ZEW A M K4
add ISR AR

certusertorole ANIEBH 24

local A EH A

rid At id, 6-15 fir

uid H7id, 6-15 frgE

cid MR id, 6-15 fi s

ERHI:

"

il

sag role add certusertorole local rid 1234567890124 uid 1234567890123 cid 1234567890126

12.4.35 #tEEMEBAFRIRE:

B

sag role add certusertoroles local rid <value> uid <value> cids < value;value ...>
SH -

role sslvpn AT AT HER 73, 5 AR L AH K A 2

add TSN EEA SR

certusertoroles W2 AUE - 2

local ARHAETS

rid fAthid, 6-15 i ¥T

uid I lid, 6-15 frEy

cids WERH i, 6-15 frdE, wIAZAS, lEE 4k
FERE:

i

7~

sag role add certusertoroles rid 1234567890124 uid 1234567890123 cids 1234567890126

383
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12436 AEREMOSARER:

B

sag role show departofuser

SH U HA:

role sslvpn fy AT HB4,  ZEW A LM K4
show R REEARHEAE

departofuser PAEX R, D4R

FEEHE:

p

A~

sag role show departofuser

12.4.37 BITAOSARER:

B
sag role show userofpassword uid <value>

SHU:

role sslvpn i 2 ATH84), M A ERMm S
show e N

userofpassword BRAEXT G, DA P MK

uid HEERIET] id, 6-15 73T
EEED:

y

A~

sag role show userofpassword uid 1234567890123 '

12.4.38 EMBENOSHAFEIRE:

B
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sag role add passwordusertorole local rid <value> uid <value> pid <value>

SH -

role sslvpn AT AT HER 3, 5 MAR L AH K A &
add NI IE A HRAE
passwordusertorole N4 P 3

local A Hh 14 FH A

rid fitaid, 6-15 fr%y
uid ITid, 6-15 frkk s
pid M4 id, 6-15 hidy
HEEEM:

7

A~

sag role add certusertorole local rid 1234567890124 uid 1234567890123 pid 1234567890126

12.4.39 tEEMOSAFIIRE:

B

sag role add passwordusertoroles local rid <value> uid <value> pids <value;value ..>
SH V-

role sslvpn T AT ER 7, B B RAH R 4

add IR R AR A

passwordusertoroles mMEAH4H PRI

local A T4 F

rid fathid, 6-15 ¥y

uid ITid, 6-15 S %y

pids A4 id, 6-15 i, whZAS, N, 755
FEREER:

T

iR

sag role add passwordusertoroles rid 1234567890124 uid 1234567890123 pids 1234567890126

12.4.40 318

Bk

385
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sag role add certusertorole by file rid <value> name <name>

ZH B

role sslvpn iy AT 8055, WA BRM R w2

add ISR A HEAE

certusertorole BEVEXT R, AEH R AESE

by #8755

file L1y W b U S

rid fafhid, 6-15 s

name X4, HTEEITZ S ER, 1-15 frp e, 8 B0 s .
TRIZAH &

ERHN:

I

Bl

sag role add certusertorole by file rid 1234567890123 name TESTCERT

12.4.41 @i LDAP #iniE+H

B

sag role add certusertorole by Idap rid <value> name <name>
BV

role sslvpn iy AT HB5r, M A EEM K a4
add IIEE TN (S

certusertorole BEEX R, AEBH AR

by ¥ hnJ7 =

ldap JEIT LDAP #4m

rid fatuid, 6-15 %y

name AR, T E STz
ERE:

.

Bl

sag role add certusertorole by ldap rid 1234567890123 name TESTCERT

12.4.42 j#iT LDAP #tEHEMIES:

386
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B

sag role add certusertorole by Idap more rid <value> names <name\;name..>
SH Y-

role sslvpn AF 2 ATH8 5, WA B K4

add TN INRFE A SR A

certusertorole BRI, UETSH PSR

by 75 5

ldap BT LDAP #4mn

more Rk &

rid ftid, 6-15 T

names 4, RN DNAESESE, N2, fEHN'2 0
ERHE:

B, FIWETS LDAP R IEH

iR

sag role add certusertorole by ldap more rid 1234567890123 names namel\;name2

12.4.43 BT ad #EHNIER:

B

sag role add certusertorole by ad rid <value> name <name>

SH U HA:

role sslvpn Ay AT H8 5, WA B K4

add ISR EEAR A

certusertorole BAEXT G, AETH P AR

by W77 X

ad W7, i AD ¥

rid ffhid, 6-15 A%y

name X4, AT GRETZSCHE R, 1-15 AP S0, B B O
TRIZAE

ERE:

N

Bl

sag role add certusertorole by ad rid 1234567890123 name TESTCERT

387
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12.4.44 B ad HEEIEMIER

B

sag role add certusertorole by ad more rid <value> names <name\;name..>
SHUA:

role sslvpn AT 24T H#077, ZWA R R a4

add I INRIEAARAE

certusertorole BAEX R, UET AR

by 1075

ad w7, JEid AD

more LRI INAR &

rid fatid, 6-15 fHT

names XA, BoRE) DNAESESE, FONEAS, AN FE
ERI:

FER: BOG, FIEZ S AD ERIER

il

sag role add certusertorole by ad more rid 1234567890123 names namel\;name2

12.4.45 B33 LDAP #mMO$ A~

Bk

sag role add passwordusertorole by Idap rid <value> name <name>
SHUHA:

role sslvpn Ay AT #B4r, WA LA K 4
add ISR HE A HR AT

passwordusertorole BAEXT R, D4 H AR

by #n 77\

ldap JET LDAP 34

rid fithid, 6-15 fids

name 4, TR BTz
HEEEM:

y

A~

sag role add passwordusertorole by ldap rid 1234567890123 name TESTCERT
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12.4.46 B LDAP HtE#EMOSHF

B
sag role add passwordusertorole by Idap more rid <value> names <name\;name..>
S
role sslvpn Ay AT H85, WA B K4
add AIIESE ¥ N
passwordusertorole BRAERT R, SRR
by 175 5
ldap BT LDAP 3
more B NAR &
rid fithid, 6-15 fiEe
names A4, EoRH DNAESESE, AN, N
ke
EREIR:
ER: H, HIBTES LDAP &4 B
B
sag role add passwordusertorole by ldap more rid 1234567890123 names namel\;name2

12.4.47 &0 radius O R /:

B
sag role add passwordusertorole by radius rid <value> name <name> share
{ on|off } [note <string>]

SHU A

role sslvpn iy 24T 805, A B R dr 4
add ISR AR

passwordusertorole BRAERT R, AR AR

by BT =

radius 1# 1T radius 30

rid fthid, 6-15 fr T

name X4, radius ARESSSATREII SO CUAUFAE, A IR IO
share K5I, on: FFJE, off: KM, BRIAIH
note Pk, PAV'HER R

EREN:

¥

il

sag role add passwordusertorole by radius rid 1234567890123 name TESTRADIUS share

389
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off note \"notetext\”

12.4.48 #im AD #NOSHAF:

B

sag role add passwordusertorole by ad rid <value> name <name>

SHUH:

role sslvpn iy 2478055, WA B RA 4

add I INRIEA AR

passwordusertorole BRAERT R, AR AR

by LIS

ad it AD 4

rid Mttid, 6-15 %y

name W4, ATE Gz, 1-15 G230 8 ey s
T &

ERBEI:

x

w~Pl:

sag role add passwordusertorole by ad rid 1234567890123 name TESTPASSWORD

12.4.49 #fn AD #tEMOSRAF:

B

sag role add passwordusertorole by ad more rid <value> names <name;name..>
BV

role sslvpn A7 AT H85r, WA B K4

add NI EE AR A

passwordusertorole eI R, DA P A%

by 1 hn 7 =X

ad iET AD B

more LRI bR E

rid ffhid, 6-15 fr¥ry

names P4, Wi DNESESE, 24, AN 956
FERH:

oG, HWETS AD ERIER

Bl

390
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sag role add passwordusertorole by ad more rid 1234567890123 names namel\;name2

12.4.50 EXACRRNBEL B =7 RMEAF:

B
sag role set thirduser id <value> accountpend { on | off } share { on | off } vip { on |
off } [bindip <ip>] [bindmac <mac>] [bindhost <hosthame>] [bindvip <ip>]

SH U HA:

role sslvpn AT AT HB4r, WA LA K &

set BB B R R A AR

thirduser BAEXT S, 56 =7 AR

id Mid, 6-15 iy

accountpend MRS HAETF G, on: D, off: A, AR

share K5 IEEIFE, on: FFJE, off: KM, ERIAKH

vip VIP 1%, on: FJa, off: JRH, BRINKH

bindip 4B5€ ip, #%xUl 192.168.0.1

bindmac € MAC, FJHFR: A—F KANEHEFEE, BT, W5, B9 &
3 XXXX-XX-XX-XX-XX, 53 XXXX XX XK XX XX

bindhost e FHL, ATHTR: AREWHTEHIZR, AEIERIE. OR& B 5.

B WS WES. KT, S EIER. HIERA

bindvip g Tl ip, #4n 192.168.0.1

FERHE:

7

A~

sag role set thirduser id 12345467890123 accountpend off share off vip off

12.4.51 2B =757 AFRBEBON:

B

sag role set thirduser id <value> policy { a | n | s starttime <y-m-d-h> endtime
<y-m-d-h>}

SR

role sslvpn T 4T85, WA BRM 4
set B BB

thirduser BAEN R, F=TJTH X

id P id, 6-15 S8
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policy BRIHEN, a: —HAE n: —HER,
starttime Ja R Al A& aan: 2011-5-17-8 B 2011/5/17/8
endtime A A], A& tn: 2011-5-17-8 B 2011/5/17/8

HEREIR:
¥

il
sag role set thirduser 12345467890123 policy a

12.5 FHEM KBRS REE:

12.5.1 SEMEER:

B
sag peer show peer

SH -
peer sslvpn T AT HB 7, AT 45 X R RAH i 2
show BRI A AR
peer (O TP EAT DS EPS
R
T
il

sag peer show peer

12.5.2 {EEIFM X R IR:

1B
sag peer show singlepeer id <value>
SR
peer sslvpn i AT HE 4, NS 45 I S RAH K i 4
show R RIEAEEAE
singlepeer ERAERTR, X645 I SGAH oK
id SR id, 6-15 hrET
ERE:

s: VEAEM], BOA—EAN
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¥

i
sag peer show singlepeer id 1318447028175

12.5.3 BENFMXER

B
sag peer set peer id <value> name <name> address <ip> port <port> subnet <ip> authtype { p {username

<name> password <password>} | ¢ } [note <string>]

SHULHA:

peer sslvpn T AT 853, WA 55 W G SRAH S i 4

set & o e BRI A A E

peer (DU SIEAT PP

id SR id, 6-15 AT

name MR T, 1150, 7R . s, TRILAS

address W oeHihl, M xxxx

port WS 1, BRI 443

subnet WHEEMBE, A xxaxx/xx

username EFRMWS, TTHFR: K. NERCFERE, T, W5, TRIZL, DM

RGN 200 S — NPT
= NNNCE S St T S

password GREY, BREERMAAN S THEAMUER TR, 2K EN G,
KK EEN 15

note FERE, DIVHERSR

ERFEI:

.

A~

sag peer set peer id 1318447028175 name test address 1.0.0.1 port 443 subnet 1.0.1.1/24 authtype p username
testname password 154348745 note \”notetext\”

12.5.4 HHBREBFMXIER:

B
sag peer del peer single id <value>

393
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SHU:

peer sslvpn AT 24T 805, ZUNT 55 N G RAH i 2
del T R S I A A1

peer BRAEXT S, SRR A ¢

single LR G

id SHEEM S id, 6-15 hid T

FERE:

P

7~

sag peer del peer single id 123467497967

12.5.5 ZEBRMEM :

Bk

sag peer test peer id <value>

SHVH:

peer sslvpn AT AT H0 53, 25 MU 45 IR G R AR G A 2
test AT A PR A

peer BRAEXT R, XTEE M ICAH R

id XHEEM G id, 6-15 hidT

EREEM:

.

i

sag peer test peer id 1318447028175

12.5.6 HBRZFEMKRIER

Bk

sag peer del peer more ids <value\;value...>

SH U

peer sslvpn A AT HB 73, XS 55 W SGSRAH K A 2

del THIBR R FE A4 A

peer BRAEXT G, X&) A ¢

more EZ L OS]

ids XPEEMIOC 1d, i A 2 5k, IR 43R
394
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EREIR:
¥

i
sag peer del peer more ids 1318447028175\;1318446938139

12.5.7 FRIMATZFR X

B

sag peer add peer name <name> address <ip> port <port> subnet <ip> authtype { p {username <name>

password <password>} | ¢ } [note <string>]

SH -

peer sslvpn AT AT HE 7Y, T W 45 P AR K i &

add IS AARA

peer BRUEXT G, XTSI CAH K

name W4T, AN

address REHEE, R xxx.x

port W 1, ERIA 443

subnet XFEEMBL, M xxxx/xx

authtype WER R, p: AR, o WETHP, BRIAAHOLSHF

username Fxms, WTHTR: Ky DNEICTERE, BT, s, TRIZ, K

RLKEEN 200 BB DFRFLA

K ANEICCF R

password IR, BREIRGMN S SHEAIMUEE TR, 2OKENG,
BARKER 15

note FERE, DL EERESR

EEHEM:

T

il

sag peer set peer name test address 1.0.0.1 port 443 subnet 1.0.1.1/24 authtype p username test password

test123 note \"TEST\”

395

12.5.8 EFMRSMIRA :

B

sag peer show status

SR
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peer sslvpn A AT H0 73, 5 XS &5 WY SG SR AH K A 2
show mTﬁﬁzﬁﬁﬁf

status BAEXT S, WM OOIRESAE G
EREH

7

il

sag peer show status

12.5.9 ARIEBHEER:

Bk

sag peer show certchain

SH -

peer sslvpn T 24T 8855, AT 45 X G RAH K iy 2
show Jz/j“x%zl—‘%xf/ﬁ

certchain PRUEXT G, 0 A5 W DR AT AE IE FhEAH 5¢

ERE:
¥

il

sag peer show certchain

12.5.10 MHBRTT{SIES #&:

Bk

sag peer del certchain id <string>

SHUL

peer sslvpn fir AT 80575, W &5 N DG RAH K A &

del WIS I A B

certchain BAEXT S, XA R S AT F UE R EEAE R

id UEFS id, FEHBONIERARAIEAFR, LIV R
ERHEMA:

7

il

sag peer del certchain id
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\’¢5:05:40:0D:A3:D6:F1:93:1E:19:ED:2B:52:69:CC:73:82:6A\”

12.5.11 EmMAT{EIEP &%:

Bk

sag peer add certchain path <string>

SHUH:

peer sslvpn fF AT HB 7Y, XTS5 R RS R i &

add SIS ASH AR

certchain BAEXT R, 04 M SR TS UE B HEAH G

path IE AR, EEOELAK, @M mEas, vk
ERHEM:

7

il

sag peer add certchain path \”/a/b/c/BJCA.crt\”

12.5.12 E=FMXIEP B R:

B

sag peer show thirdcert

SHVH:

peer sslvpn #T 2 ATHB 73, FOUNT 45 WY S AH Kt 4
show BRI AR

thirdcert BAEXT G, REE RIS =05 W SRAE AR
EREMA:

7

i

sag peer show thirdcert

12.5.13 RMB=FRXUEH:
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sag peer add thirdcert path <string> password <password>
SHUHA:
peer sslvpn fF AT HB 7Y, VLTS5 R SR S R A &
add ININREEA AT
thirdcert BAERT R, REFERSCEE =07 M SAIEF5AH 5%
path UETIERAR, FEAZT LR, T, VSRR
password AR A, NV HE R SR
EREIR:
7
il
sag peer add thirdcert path /a/b/c/BJCA.crt password 12345678
12.5.14 F=EERIFEK:
B
sag peer add certcsr country <country> org <string> department <string> ipordns <ip/dns> [province
<string>] [town <string>]
SR
peer sslvpn T 24T 8870, AT 45 X D RAH K i 2
add IR A A
certesr BRAEXT R, UETHIRSRAH K
country ER, HRegF sy, N5, BACN
org M4, BRIN “LeadSec M SAG”, DA\'HEiE R
department 1T, ERIN “SSLVPN”, DINV'FEL R
ipordns W oCHb bl B 1A%, BRI AT OK ip, DAV SR
province HELHEFET, PAV'HEEK
town BEiX, PAIVHEE R
ERFEM:
T
7~
sag peer add certcsr country cn org \“LeadSec M1# SAG\” department \“SSLVPN\” ipordns \’1.0.0.112\”

province \’tianjin\” twon \”jixian\”

12.5.15 #HYGEH &

398
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Bk

sag peer add certrespone path <string>

SHUHA:

peer sslvpn T AT H 48, 7N S5 4 SR AH KAy &
add e ST (B

certrespone BREXT G, UE TR SCARAE R

path WEBARRERAE, DANVFERE R

EREIR:

y

il

sag peer add certrespone path \’/a/b/c/CERTRESPONE\”

12.6 AFRMEEXSSREE:

12.6.1 HTTP RREAZFRER:

Bk

sag attribute show defaulthttp

SHUH:

attribute sslvpn fF AT &5, 2 B PESAH K dr &
show BN FREEA AR

defaulthttp ERAEXT R, B4 HTTP AHK

ERFMR:

e

il

sag attribute show defaulthttp

12.6.2 i E HTTP S ERBM:

1B
sag attribute set defaulthttp default { homepage | anonymous | sms| password | cert } disanonymous { on | off }
dispassword { on | off } sms { on | off } cert { on | off } dischain { on | off }

SHULH:

attribute sslvpn w1 247885y, ZZWH PR R L4

399
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set WEBICEREA R
defaulthttp BRAEXT R, S48 HTTP AHK
default http 44 & 5% homepage: /N B U, anonymous: Bk 2B 4 Sk,

sms: BRI S K, password: BREEE|IA%E, cert: B EHEFE
5, BRI RE T
disanonymous BIREAGEFITR, on: ITH: off-kM, BRIAITHE
dispassword WoR O GFTIFK, on: JFE; off-kH], ERINTTA

sms BOREAEERITR, on: JFHE; off-kM, ERINTH

cert BRNIERERIFR, on: HJE; oft- KM, EIAFE

dischain ERAEIUETEE T # (PDA) B3R, on: FFJE; oft-kH, BRIAKH

EEE:

.

7~

sag attribute set defaulthttp default homepage disanonymous on dispassword on sms on cert on
dischain off

12.6.3 HTTPS A& B F:

B

sag attribute show defaulthttps

SHUHA:

attribute sslvpn ar 2ATE8 7, M PR SRAE a2
show mTﬁ%ZM%VE

defaulthttps PREXT G, 48 HTTPS AHR

HERFEH

T

il

sag attribute show defaulthttps

12.6.4 &8 HTTPS BR& SRR E:

Bk

sag attribute set defaulthttps default { password | anonymous | sms }
SHVHA:

attribute sslvpn iy AT H#84, ZZ WA P B PSR AR Gy

set B B A AR

400
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defaulthttps  #RIEXT G, R4 HTTPS AHK
default B.a] HTTPS $k48 %5 3%, anonymous: B 5%, sms: {5 5%,
password: 1485

ERE:
¥

i
sag attribute set defaulthttps default password

12.6.5 XFEHER:

B
sag attribute show text

S A -

attribute sslvpn fr 2 ATE8 4, M P g SRR 2 (FRiR)
show ERFBHEAEAERRIR)

text PAEXT G, SO AR

ERE:

"

Bl

sag attribute show text

12.6.6 FEHILE:

B
sag attribute set text admintitle <string> usertitle <string> welcome <string> usernotice <string>
passwordtitle <string> passwordnotice <string> passwordref  <string> smstitle <string> smsnotice <string>

smsref <string>

Z2H U

attribute sslvpn #7 24TH0 7, ZWH PR HERA R a2

set WE BRI AR EAE

text BRAEXT S, SCF e ARG

admintitle EH AN, HNVEERR, BN CERR B

usertitle H bR, VSRR, B “H PR g

welcome EFHER, HVEERK, B WS SRL 4 ok

usernotice BxRETON, HVEERK, BUCA W& [%name%]! &5MNH

401
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\’abc\” smstitle\”

402

JIk 55 #5% 3B IR £ 32 1] LeadSec M4 SAG HIORY, THBCLAEM ! 7

passwordtitle MG AR bR, HNVIERER, EBRAR “AER”
passwordnotice M S AEEANE, AVIEREK, BAA “XidffH LeadSec M
SSL VPN! <a href="about:blank' target="'_blank>£4f|
</a>"
passwordref M4 E AT ref, FV'HEEK, HETARRE, "THEEEFERE,
EAEEH, BIAAAT I
smstitle RAEEF NG, FVIEER, BN “AE”
smsnotice FEERAEEANZR, HVIERK, BN “XL{E A LeadSec P1E
SSL VPN! <a href="about:blank’ target='_blank>£4|
</a>”
smsref FAEERAEEref, HVHEER, HIAWERE, W AERTHRE,
EAEIEM, BIAAR
R
.
i
sag attribute set text admintitle \”tilename\” usertitle \usertitiename\”  welcome \’hello \?
usernotice \’noticetext\” passwordtitle \"titletext\”  passwordnotice = \’passwordnoticetext\” passwordref

smstitletext \” smsnotice \’smstext\” smsref \’abc\”

12.6.7 XFEHIERE:

Bk

sag attribute show text default

SH U
attribute
show

text
default

EREIR:
¥

Bl

sslvpn fiT AT E65y, 2 @ MESAH K dr &
BN REEARTRAE
BAEXT G, E I RCRAR G
VNSRS SN

sag attribute show text default

12.6.8 IE AZFHERE:

B

sag attribute show ieupdate
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S

attribute sslvpn iy 4T85, WA P B PR L &
show BIRREAREAE

ieupdate BREXT S, 1B FR4EAR G

EREI:

T

il

sag attribute show ieupdate

12.6.9 IE AZ A HIEE:

Bk

sag attribute set ieupdate link <string>

SR

attribute sslvpn 1847885y, W PR R L 4

set B e BRI AR A

ieupdate BAEXT 5, IE AR & S

link THREER L, FIVEERR, BRI
\"http://www.microsoft.com\”

PR

7

il

sag attribute set ieupdate link \”’http://www.microsoft.com\”

12.6.10 BE#REHIER:

Bk
sag attribute show icon

ZH Y-

attribute sslvpn w7 AT #8454
show ORI A

icon ERAEXT R, BEIbR g A O

FEEHEM:

.
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il

sag attribute show icon

12.6.11 BEREHERE:

Bk
sag attribute set icon { on | off }

BV

attribute sslvpn i 2ATH#0 7, WA PR HERA a2

set B B R A AR

icon BRAEXT R, BEbR e il A O 2 145 FH B R e il
on: Eﬂa, off: %Iﬂr gjﬁj\ﬁﬁﬁ

HER

y

1

sag attribute set icon on

12.6.12 CHEEHIER:

B

sag attribute show file

B

attribute sslvpn w1 247885y, ZZWH PR R L4
show IR BFEAREEAE

file BRAEXT G, SO AR R

ERFEI:

y

7~

sag attribute show file

12.6.13 EBUEER RBAMER:

404
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Bk
sag attribute show filelink name <name>

Ui

attribute sslvpn iy 2 ATHR84Y,  ZZ WA B PESRAR L &
show RIS FEA A

filelink PRAEXT R, UM il AH %

name AFAEAiE 44

ERE:

"

N B

sag attribute show filelink name index.html

12.6.14 S EHERRBHR:

B
sag attribute set filelink name <name> display <string>

B

attribute sslvpn iy 2 ATHR4Y, ZE WA g MRS AR R &
set WE R AREAE

filelink BAEXT R, S il AH 2

name AR 44

display B RoR PR, AR R

HERE:

o

il

sag attribute show filelink name index.html display \"filelink\”

12.6.15 TUHEEHIECEMIFR:

B
sag attribute del file name <name>

SH V-

attribute sslvpn iy 2 ATHB4Y, ZE M P B MR AH &
show BNRIEARRAE

file BRAEXT R, SO A O
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name AR A
ERFEM:
T
i
sag attribute del file name index.html
12.6.16 ¥ & AEFITIE:
B
sag attribute set fileportal path <string> type { server | password | smslogin|  smssubmit | passwordmodify |
first | twoauth }
SHYH:
attribute sslvpn 8 AT, M P g4
set 1& BT B SR A A
fileportal BAEX R, SCARE SR
path AR AR A, VSRR
type HE U2, server: R85 WUIH, password: &R
smslogin:  FZ{5 %% ULTH, smssubmit: F{5HRAC DL,
passwordmodify: AT, first: B XAEMH AT ,
twoauth: XK ZR H 46 % TIH
ERFEM:
T
i
sag attribute set fileportal path \”/ssl/bin/index.html\” type server
12.6.17 X EHITTEESIRME:
B
sag attribute del fileportal index <num>
SHYH:
attribute sslvpn fr AT, ZMAH P g am 4
del BB H I AR
fileportal BRAER S, SCARERIARS
index SRR R AR, SCHFERIZRAL 0. RS T, 1. 1485k,

2: FEEFXIUM, 3: MG, 4. BROATH, 5: HkB®
AT, 6: MKZERAOASEFIHE
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EREIR:
¥

A~

sag attribute del fileportal index 5

12.6.18 KPR REFRIEER:

B

sag attribute show accountlock

SHU .
attribute

show
accountlock

EREHR:
¥

A~

sslvpn iy 247805, 220 P @A K &
IR RHEAAE
BRAEXT R, FH PR OC

sag attribute show accountlock

12.6.19 WP RERMIEE:

Bk

sag attribute set accountlock active { off | on time <num> allow <boolean> date

<d-h-M>}

SH V-
attribute

set
accountlock
time

allow

date

ERFENR:
¥

A~

sslvpn 7 27045, WA P B G 4
CEEW=R %N (s

BEEX R, BT, offt: AEM, on: BH, BRIAKAEH

N HERREL, /N 9999, ERIAS
RYFESNES, 0: ARYF, 1. W, BRIAARH

H i PR, <d-h-M>, #li0: 01-02-03, ERiA 00-00-00

sag attribute set accountlock active on time 5 allow 1 date 01-02-03
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12.6.20 FIhEHIIKS B R :

Bk

sag attribute show accountlock list

SHUL:

attribute sslvpn i AT EE 7, M 7 & PSR AR S i &
show BN EAE

accountlock BAEXT G, FH P B R

list BAEN R, CHBUE K S HIFRAH K
EEE:

.

i

sag attribute show accountlock list

12.6.21 FRHEHIE -

Bk
sag attribute unlock accountlock name <name> type { p|c }

ZH B

attribute sslvpn iy 2 ATHR4Y, ZE WA B PESRAR L &

unlock e TN (S

accountlock BREXT S, F P BiME K

name P4, C¥BUEkSaIRMK, 115603 FBE 87, W5,
TRIZHE

type PR PR, p. OESHF, ¢ IEBHF

ERHEIN:

o

7~

sag attribute unlock accountlock name test type p

12.6.22 FIhfEHHBRE AL

408
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Bk
sag attribute unlock accountlock names <name\;name...> types {p | c }

Ui

attribute sslvpn iy 2 ATHR84Y,  ZZ WA B PESRAR L &

unlock R R I A e

accountlock BEXT G, F P B R

names B4, o#eieikssRMe, a2 As, diaE N 5k
type PR, p: OASHF, o IEBHP, 2AL-iER
ERE:

"

A~

sag attribute unlock accountlock names test1\;test2 types p-c

12.6.23 EXEFRBHISITEE

B
sag attribute show passwordfirst

SH -

attribute sslvpn iy 2 ATHR4Y, ZE WA P B SR AH L &
show BRI AR

passwordfirst BRAERT R, OGSO HNME L T A A
FEEHE:

.

7~

sag attribute show passwordfirst

12.6.24 BREREFISHOSRE:

B

sag attribute set passwordfirst { true | false }

SHULN-

attribute sslvpn T 2478073, 2 PR HERM R a4

set 1B DUE B 2RI A A

passwordfirst BAEXT R, HOF RGBSR OIS BB, true: JHH,
409
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false: AEH: EBRVAEH

FEREER:
T
i
sag attribute set passwordfirst true

12.6.25 OSEREERER:
B
sag attribute show passwordcheck
S
attribute sslvpn 8 AT, ZMAH P g4
show BN RIA AR
passwordcheck BEX G, OAE A TR
HEERHEM:
7
i
sag attribute show passwordcheck

Y

12.6.26 OSEREERIZE:
Bk
sag attribute set passwordcheck { no | weak | normal | good | better | perfect}
SR
attribute sslvpn x24T ER 5, ZOUH P B M SRAE K im 4
set EE W5 ¥ N 2 (E
passwordcheck BEXN S, OASEREENR, no: Jo, weak: ¥ 55, normal: —fi%,

good: RUf, better: REF, perfect: HAE, ERIN weak

EREIR:
7
il

sag attribute set passwordcheck weak

410
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12.6.27 BREFHEHRER:

Bk

sag attribute show timetoover

SHU:

attribute sslvpn T 24T #85r, W PR HERA 4

show TR REEARHEAE
timetoover BREXT 5, &SI AH O

EREIR:
¥

i
sag attribute show timetoover

12.6.28 R BAHTHIEE:

B

sag attribute set timtoover limit <num>

SHULHA:

attribute sslvpn fr 2 ATH84), 2 M P g A i
set B s BRI A A

timetover BAEXN &, BRI FE

limit EARTBRE], 0~9999 434%H, ERIN 15 %
ERHEI:

o

A~

sag attribute set timtoover limit 15

12.6.29 FHESMIMMBER:

Bk

sag attribute show apc

411
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SH -

attribute sslvpn T 4T85, 2 PR HERA 4
show BN AR

apc BRAEXT G, B INASAH oG

ERE:

i

iR

sag attribute show apc

12.6.30 FhASMIMMEIEE:

Bk

sag attribute set apc {on | off} bitnum <num>

SHUHA:

attribute sslvpn iy 2 ATHR4Y,  ZE WA P B SR AH K &

set 1B DUIE B 2R A R A

apc BEXT S, ShASMINESIF S, on: JFJH, off: KM, ERIAKCH
bitnum BEEINRS AL (4~8) , BRILA 5

EEE:

.

7~

sag attribute set apc on bitnum 5

12.6.31 HROSEERKER:

Bk

sag attribute show passwordtestchange

SHUHA:

attribute sslvpn A 2 ATE8 7, M PR SRAE a4
show BRI AR

passwordtestchange BAEXT %, P OB B RS FE %

HEERHEM:

T

412
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il

sag attribute show passwordtestchange

12.6.32 APO$EEERMIEE:

Bk
sag attribute set passwordtestchange { true | false }

SHUHA:

attribute sslvpn A AT H#5r,  EMH P BSR4

set (ERUW- - ¥ N

passwordtestchange BAEXT R, P OSMBBCRIEHIS, true: TTH,
false: KM, BRIAAITE

EREIR:

y

Bl

sag attribute set passwordtestchange true

12.6.33 £ AR ERIE RN

Bk
sag attribute show usesoftkey

ZH Y-

attribute sslvpn i 2ATH#8 7, WA PR HERA a2
show R REEARAE

usesoftkey BRAERT SR, P Sk B SRS A 0%
FEEHEM:

.

7~

sag attribute show usesoftkey
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12.6.34 (SR RIZIZE:

Bk

sag attribute set usesoftkey { true | false }

SH U

attribute sslvpn Ay AT HB4r, W P e 28 M0 i &

set W B BRI AEEEGRR)

usesoftkey BAEXT G PRI TG, true: JFJA, false: KM, ERIATTE
EREN:

¥

7~
sag attribute set usesoftkey true

12.6.35 HERZRER:

Bk

sag attribute show smsdevice

SHU

attribute sslvpn iy 2 ATHR4Y,  ZE WA P B HESRAH L &
show IR RIEAERAE

smsdevice BAEXT R, FEAHK

ERHEM:

7

il

sag attribute show smsdevice

12.6.36 FIEEHFILE:

Bk
sag attribute set smsdevice {modem port { 1|2 |3 |4} baud {9600 | 19200 | 38400 | 57600 | 115200 } factory
<string> model <string> | sp name <name> password <password> | raidus | Idap | cmpp ip <ip> port <port> name

<name> password <password> factorycode <string>}

414
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ZH B
attribute sslvpn iy 2 ATHR4), ZZ WA P8 MRS AR L &
set 1B s B R AR E
smsdevice BRAEXT S, JEASHHC
modem modem 77 =
port R OB O DUERE: B0 1~F04, B A B0
baud R TR 2 0T U PR AR R N : 9600 + 9200 38400 « 57600 -
115200 , #KiA 57600
factory J R, HNVHEESE, ERAN: 7 siemens”
model B, HV'HERSKR, BRIk “te35”
sp sp 7730
name 7, ERIA: sslvpn
password 14
radius radius 5 2
ldap ldap 7750
cmpp, cmpp J7 =
ip Hihk, BRI xxx.x
port ity 1
name 4
password 14
factorycode AR, BRIA: 123456
EREN:
c
il

sag attribute set smsdevice modem port 1 baud 9600 factory \”’siemens\” model
\"TC35\”

12.6.37 HERMEES :

B

sag attribute show smsattribute

SHULA:

attribute sslvpn fy 247804, WM P B KA &
show ERNBRHAHEAE

smsattribute BAEXN S, A5 EYEMR

ERER:
¥

7~
sag attribute show smsdevice
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12.6.38 FMIEBMHIEE:

Bk
sag attribute set smsattribute { { smsauth | authapc } passwordcheck { no | weak | normal | good | better |
perfect} firstmodify { on | off} timeout <num> title <string> | {apc | no} timeout <num> title <string>}
SHUH:
attribute sslvpn fr AT #8572 WA @ 1 2R AH kw4
set B ie BRI A AR
smsattribute BAEXT %, FAS B MM smsauth: FG{5AE ,authapc: AIERS 4B
nfid
passwordcheck AR REER, no: J&, weak: #:549, normal: —M,
good: 4f, better: R4, perfect: HfE, ERIA weak
firstmodify HIXIES 4, on: JFE, off: KM, BRINKH]
timeout H A8, BRIA 60 A, 999999 Ty 1)
title WAER R, FI'HEER, BRIME: ” Mobile PIN”
apc | no WIESRAY, ZhAM G | Jo
timeout A8, BRIA 60 A, 999999 Ty 1R
title RLAERRE, FIVEER, BRIME: ” Mobile PIN”
ERER:
P
il

416

sag attribute set smsattribute smsauth passwordcheck weak firstmodify on timeout 60 title \“Mobile PIN\”

12.6.39 FE{EMxN:

Bk
sag attribute test sms phonenumber <number> content <string>

S

attribute sslvpn fy AT #8454
test ORI AR

sms BRAEXT R, FAE B TEAH G

phonenumber FHL 5

content FAENA, HVHERE

EREN:

N

A~

sag attribute test sms phonenumber 15110268809 content \“for test!\”
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12.7 INEECEHXHSREE

12.7.1 CA B4R

B

sag auth show caattribute

SHUH:

auth sslvpn fF AT H#B48 s WA UEZRAH iy &
show N R AR

caattribute BEXT S, CA B

HEEEM:

.

7~

sag auth show caattribute

12.7.2 CA BMHEE:

B

sag auth set caattribute model { no | { local | third } way { no | cert | sequence | name | email }}

SR

auth sslvpn T AT H 5, ZEMANIE AR KAy &

set LWRETr e YN

caattribute BAEXN R, CAJBIEAMR

model Catir, no: A CARRE, local: {fFAM CA, third: FHE=J7

CA

way N HTTA, no: WHAIKH, cert: FUFIET), sequence: IETHFFI
F , name: —MHT, email: HFURH , BRMENECAIED

EREM:

T

7~

sag auth set caattribute model local way cert

417
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12.7.3 AIEIGFF 2 7R:
B
sag auth show authorder
S
auth sslvpn AT AT H#B41,  ZEMINUESRAH iy &
show R REEARAE
authorder BRAEXT S, RN FH 2
ERE:
p
7~
sag auth show authorder

A3 Y

12.7.4 INEM R E:
Bk
sag auth set authorder first { local | radius | Idap | no } second { local | radius | Idap | no } third { local |

radius | Idap | no } fouth { local | radius |ldap |no}  fifth { local | radius | ldap | no }

B UHA:

auth sslvpn AT AT HEB 3, TR N UESAH K 2

set e BB S R AR

authorder BRAEXT R (b)), AR AH O

first F—AEAI, ACA:  local + radius « ldap « no
second FEANIEN I, TA:  local . radius + ldap « no
third FE=AMAUES L, AN: local « radius + Idap « no
fouth FEVUANUE T, AI2N:  local « radius + Idap « no
fifth FHAMNUES I, PIN:  local « radius « ldap + no
FEREI:

T

i

sag auth set authorder first local second no third no fouth no fifth no

418
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12.7.5 BRE8E=75 RADIUS JREHBEE:

Bk

sag auth show radius

SH Ui

auth sslvpn AT 24T H#077, ZMNIESRAH R ar 4
show TR REEARHEAE

radius PAEXT %, radius IR S5 2$HH R

EREIR:
¥

i
sag auth show radius

12.7.6 BEEESE =7 RADIUS FRHB/ER:

B
sag auth set radius addr <url> port <port> key <password> authtype <chap|pap> cache {off | on [timeout

<num>]}

SHULHA:

auth sslvpn AT AT H#B3,  E AN UESEAH K 4

set BT B 2RI A A

radius PAENT %, radius IRSS 28 AH 5%

addr k25 28 Hdil, . 192.168.0.1

port fR 45 gsum 1, ERIA 1813

key H=HEA

authtype IE R, chap. pap, ERiIAN chap

cache JaA A7, off : ANJEH, on: AH, REXMIEFEIFER, timeout EINAELE,
BRINN off

timeout SRATHERS, ERIA 300

HERE:

o

A~

sag auth set radius addr 1.0.0.21 port 1813 key 12345678 authtype chap cache on timeout 300

419
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12.7.7 MR E =75 RADIUS R 35AFEREFNR:

Bk
sag auth test radius

password <password>

SHUL:
auth

test

radius
addr

port

key
authtype
username
password

HERHEIR:
¥

il

sag auth test radius
password 123456789

addr <url> port <port> key <password> authtype <chap|

sslvpn A 47867, R MANIESRAH G fm 2
ML AR AE
BAEXT %, radius RSS2 AH <
Mg thlk, &2l 192.168.0.1
AR S5 #sm 1, ERIA 1813
L= 2
IIEJT R, chap. pap, ZRIAA chap
radius AR %5 %8 H P 44
radius Ik 55 %8 14

addr 1.0.0.21 port 1813 key 12345678 authtype chap username

12.7.8 B RE=75 LDAP [RBB[BEE:

Bk

sag auth show Idap

SHU:

auth sslvpn M1 2478055, ZE M UESRAH iy &

show

SN RIEA LA

ldap BEXT S, Idap IS5 A3 AH K

EREIR:
¥

il
sag auth show Idap

420

pap>

username <name>

radius-server
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12.7.9 EEEE =75 LDAP fRFBRER:

Bk
sag auth set ldap addr <url> port <port> identify {password DIGEST-MD5} userdn <string> cache {off | on

timeout <num>} [adminname <name>]adminidentify {anonymous| password name <name> password

<password>}
SH U
auth sslvpn i AT H# 7, W IERA K A4
set 1B AUTC B R B AR A
ldap PAEXT %, 1dap R 5528 AH <
addr k2% 25k, #5 a0 192.168.0.1
port AR 45 885 1, ZRIA 389
identify K755, password: 1477 3\, DIGEST-MD5: DIGEST—MDS5 775,
userdn -~ DN AR, ANV$EEER, BRIA: 7 uid=%user%,o=tcl,c=cn”
cache B A F,off : ANBH, on: B, RAEXHEFRITEE, timeout I AJ
BCE, BRIAN off
timeout SEAFBIY, BRIA 300 (BB
adminname B AFEAEL T, BRIA: o=tcl,c=cn

adminidentify B %577 anonymous: [ E% (BRUATLIEEESH0 , password:
FA%E5, Bk N85

name EHRAT, BA: cn=manager,0=tcl,c=cn

password B4

ERE:

p

il

sag auth set Idap addr 1.0.0.21 port 389 identify password userdn \’uid=%user %,0=tcl,c=cn\”  cache on
timeout 300 adminname adminnametext adminidentify password name cn=manager,0=tclc=cn password
12345678

12.7.10 XL =7 LDAP fRFIFEHEHENR:

Bk
sag auth test ldap addr <url> port <port> identify {password|]DIGEST-MDS5} userdn <string> cache {off |

on timeout <num>} [adminname <name>]adminidentify = {anonymous| password name <name> password

<password>}
B UHA:
auth sslvpn AT AT H8 5, EMANUESRAH K &
test MRS I AR A

421
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ldap BAEXT R, 1dap IR 55 28455
addr i 45 #% Hu
port RS #um 1, ERIA 389
identify %575, password: 1477 X, DIGEST-MD5: DIGEST—MD5 /72,
LN E RSy EY
userdn I~ DN A, ANV'$EESR, ERIA: 7 uid=%user%,o=tcl,c=cn”
cache JA %A 7, off : AJFH, on: A, HEXMIEFEIFER, timeout EI AT
BCE, ERIAH off
timeout SRATHERT, BRIN 300 (FP)
adminname EHRREEL T, BN o=tclc=cn

adminidentify BT X anonymous: EALEFR (BRIAL/EE:SH0 , password:
HAE, Bk HSER

12345678

name EHRAT, Bih: cn=manager,0=tcl,c=cn
password EHA 4
HERFH:
7
il
sag auth test ldap addr 1.0.0.21 port 389 identify password userdn \"uid=%user %,0=tcl,c=cn\”  cache on
timeout 300 adminname adminnametext adminidentify —password name cn=manager,0o=tcl,c=cn  password
—_—
12.7.11 BRWEKAD O$ARSFECE:
Bk
sag auth show ad
SHUL:
auth sslvpn T 2478055, ZE M UESRAH iy &
show R RHEA AR
ad BEXT S, ad IS AR AHK
ERFEM:
7
il
sag auth show ad
2 Fr e .
12.7.12 BLERIK AD OSHRFRESR:
v
sag auth set ad addr <url> port <port> identify {password DIGEST-MD5} userdn  <string> cache {off | on

422
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timeout <num>} [adminname <name>]adminidentify {anonymous| password name <name> password

<password>}
S
auth sslvpn AT 2478075, ZMANIESRAH R i 4
set & O e B R A A
ad BEEXT S, ad IR A3 AHOK
addr 55 75 H il
port 45 28 11, ERIA 389
identify YT, password: 1477 3, DIGEST-MD5: DIGEST—MDS5 77,
userdn P DN AR, FV'EERRSR, BRiN: 7 uid=%user%,o0=tcl,c=cn”
cache JAH AT, off . ANJEAH, on: JAH, RAEMERFHFERT, timeout &I A]
FCE, ERIAH off
timeout SEAFREIT, BRIA 300 (FD)
adminname EHGAEEAT, B o=tcl,c=cn

adminidentify & 2% 5]/ anonymous: B &5 (ERINTL/ELES4) , password:
F4E%, Bk O8ER

name BEH 4T, Bl cn=manager,0=tcl,c=cn

password LG4

ERER:
T
A~

sag auth set ad addr 1.0.0.21 port 389 identify password userdn uid=\"%user" %,0=tcl,c=cn\” cache on

timeout 300 adminname o=tcl,c=cn adminidentify password name cn=manager,o=tcl,c=cn password
12345678

12.7.13 JRARER AD O HRSSAREEE N :

B

sag auth test ad addr <url> port <port> identify {password|DIGEST- MD5} userdn <string> cache {off | on

timeout <num>} [adminname <name>] adminidentify {anonymous| password name <name> password

423

<password>}

SR

auth sslvpn 7 AT HE 5, ZWIAIFZRAH KAy &

test MRS T AR A

ad BAEX R, ad RS RAHE

addr Jik 2% 28 ik

port k55 1, ERIA 389

identify %555, password: 1477 A, DIGEST-MD5: DIGEST—MD5 /72,
NN

userdn F 7 DN B, HV'FERESE, BRA: 7 uid=%user%,o0=tcl,c=cn”

cache Ja A off : AJEH, on: B, REXEFEIER, timeout HEIA]
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BeE, BRAHN off

timeout CRATHAN, BRIA 300 (D)
adminname FH AL T, BN o=tclc=cn

adminidentify & 24575 A anonymous: BE#EFK (EBRINLELSE) , password:
HAEs, Bk NS85

name BT RAT, BRIN: cn=manager,o=tcl,c=cn
password EHGO4

ERE:

o

A~

sag auth test ad addr 1.0.0.21 port 389 identify password userdn uid=%user ~ %,0=tcl,c=cn on timeout 300
adminname o=tcl,c=cn adminidentify password name cn=manager,o=tcl,c=cn password 12345678

12.7.14 FWME=FWFZF/LAFER

A

sag auth show thirdofuser by {ldaplad} type { p|c} [dn<string>]
SR

auth sslvpn i 24T & 70,  ZEMNIESRAH R dr &
show PR REEA AR

thirdofuser BAEXN R

by RFEAEEMR, PN ldap, ad
type )ﬂF‘%?&J p: HEHF, c: BUERHF
dn M dn B

Al

sag auth show thirdofuser by ldap type p dn cn=Manager,dc=example,dc=com

12.8 iEHECEHX GO REE:

B

sag cert show gatecert

S -

cert sslvpn A7 AT H#B4r,  ZEWE F2RAH i &
show BRI AR

gatecert BRAEXT R, CA PSGIETIAHSR

424
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EREHR:
¥

il

sag cert show gatecert

12.8.1 RIX¥AIERRE:

B

sag cert set gatecert org <string> department <string> name <string>

S

cert sslvpn fF 2 AT#84, ZMAEHEMRm S

set B eI B R R AR

gatecert BAEXT S, CA MIRIETIAHR

org M, HV'FEEER, BUME: 7 LeadSec MfHl SAG”
department T, HV'EK, BUAME: 7 SSLVPN”

name &, HNVHERRSR, BRAME: 7 192.168.100.17, BRIAGIA M ip
EREIR:

7

il

sag cert set gatecert org \"LeadSec Ml SAG\” department \”"SSLVPN\” name \7192.168.100.1\”

12.8.2 MXA{FIER#EER:

Bk

sag cert show rootcert

B

cert sslvpn fr 2478075, ZE MR R i 4
show Jzﬂ“xﬁzl—‘?’%f/ﬁ

rootcert BREXT S, AIEE TR A OC

ERHM:
u

il

sag cert show rootcert
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12.8.3 B=HARIEB#ERR:

Bk

sag cert show thirdcert

SH U

cert sslvpn T 2478055, 2 WAIE TS iy &
show BN REE AR

thirdcert BRAEXT R, PSR EEA O

ERE:

.

A~

sag cert show thirdcert

12.8.4 FRINFT{EIEH&E:

W

sag cert add thirdcert peer <boolean> path <string>
SHVH:

cert sslvpn T 2478075, ZEWAIE T AH i 2
add IS INREE A AR

thirdcert BAEXN R, AIEIUE AR

peer peer, BRIANO, TLIEMLE, BHEEKIEO
path EREESCA kAR, REIUMORAE SO, A8 k4, AV ISR
HEERHEM:

7

il

sag cert add thirdcert peer 0 path \”’/xx/xx/xx.crt\”

12.8.5 MHBATRI{EIEH&:

Bk

sag cert del thirdcert id <string>

426
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SH -

cert sslvpn AT 2478055,  ZWEP AR a4

del I I 2 2 A 18 A

thirdcert BEAEXT R, AEUEPEEA R

id WEFFRIR, RN RIRSE A RR, NV HEiE R
ERHED:

P

il

sag cert del thirdcert id \”XXXXXXXXXXXXXXXXXX\”

12.8.6 F=HFMXIEBER:

B
sag cert show thirdkeypair

BV

cert sslvpn #r 2478055, ZE MR R a4
show TN EE AR

thirdkeypair BREXT G, 55 =7 IIE Th A%

ERER:
¥

A~

sag cert show thirdkeypair

12.8.7 E=FMXIEBZE:

Bk

sag cert set thirdkeypair peer <boobean> path <string> password <password>

SHU

cert sslvpn T 2478075, 2 WIE TR G i 4

set 1B DAE B R AR A

thirdkeypair BAEX R, 6= MIUETHE %

peer peer, BRIANO, TIEMCE, HIEKIEO

path UEBECI AR, SRBEBUNORAE ST, Wb, AV ik
password SRR 4

EATIBIE R A5 R EARAGIR A ]
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EREHR:
¥

i
sag cert set thirdkeypair peer 0 path \”/a/b/xx.p12\” password 12345678

12.8.8 ERIEBIERER:

B
sag cert show localcert

SHULH:

cert sslvpn #4780 75, ZEWIE TSR G i 4
show BRI AHEAE

localcert BAEX %, IEERAH R

ERHN:

"

il
sag cert show localcert

12.8.9 £ RIiEBIER:

Bk
sag cert add localcert country <country> org <string> department  <string> ipdns <string>

<boolean> [province <string>] [town string>]

428

B UHA:

cert sslvpn i 2478055, MR RA a4

add NI A A

localcert BRAEXT S, EFE RAH G

country ExK, Hegtsfadiy, M55, BHLCN.
org MK, HV'FEERK, BUME: 7 LeadSec MfHl SAG”
department EY, HNVEARSR, BRIME: 7 SSLVPN”

ipdns A, HVHEERSR, BRAE: 7 192.168.100.1”
peer peer, BRIANO0, TEELE, HIEKIEO

province BECESET, HVEEEER, BT

town Ballx, HVIERR, BRAAT

HERE:

T
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A~
sag cert add localcert country CN org \“LeadSec M4l SAG\” department \"SSLVPN\”  ipdns

\“192.168.100.1\” peer 0 province \"Tianjin\” town \”jixian\”

12.8.10 _EfRIEH BB SCHF:

W

sag cert upload responecert path <string>

SHVH:

cert sslvpn T 2478075, ZEWAIE TS RAH i 2

upload AR AE

responecert BRAEXT R, UE TR O

path UEREESCA R AR, REIUMORAE SO, S k4, AV ISR
HEERHEM:

7

i

sag cert upload responecert \’path /a/b/c.crt\”

12.8.11 JEPIEIERR:

Bk

sag cert show verifycert

SR

cert sslvpn AT AT H#055,  EMAIE TS RAH e dr &
show N FEEAR AR

verifycert BRAEXT S, UE TG UEFA S

ERE:
¥

7~
sag cert show verifycert
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12.8.12 iFHIFEE:

Bk

sag cert set verifycert { no | self | crl | crlfile | ocsp | Idap } crl <url> ocsp <url> [Idapaddr

<port>] [crlname <name>]

SR

cert sslvpn AT AT H#6 73, 5 MAIE 5 RAH w2

set B el B R FE AR

verifycert BRAEXT G (0 iR), WETIRUEA IS, no | self] crl | crlfile | ocsp |

Idap, Z3AXE R AIEAE | AREE T B 45 B IAE | 8 & & 1
CRL KA[ SEAIF | it ¥ B 1 CRL SCHERIE | 38315 & ) OCSP

i BRIGE | 8 15 B B LDAP KA A6 AIE

430

crl CRL KAG &L, b url ik
ocsp OCSP KA i, AdfE url Hidik
ldapaddr LDAP Hidik, A7 url ik

port LDAP it 1

crlname CRL 4%

ERED:

"

7~

sag cert set verifycert crifile crl http://192.168.1.1:8080/CA/open/CRL
http://192.168.1.1:8080/CA/open/OCSPServlet ldapaddr http://172.168.1.1:80
port 256 crlname nametext

12.8.13 Ff5E =75 CRL 3

Bk
sag cert upload thirderl path <string>

S

cert sslvpn M7 AT H#B4r s Z2WE F2AH i &

unload ARSI AR

thirderl BRVEXT R, AERIRUEAH S

path WEPEE SO IR, SREERURIORAT SO, B SCtFE4, FV SRSk
ERE:

¥

il

sag cert upload thirdcrl path \”/a/b/xx.cr\”

<url>]

ocsp

[port
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12.8.14 LDAPEB L RS FRETR:

Bk

sag cert show Idap

SH U

cert sslvpn fir AT 8057, MR RA R a4
show BRI EAE

ldap PAEXT %, 1dap R 5528 AH <

EREIR:
¥

i
sag cert show ldap

12.8.15 LDAP EB X RS AFINE -

B
sag cert set ldap addr <string> port <port> [name <name>] type { anonymous | {password | digestmd5} admin

<string> password <password> }

SHUH:

cert sslvpn T 2478075, 2 WAIE T RAH iy 2

set Bic B B R B AR A

ldap BEXT %, 1dap IRSS A AH R

addr MR gsds bk, url 8 ip, ERINLEH hitp WL

port AR5 28 1, ERIME: 389

name HAEL T, 3l o=tcl,c=cn

type L7750, anonymous: &4 E 5K, password: A HL[14,
digestmd5: DIGEST-MDS5 53, ZRilA: M4 H

admin EHRAAT, BIME: cn=manager,o=tcl,c=cn, F'\"'FEilkK

password EHOI4

FEEHEM:

.

A~

sag cert set ldap addr 1.0.0.21 port 389 name o=tcl,c=cn type password admin
\”’cn=manager,o=tcl,c=cn\” password 12345678

431
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12.8.16 %K AD B ZHARBZH/ER:

Bk

sag cert show ad

SH U

cert sslvpn fr AT 80 55,  ZWIEH MR a4
show ERBEEAREAE

ad BRAEXT R, ad RS54 AHG

EREIR:
¥

i
sag cert show ad

12.8.17 W3R AD IEB & AR S RSECE :

B

sag cert set ad addr <string> port <port> [name <name>] type { anonymous |

<string> password <password> }

432

{password | digestmd5} admin

SH -

cert sslvpn A AT #0535 MIE TS AH e i &

set Wi BB R A PR A

ad BEEX %, 1dap ARSS 28 AH %

addr fR&GasbE, url 8 ip, BRI http Hhi.

port MR35 a1, BRIME: 389

name M7, #30: CN= Users ,DC=leadsec, DC=sag, DC=com

type %7750, anonymous: FEH 5K, password: i H 14,
digestmd5: DIGEST-MD5 /730, Bkl l: 45

admin IR, BRIME CN=administrator, CN=Users,DC=leadsec,

DC=sag,DC=com, H""'#&ik

password A4
ERHE:

T

i

sag cert set ad addr 1.0.0.21 port 389 name CN=Users,DC=leadsec,DC=sag,DC=com type

password admin

\”CN=administrator, CN=Users,DC=leadsec,DC=sag,DC=com \’password 12345678
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129 EREERAXHSREE:

Bk
sag advance show rules

SH -

advance sslvpn i 4T85, W B PESRAH K &
show R FIEARAE

rules PRUEXT G, AHOCE bt A ¢

ERED:

y

i
sag advance show rules

12.9.1 HExEIRIELL:

B

sag advance set rules content <string>

SV

advance sslvpn T AT 8073, ZW B ERA R a2

set BT B 2RI A A

rules BREXT G, AH B S U A 5%

content B, HNVERK, TOAZAS, 2 AN BE T
EREI:

"

Bl

sag advance set rules content \”’contenttext1\”\;\”contenttext2\”

12.9.2 HEFERER:

B

sag advance show replace
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SH -

advance sslvpn fr 4T85, ZWm PR ERA R a2
show BN AHRAE

replace PRUEXT G, 40 R A ¢

EREI:

T

B

sag advance show replace

12.9.3 ExERIEL:

Bk

sag advance set replace content <string>

SR

advance sslvpn 1 847885y, W E R A a4

set BE B USRI AR

replace PRVEXT G, 4 et ) AH 5% 3
content B, HVIEER, FONEAS, RN\ R
EREM:

T

i

sag advance set replace content \’contenttext1\”’\;\”contenttext2\”

12.9.4 HTTP E4ER R

B

sag advance show httpcompress

SH V-

advance sslvpn AT 2478843, %5 W0 e 2% M S AR S i 2
show IR RIEAERAE

httpcompress BAEXT S, HTTP E46HH%

ERER:
¥

il

434
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sag advance show httpcompress

12.9.5 HTTP [E458 B :

Bk

sag advance set httpcompress { true | false }

SHUH:

advance sslvpn fF AT B2, W i & TS R A &

set (ERUW-E 2 N

httpcompress HTTP E46 G H 55 FF K, true: FF/a, false: JGHI, ERINKH
ERFEM:

e

il

sag advance set httpcompress false

12.9.6 AP DNS &7R:

B

sag advance show dns

SHUH:

advance sslvpn 247885y, W@ A L &
show R EFEARERAE

dns ERVEXT S, F P DNS FH¢

EREHR:
¥

.
sag advance show dns

12.9.7 AP DNS i &:

Bk

sag advance set dns foruser { on | off } dnss <dns\;dns...>

435
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UL

advance sslvpn T AT 8077, ZW PR ERA R a2

set WE&@EE*ﬁZ’KﬁVE

dns /' DNS #H=

foruser W DNS BCEHefitss FH P, on: $24it, off: AHEflt, ERIN “AFRAL”
dnss DNS J54%, RNZAS, a0 bE

ERE:

o

7~ :

sag advance set dns foruser off dnss com\;cn

12.9.8 E#l DNS EHE R R:

Bk

sag advance show vdns

BV

advance sslvpn fF AT H85, W 2@ 1 SR AH &
show iE'z/T%'é 2'—‘?"7’&1/5

vdns BAEXT R, HEALL DNS A%

ERHM:
u

ZNE

sag advance show vdns

12.9.9 E#l DNS HHIps:

B

sag advance del vdns name <dns>

i B

advance sslvpn fiiy ﬁ oy, B R E AR KA A
del T R SR JE AR 1

vdns ﬁ%ﬁ%,ﬁwmwm%

name FE#L DNS 4%
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EREIR:
¥

ZNE

sag advance del vdns name www.baidu.com

12.9.10 E#L DNS HtEMIFE:

B

sag advance del vdns names <dns\;dns...>

SH -

advance sslvpn 1 247885y, 2 @ A i 4
del TR EE A1

vdns BAEXT R, M4 DNS A% -
names REFLDNS 445, TONZ 5%, A Al 70 bR
ERER:

x

il

sag advance del vdns names www.baidu.com\;www.163.com

12.9.11 E$#l DNS & :

B

sag advande set vdns oldname <dns> name <dns> ip <ip> [note <string>]
SHYH:

advance sslvpn fF 2 ATH84, ZME g 2R R4

set 1B R EE AR

vdns BAEX R, HEL DNS AHK

oldname RAB LTI 4 7

name JERLDNS 47, AAZ %, HEMEH k.
ip IP Mk, #%X4n: 192.168.0.1

note R, VR

EEE:

x

il

sag advande set vdns name www.baidu.com ip 1.0.0.1
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12.9.12 fE#L DNS #n:

Bk

sag advande add vdns name <dns> ip <ip> [note <string>]

SHUH:

advance sslvpn fF AT HB 7Y, ZW i & P R Am &

add SIS AF A

vdns BRAERTR, R DNS FHIK B
name REFLDNS 45, "N Z 5%, HEER “\ k.
ip IP Hidik, %0 192.168.0.1

note AR, IV OR

ERE:

P

iR

sag advande add vdns name www.baidu.com ip 1.0.0.1 note \"notetext\”

12.9.13 KREEFERR:

Bk
sag advance show cache

ZH B

advance sslvpn iy 4T85, W B PERAH KA &
show SR FEAREEAE

cache BRAEXT R, RBLFHSRAFH R

HEREIR:
¥

il :
sag advance show cache

12.9.14 REFIEE:

Bk

sag advance set cache used { on | off } filelimit <num> memlimit <num>

disklimit <num> lifetime <num>

EATIBIE R A5 R EARAGIR A ]
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ZH B

advance sslvpn iy AT 8055, W B PERAH KA &
set BB FE AR EAE

cache BAEXT %, NHZEAAAHR

used JAH N FHZEAF, on: JAH, offt: AJFH, BRIAKH
filelimit AR EFR, BN 1024K

memlimit WA LR, 2R 32M

disklimit fif FRESE EFR, 2RIA 1024M

lifetime AR AR, BRI 1R

ERHN:

o

A~ :

sag advance set cache used on filelimit 1024 memlimit 32 disklimit 1024 lifetime 1

12.9.15 EENAEE:

B

sag advance reset cache

SHUH:

advance sslvpn AT 2478843, 75 W0 e 2 M S8 AR S i 4
reset BRI AR

cache BRAEXT R, LS AFAH R

ERE:

7

il :

sag advance reset cache

12.9.16 AR ICMP B BR:

B

sag advance show icmp

S -

advance sslvpn i 2ATE 5, M m B HEIRAR a2
show BNRIEARRAE

icmp BEEX R, ICMP Hi2%

ERE:

.
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sag advance show icmp
12.9.17 IR ICMP B4R E
i
sag advance set icmp value { no | virtual | real}
SHVH:
advance sslvpn 1 247885y, 2 @ A L 4
set IR RIEAERAE
icmp BEAEXT S, ICMP FH%
value JETE, no: ZWE, virtual : AL, real: SEPr, EUAEIR “RBE”
ERFEM:
T
i :

sag advance set icmp value no

12.9.18 LML ER:

B
sag advance show multiline

S A

advance sslvpn 247884, EMEm B IESSM R4
show RIS FEA A

multiline BB, 2RI O

HEREHEMN:

c

7~ :

sag advance show multiline

12.9.19 BLLEMUIKLE:

440
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Bk
sag advance set multiline values <string\;string...>
SHUHA:
advance sslvpn i1 & 4T88 57, W E R R ERA K4
set BRI AERAE
multiline BRI R, AR \ -
values ZEBRIALICE, RIV'REER, BOAE, AN, iEAE b
EREIR:
7
il
sag advance set multiline values \’H [E i =1.0.0.1:443\"\;\" /b [F #1774 =1.0.0.3:443\”

s 2=

1210 SiH B EHEHXFSREE

12.10.1 GIEBHEHRR:
B
sag balance show balance
SHUN-
balance sslvpn fir AT 8057, WA B i RAH S A &
show R AR
balance BRAERT R, S HT AR
ERFMR:
P
il
sag balance show balance

12.10.2 SiEHEIRE:
Bk
sag balance set balance syn { on | off } config { master | slave } server <string> password <password>

[infos <string\;string...>]

SHYH:

441
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balance sslvpn AT AT H#0 7, AR BINET AR A 2
set B E e B R R AR
balance BRAERT R, B HTAR O
syn MAEESFEL, on: HE, off: AEE, BOAAEZ
config B E master | slave, Z37y: EREL T AHLEELL, BRIA slave
server MRESa, FV'HERK, FR&ip
password F, FRA/EN
infos WANRIE R, PN HEESR, BRIN: 7 AR5 R =1.0.0.1;443 / 444, AT
£.=2.0.0.2: 443 /444>
FEEHEM:
T
7~ :

sag balance set balance syn off config master server \”1.0.0.1\” password administrator infos " #p M {5 |
1.0.0.1: 443 /444, NM{EE=2.0.0.2: 443/ 444\;\”other info\”

12.11 EZRAFEXSSREE:

12.11.1 EZBRER

Bk

sag online show user [page <num>] [order<num>]
SR

online sslvpn fr AT HR 5, ZOMAELH PR K 4
show NI AE

user EAERT R, FHP AR

page IR TR R

order i ap 0] e
HEEEM:

7

7~

sag online show user page 1 order 0

12.11.2 IGHEELAB R

442
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B
sag online kick user key <value> name <name>

U

online sslvpn T AT 8077, ZMAELH P R4

kick sl T 2o A A AR

user BEXT SR, HFAEG

key M id, 6-15 iy

name L P BSR4, 1156 T, 7R B s .
TRIZRAH A

ERHEIN:

G

7~ s

sag online kick user key 1234567899 name test

12.11.3 Gt HaH &R PH:

Bk
sag online show onlineuser

Z2H U

online sslvpn fy T80 5, ZEMAELEH P R &
show RIS FEA A

onlineuser BREXT S, TEZRH P AR

EREN:

"

~ :

sag online show onlineuser

12.12 ARG 1 HABIFHEXSSREE

12.12.1 Web EAFFIRER:

B

sag defend show access

443
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Bk
sag defend add access name <name> protocal { get | post | all } rule { url |para| all } way { normal
regular} distinguish { yes | no } content <string> operate { log | prevent} [note <string>]
SR
defend sslvpn AT AT E 7, MBI AR K i 4
add AIIESE ¥
access BRAEXT R, T%)\%TF'T‘%T%T/E*H%
name RIEAHR, 1-15 030, 78 e, g, TRILAS
protocal VLEC i ,get: HTTP GET, post: HTTP POST, all:
HTTP GET&POST, #Rih HTTP GET
rule VCECHEI, wrl: VUEC URL, para: ULECZ%L,  all: VUFEC4ASHC , ERN:  DLAC
URL
way VCHic /57, normal : —fZUCHC , regular: IENFRIAXILHD, BRN: —BRULHED
distinguish X KNG, & yes: #&, no: 7, BRI yes
content BCENE, H\HEEK
operate PeAE, log: idxHE, prevent: [FHIEVIR, BRA: dsRHE
note R, VR
EREEM:
T
i
sag defend add access name Wl protocal get rule url way normal distinguish  yes

UL

defend sslvpn 3 4T85, T FRAH R a2
show TR RFEAHEAE

access PEAEXT %, NPT EAEA R
ERHEI:

o

7~ :

sag defend show access

12.12.2 NP8 R

content \”content\” operate log note \”notetext\”

444

12.12.3 {EBSURTIE AR 55 SR MK

W
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sag defend set access id <value> name <name> protocal { get | post | all } rule { url | para|all } way { normal |

regular} distinguish { yes|no} content <string> operate { log | prevent} [note <string>]

SH -
defend sslvpn 5 4T85, T R4
set BRI AR A
access BRAEXNT G, AP EREAE R
id S id, 6-15 S %y
name HEEAFR, 1-15 A0, FRE He, s, TRIZASE
protocal VLEC s ,get: HTTP GET, post: HTTP POST, all:
HTTP GET&POST, #kiA HTTP GET
rule VCECEEI], url : UCHC URL, para: VUECSEL,  all: ULEC4E . BRiA:  DGAC
URL
way VLEC 775 normal : —MZUCAC , regular: IEMIZRIAAXITES, BRN: —MZICAD
distinguish X KNS, &3 yes: #&, no: 77, ERIA yes
content LB N, HVHERE
operate BefE, log: idxHE, prevent: FHIEVIR, BRik: idxHE
note R, VR
HEEEM:
.
7~ :

sag defend add access id 1234667890123 name Wffl protocal get rule url way  normal  distinguish

content content \’content\” operate log note \”notetext\”

445

12.12.4 BHPRFTHE SRR

Bk
sag defend del access id <value> name <name>

Z2H U

defend sslvpn i 4T85, BT R a2

del THIBR S B A R

access BAEXT G, FNBI P EREA K

id Fmg id, 6-15 fr T

name RS AFR, 1-15A 30, 7R B, s, TRIZLRAS
EREN:

o

~H :

sag defend del access id 1234667890123 name [ 1

EATIBIE R A5 R EARAGIR A ]
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12.12.5 EXREERBE:

Bk

sag defend set oldaccess id <value> name <name> operate { log | prevent}

SHUH:

defend sslvpn fF AT EB 7Y, ZMBTRAN K A2

set EUIEALRAE

oldaccess BAEXT R, BAPTAPIRAERE G

id SRS id, 6-15 P AT

name KU AARR, 1-15 A0 3c, Bk #, s, TRIZAHS
operate BAE, log: sk H&E, prevent: PFHIEVI ], BRN: idFEHE
PERCHTN:

P

iR

sag defend set oldaccess id 1234667890123 name M1l operate log

12.12.6 RZFAPG$R DOS BFiFA P B iR:

B

sag defend show userdos

SH Y-

defend sslvpn iy 2478055, B3 A K 2
show BRI AR

userdos BEXT S, MBI ()P DOS) #EEAHR
ERHE:

T

Bl

sag defend show userdos

12.12.7 DOS BFH PRI E:

Bk

sag defend set userdos action { off | on maxconnect <string>}
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UL

defend sslvpn T 2478055, ZMPTH AR a4

set 1B C B I A A

userdos BAEXT %, MR (HP DOS) #EEFE%
action Ja IR, offt: ANEH, on: BH, BIAANEH
maxconnect REH P oK EREL

ERE:

"

7~ :

sag defend set userdos action off
sag defend set userdos action on maxconnect 100

12.13 14 RADIUS fREZHXHSRELE:

12.13.1 ¥9d RADIUS JREZ B~

Bk

sag radius show service

SV

radius sslvpn fF 2 AT#857, 72 MACHL RADIUS Z5AH K4
show e N

service BEXT G, MRS AHR

EREI:

o

7~ :

sag radius show service

12.13.2 ¥t4h RADIUS JREZEE:

B

sag radius set service action { on | off } sharesecret <password> port <port>nass  <ip\;ip...>
SR

radius sslvpn fr 2 AT#R4, ZWMAHL RADIUS 20K 4
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set ER W= ¥ N (8

service BREXT R, RSSAHK

action ETEIRS, on: JA3, off: AE3h, BRIAAEEN
sharesecret =04

port W 1, BRIA 1812

nass NASS #fit, ANZAS, PINBE, R xooxx/xx\x.x.x.x/xx
HEEEM:

o

7~ :

sag radius set service action off sharesecret 12345678 port 1812 nass 1.0.0.1/24
\;1.0.1.1/24

FI13E 1Pv6

13.1 IPv6 Bl &

13.1.1 ¥¥EOBLE (Interface)

REEEE O ipvo vkl &% JB 14«
E

interface ipv6 set phy if <name> edit {ip <ip/mask> [ping {on|off}] [admin {on|off}] [traceroute {on|off}]

[ ipra {on|off}] [valid_time <time>] [prefer time <time> ]} +

SH -
if VIR A& I A R
edit TERRHE O LATT ) ipve Hudik K BRI E, MRS E
ip ipv6 Hiik f HE A7
admin on: W4 IP RT3, off: W& IP AnH &
ping on: %% IP LI ping, off: &% IP AN T ping
traceroute on: % IP FUUF traceroute, off: 5% IP AN fU¥F traceroute
ipra on: [tip PR ESHE L ThAE, off: b ip ICH]#% HIE &5 ThRE

valid_time (% HHl 55 B I ip IR 2804 A7 I ]
prefer time ¥ 05 B A It ip P EIEAELAR A (AR EAAAR TE)D
ERER:

LR BT R HART i d iU 4w U B FC & ipv6
24T E, WARATHERIA ipifa, WU F R 2
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| Interface ipv6 set phy if <name> edit ip none

7~ s
ac>interface ipv6 set phy if ethO edit ip 2011: : 11:15/64 admin on ping on ipra on
valid time 1500 prefer time 1200

W InEE O ipve ikt &2 J& -

B
interface ipv6 set phy if <name> add {ip <ip/mask> [ping {on|off}] [admin {on|off}] [traceroute {on|off}] [ ipra
{on|off}] [valid_time <time>] [prefer time <time> ]} +

BV
if LYBE R &Y N
add REEE O LRI ipve Hhhk s MERCE, ANtk x it &
ip ipv6 bk S HE A7 %
admin on: A IP AT &M, offf W&AIPAUHTEHE
ping on: W% IP LY ping, off: ¥ IP ALY ping
traceroute on: H4% IP U traceroute, off: 4% IP A Ui traceroute
ipra on: Iip /R HIE A ThRE, off: Wb ip JCPH K HHIE & Thie

valid_time % HHdE 515 S At ip 1A R A7 ]
prefer time M HIESE S P ip M EAEFNE (LA EAFRTED
HERE:

LA BT R HART B g s 4w U B EC B ipv6

7~
ac>interface ipv6 set phy if ethO add ip 2012: : 11:15/64 admin on ping off ipra on

valid time 1500 prefer time 1200

PEBCEE OB ipv6 bk i) B 1
Bk

interface ipv6 set phy if <name> set {ip <ip/mask> [ping {on|off}] [admin {on|off}] [traceroute {on|off}] [ ipra

{on|off}] [valid_time <time>] [prefer time <time> |} +

SR
if LYBERS & B S
add &z N CAA I ARLE ip Mk 1 & 4%
ip ipv6 ik J7 HE s A
admin on: WA IP AT, off: #%4&IP AnfH &
ping on: W% IP LY ping, off: ¥4 IP A U1 ping
traceroute on: %% IP N traceroute, off: X4 IP A fU I traceroute
ipra on: tip PR HIE L ThAEE, off: I ip SCHIE HiE 5 Th R

valid_time & HIEEAE S ip (A R4 A7 (5]
prefer time  HHIES(EE I ip PEEAEFR TR (LA EAFRTED
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EREIR:

LAF BT R HART B g s 4w U B PC & ipv6
2 WAL R—AEREAER ip KIE R, ping SFJETE, ARER ip

7~
ac>interface ipv6 set phy if ethO set ip 2012: : 11:15/64 admin off ping off ipra off
valid time 1500 prefer time 1200

MBREE K ipve Mk

A
interface ipv6 set phy if <name> del {ip <ip/mask> } +
SR
if B e 2 R A4 R
add Bz 1 OA BIIRLE ip Mk i) J&
ip ipv6 Mk f HEAS A7
ERFER:

LA BT A BART B U 4 ] UM B AL & ipv6
2. WP MIER 0 ip 1@ PR — IR TG 22

7~ :
ac>interface ipv6 set phy if ethO del ip 2012: : 11:15/64

BEEE O B natpt KRS :

Bk
interface ipv6 set phy if <name> natpt {on|off}
SR

if VBB A4 B

natpt on: FKiRIJA; off Kon KM
ERFEM:

LA BT A BART B d iU 4w DU B AL B ipv6

il
ac>interface ipv6 set phy if ethO natpt on

B OB hiE S S
Bk

interface ipv6 set phy if <name> routeadv {on|off} [inter time <time> ] [route time <time>]
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2

P
NN
I

SHU:
if VB 5 (R A4 K
routeadv on: FTRFHA: off KInIK M
inter_time % H I8 5 A 1
route time % A3 A A i
HEEEM:

LAF BT R HART B g s 4wl U B PC & ipv6

7~
ac>interface ipv6 set phy if ethO routeadv on inter_time 200 route time 1800

BEEROKE ipve lLE.:
BE:
interface ipv6 show if <name>
SR
if P B BE 26 B 44 B
ERFER:

Lbfr & RE A L LT ipve ICE, 4% ipve Huhik K& YE. natot. B HIEE S
%

7~ :
ac>interface ipv6 show if ethO

13.1.2 LN (rule)

NN SO VRSB ) B S SR -
ks

rule ipv6 add type permit name <name> [ id <id> ] [ srcip { <ip6> | ipname <name> | any } ] [ dstip { <ip6> |
ipname <name> | any } ] [ srcport <port> ] [ smac <mac> ] [ iif { any | <name> } | [ oif { any | <name> } ] [ service {
any | <name> } ] [ avpolicy <id> ] [ ipspolicy <id> ] [ pcpolicy <id> ] [ eimpolicy <id> ] [ exhah { on | off } [ spi
<string> ] [ length <string> ] [ reschk { on | off } ] ][ exhdst { on | off } [ length <string> ] [ opt <string> ] ] [ exhfrag
{on| off } [ id <string> ] [ length <string> ] [ reschk { on | off } ][ first { on | off } ] [ moreorlast { more | last } ] ]
[ exhhbh { on | off } [ length <string> ] [ opt <string> ] ] [ exhmh { on | off } [ type <string> ] ] [ exhrt { on | off }
[ type <string> ] [ segsleft <string> ] [ length <string> ] ] [ exhesp { on | off } [ spi <string> ] ] [ active { on | off } ]

[log { on | off } ][ comment <comment> ] [time {none | <name>}]

KESH UL
name WEZEMNEI2% T, LS
id WBZEMNBIFES, AREN1 £ 65535, AliES#, RINAERE
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srcip BB AL, AT S TP Hhk . TP Mkl RS . Hhb e SO, HihE4LE X
“any”, WIS, BN “any”
dstip VBV EE, T RARE A S A TP M dE L TP kb RHERD . Hbdk e S HHE4LE

“any”, WIEZHL, KN “any”

srcport WEIEN, ABIERN 1 & 65535, v LLH, 2#IRRZ A0, 80 0# %R B, nf
ESH, BN “any”

smac BEBEIE MAC Hitk, "iES%0, BN “any”

iif WERAME, liEZ4, BiIAA “any”
service WEMRS, FTLMERRS . A
avpolicy I 15 BT 3 A

ipspolicy NAZ Bl 37 g

pepolicy LA ] SR g

eimpolicy AT 9 P SR

exhah 3 Bk

spi RS HERET

length S ik kK

reschk T 7B

exhdst H 1) ke i Sk

length H b kK

opt TR, fH VG { 0 - 0XFF}

exhfrag g1 Bk

id srBrid

length IrBELKE

reschk THE 7B

first AN B

moreorlast KB 2 AN 7 B sl e — N B
exhhbh Bk Ik

length BBk kK B

opt eI, {E V8 { 0 - OXFFFFFFFF}
exhmh By Rk

type By sk

exhrt 6 Sk

type g SR

segsleft VLHC Segments Left 38 1) {H B4 75
length B

exhesp B e MR A Sk

spi LCEBHERT

log WEHE&ER, RS, R exHE
active WEREEN, Wik, BRINER
comment WE MR

HEEEM:

2 AU RIS AR, AR S5 H R 1 06 20 B o 1 5
ARBEAR S5 2RO AT E E SCREEAR S5, H bk 250 5 TP bk
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b
NN
dl

TN IR SR ) 22 S SR -
B

rule ipv6 add type deny name <name> [ id <id> ] [ srcip { <ip6> | ipname <name> | any } ] [ dstip { <ip6> |
ipname <name> | any } ] [ srcport <port> ] [ smac <mac> ] [ iif { any | <name> } ][ oif { any | <name> } ] [ service {
any | <name> } | [ exhah { on | off } [ spi <string> ] [ length <string> ] [ reschk { on | off } ] ] [ exhdst { on | off }
[ length <string> ] [ opt <string> ] ] [ exhfrag { on | off } [ id <string> ] [ length <string> ] [ reschk { on | off } ] [ first
{on | off } ][ moreorlast { more | last } ] ][ exhhbh { on | off } [ length <string> ] [ opt <string> ] ] [ exhmh { on |
off } [ type <string> ] ] [ exhrt { on | off } [ type <string> ] [ segsleft <string> ] [ length <string> ] ] [ exhesp { on | off
} [ spi <string>] ][ active { on | off } ][ log { on | off } ] [ comment <comment> [time {none | <name>}]

*ESHHH: FL
B R S
B

rule ipv6 set id <id> [ type { permit | deny } ] [ name <name> ] [ newid <id> ] [ srcip { <ip6> | ipname <name> |
any } ] [ dstip { <ip6> | ipname <name> | any } ] [ srcport <port> ] [ smac <mac> ] [ iif { any | <name> } ] [ oif { any
| <name> } ] [ service { any | <name> } ] [ avpolicy <id> ] [ ipspolicy <id> ] [ pepolicy <id> ] [ eimpolicy <id> ]
[ exhah { on | off } [ spi <string> ] [ length <string> ] [ reschk { on | off } ] ] [ exhdst { on | off } [ length <string> ]
[ opt <string> ] ] [ exhfrag { on | off } [ id <string> ] [ length <string> ] [ reschk { on | off } ] [ first { on | off } ]
[ moreorlast { more | last } ] ] [ exhhbh { on | off } [ length <string> ] [ opt <string> ] ] [ exhmh { on | off } [ type
<string> ] ] [ exhrt { on | off } [ type <string> ] [ segsleft <string> ] [ length <string> ] ] [ exhesp { on | off } [ spi
<string> ] ] [ active { on | off } ][ log { on | off } ] [ comment <comment> [time {none | <name>}]

RSP AL
TR 22 S ST -

B
rule ipv6 del { id <id> | all }

BN R E RN
B

rule ipv6 show [ id <id> ]

13.1.3 B7SEEH (ipv6)

10 ipve B BB R
i

route ipv6 troute add destip <net ip6> dev <name> metric <number> [nexthop <single ip6>]
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SH -

destip WE H TP Huhlk, AT DUEH A TP bk, TP Huhib/ 7 W HERD K &
dev MR E s M B

nexthop WE N IR 1P ik

metric % HH AR

HEEEM:

B TP ik A 55 IR L AR ) — A B

il
ac> route ipv6 troute add destip 9e80::290:bff:fel9:6406/64 dev eth0 metric 10 nexthop
9e80::290:bff:fel19:6408

it ipvo BYE R I -

B

route ipv6 troute set id <number> destip <net ip6> dev <name> metric <number> [nexthop <single ip6>]

SH -

id % ID

destip WE H I IP Huhlk, AT DUEH A TP bk, TP Huhb/ 7 W HERD K &
dev MR EE A M B

metric % HH AR

nexthop WE N IR 1P ik

HEEEM:

B TP ik A 505 IR L AR ) — A B

il
ac> route ipv6 troute set id 2 destip 9e80::290:bff:fel9:6406/64 dev eth0 metric 120
nexthop 9e80::290:bff:fel9:6408

MR ipv6 BB R HIBE -

454

Bk
route ipv6 troute del id <number>

U
id & ID

EREIR:
P
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2

b
NN
I

il

ac>route ipv6 troute del id 2

BN ipve FiE B/

Bk
route ipv6 show

SH Y-
¥

EREIR:
¥

il

ac> route ipv6 troute show

route6 list

Destination IP Gateway Interface Metric Active Effect 1D
9E80::0290:0BFF:FE19:6400/64 9E80: :0290: 0BFF :FE19:6402 ethO 1 1
1

13.1.4 EASEEHETE (advroute)

5N RIPng % M -
B
advroute add ripng port <name> active { on | off } passive { on | off }
RESHU -
TR FiLipun KM S EVEH A
name EH H B 48R, A ethO CHAR(20)
active T8 1% 2 RE sk A8 1F ripng P | BOOL (0,1)
0: off
1: on
passive kg O RIPng 1% BOOL (0,1)
0: off
1: on
455
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HHB& RIPng %%

Bk
advroute del ripng port <name>

B & RIPng £RZH:

Bk

advroute set ripng [ active { on | off } ][ ospfv3 { on [ ospfv3 metric <number> | | off } ][ connected { on
[ connected metric <number> ] | off } ][ static { on [ static_metric <number> ] | off } ][ kernel { on [ kernel metric
<number> ]| | off } ][ bgp { on [ bgp_metric <number> | | off } ][ defgw { on | off } ] [ update <number> ][ holddown

<number> ] [ garbage <number> |

456

RS

TLEH

g

KA SV

R E

active

i RIPng Hhix
0: off
1: on

BOOL (0,1)

off

ospfv3

RIPng %4 OSPFv3
0: off
1: on

BOOL (0,1)

off

ospfv3_metric

RIPng # % #i OSPFv3 [f] metric
A

INT (0,16)

connected

RIPng & % #i connected
0: off
I: on

BOOL (0,1)

off

connected_metric

RIPng & ki connected (] metric
&

INT (0,16)

static

RIPng = % i static
0: off
1: on

BOOL (0,1)

off

static_metric

RIPng & % i static [¥] metric {4

INT (0,16)

bgp

RIPng # % 1ii bgp
0: off
1: on

BOOL (0,1)

off

bgp_metric

RIPng & % Aii bep 1) metric {4

INT (0,16)

kernel

RIPng R Aii kernel
0: off
1: on

BOOL (0,1)

off

kernel _metric

RIPng # % fii kernel [¥] metric {4

INT (0,16)

defgw

RIPng & % i e % 1
0: off
1: on

BOOL (0,1)

off

update_timer

32 it e ST AR AR ] 18]
pr: A

INT (5-65535)

30

holddown_timer

R E A (] o I SRAEE AL [A) Y
BEA WG T R % H 0 SE B oL,
VU122 5 i b1 £ 1% by 2 v 10 P R AR
W EN16. Bl B

INT (5-65535)

180

garbage timer

— kB H N EREA N 16 TR,

L2 AR R A BRI B P 42 a1
& o 7E garbage timer I [A] 4
RIPng VL 16 15 4y B & A8 A1 & %
e O < I TE TR (I C
garbage timer BN, %M HIEH

INT (5-65535)

120
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(RSERE: e

BT, % s MR 3R
AT «
. £

%R RIPng BRI
ik

advroute show ripng rout

(S

& OSPFv3 Bt E K i

B
advroute set ospfv3 [connected { on | off } ] [static { on | off } ][ ripng { on | off } ][ bgp {on | off } ] [kernel
{on]off}]
RESHDH
LR Eiipa KM 5156 BRAEME
router_id & —~ OSPFv3 24742 H & | CHAR(15), —MLL 32 | 0.0.0.1
B ID, ATUEE—NERR | AL 5B EE P H
SPME—IbR IR — G A HEFRIR
connected OSPFv3 # & fii connected BOOL (0,1) off
0: off
1: on
static OSPFv3 H K A7 static BOOL (0,1) off
0: off
1: on
kernel OSPFv3 = K Afi kernel BOOL (0,1) off
0: off
1: on
ripng OSPFv3 H X 4fi ripng BOOL (0,1) off
0: off
1: on
bgp OSPFv3 & K Afi bgp BOOL (0,1) off
0: off
1: on
J5 4% OSPFv3 B&H -
B
advroute set ospfv3 [ routerid <ipv4> ] [ active { on | off } ]
RESHUH:
JLFRL £ KM 515 S =NI]
router_id f—A> OSPFv3 #FE N AfF7E H & | CHAR(15), — & LL 32 | 0.0.0.1
M B 2% ID, "TRAE—AN BB R | AL 5B EE P
SHME—IAR IR — BB A WK
active J& 15 OSPFv3 MY BOOL (0,1) off
0: off
1: on

‘??ﬁill] OSPFv3 'Zjﬁ
ik
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advroute add ospfv3 port <ifname> area <ipv4>

KBS HULHA
L4 ik KA 5 (G A
ifname Sy AR CHAR(20)
area X 3 I IZ 4 E o B AR R o A CHAR(15), ju 32
FMA, A4 K%K E (Arca ﬁ%gﬁ%ﬁﬁWﬂ
ID) KAril. Areaid =0, 4B TIX
by
THE& OSPFv3 X 1
B
advroute del ospfv3 port <ifname> area <ipv4>
&7~ OSPFv3 B H
B

advroute show ospfv3 route

13.1.5 tunnel ipv6-to-ipv4 f&i& (Tunnel)

il tun6tod PEIE

ik
tunnel ipv6 add tun6to4 ttl <number> local <ipv4-address> addr6 <ipvé6-address>

SR

Ttl 1~255 Bk

Local PP e

Addr6 RERLEZ T tun6tod [ ipve Huhk
ERE:

Addr6 ZHILE Y ipve Hhlik: FIT 48 NF AN “20027+“ AN 1 (local Z4ihihk) 7 Huhk2H A%
Local ZHUCNIEAE B F BRI D bl TAERE NS A, HH TAEE HA L.

il
P

W E tun6tod PEIHE

B
#tunnel ipv6 set tun6to4 ttl <number> local <ipv4-address> addré6 <ipv6-address>

SH Y-
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[A] “¥shn tun6tod fi%iE ”
EREM:

[A] “#shn tun6tod fi%iE ”

il
¥

JBZl tun6tod BEIE

B

tunnel ipv6 set tun6to4 active on
SHUL

p

EREIR:
¥

il
P

{2 1F tun6tod [FIHE

B

tunnel ipv6 set tun6to4 active off
SHUL

p

EREIR:
P

il
¥

H )3 tun6tod BFIE :

459

B

tunnel ipv6 set tun6to4 restart
SHUL

p

EREIR:
P
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il
¥

T B tun6tod [ :

Bk

tunnel ipv6 del tun6to4
SH Y-

e

EREIR:
¥

il
P

B~ tun6tod PEIE

Bk

Tunnel ipv6 show tun6to4
SH Y-

7

EREIR:
P

il
Ac> tunnel ipv6 show tun6to4

4y - 6tod BEEMAS 1.0

Uiy 11 BRIE A B TIRAS AAERE) B ipv6 Ml HHhE J5 ipd Mokt
eth0 tun6tod 1 64 sit 2002:caba:3201:2::1/64 any 202. 106. 50. 1

13.1.6 NAT-PT PIE MY -ttt (NATPT)

W=RTEE

Bk

460
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H

Bl

=\

Il

P F T

interface ipv6 set nat prefix prefix::/96
SHUHA:

Prefix ipv6 Hihik:

HEEEM:

Prefix Zx¥{ bk 7 25 6 40H 96

il
¥

RHIBRATSR -

B
interface ipv6 del nat prefix prefix::/96
SHUHA:

Ia 13 @BEW?}E »
EREIR:
Ia 13 @BEW?}E »

il
P

T InE Sk

Bk

interface ipv6 add nat static { 4to6 | 6to4 } <ip>
SR

static 4t06 B E 6tod I\

ip ZEAK N Ipv4-address Fll Ipv6-address.
EEE:

S8 ip Ml A <ipv4-address ipv6-address™;

i
ac> interface ipv6 add nat static 6to4 1.1.1.1 2001:1::1

BEHSHI.

461

B

interface ipvo6 set nat static id <id> {6to4 | 4to6} <ip>
SHUL

Id  BSESHEnAT S

EREIR:
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M BR & A bk dth .

Bk

interface ipv6 del nat static {id <id>| all }

SHUL

Id RS AT 5 B T 2 A i (<all”)

EREIR:
¥

il
¥

I INBhAS bk -

Bk

interface ipv6 add nat dynamic <ip-ip:port-port> if <name>}

SHUL

Dynamic ~ Z#HhibibB: i B

If IETEJA B O H AR e R .

ERFEM:

Huhik BoR I VB AR 2 7 ), BIXEAE A ol Hhk BOAT ik N TS TR Mk, g 1B
HIT T 893 115 /N e T A

il
P

B E B A

Bk

interface ipv6 set nat dynamic id <id> <ip-ip:port-port> if <name>

SH Y-

Id BEEhE&HbbiTS

<ip-ip:port-port> ip Hubik X [A], 75 ZEAY ip Mulk N TS TR ip Mk, S AT AR5 B AT 40 N R T
frasit o 5% R port 3 HI#F%5 T 0, FoRBENLEG 1S

<name> AU A F ) TARAE RS H R A 11
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EREIR:

Bl
p

M BRBh 7 bk -

Bk

interface ipv6 del nat dynamic {id <id> | all }

SHUL

Id RS HbE AT 5 BTS2 3 A bkt “all”)

EREIR:
P

Bl
p

IR nat-pt:

Bk

interface ipv6 show nat {prefix | static | dynamic }

SHUHA:

Nat 357K prefix (FI4%) . static (FfrAsHubb) . dynamic (Z)ZSHibEb)

EREIR:
P

il
Ac> interface ipv6 show nat prefix

natpt Fi4% : 1::/96

13.26456 IPv6 #5iF

13.26456.1 1Pv6 Mtk (address6) :

bt e X
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Bk
address6 add name <name> ip <ip> [ comment <comment> |

SHU:
name BB R E A4 T
ip WE IPvo ik, ] DU A B TP v6 Huhik . TP v6 i/ 7 AT 2% K B2 L TP v6 Huhk B Bl S 1P

v6 b/ Rl 257K
comment BEE N E X HER, RS, RIS

HEEEM:

ip Hibk B s oA ipliip2 40 1:1:1:1~1:1:1:3

ip Huht/ 7 HERG A RO ipl/prefix f: 1:1:1::1/64

S ip Hudik/ TSR SN ipl@ prefix T 1:1:1:1@64

A~

ac>address6 add name al ip 1:1:1::1/128 comment “IPv6 address 1”

Bk E X

B
address6 set name <name> { [ ip <ip> ] [ comment <comment> ] }

SH Y-
name e B SRS U bk 2 S 4
ip 1B IPv6 Hibik, W] LA A TP v6 Mkt TP v6 Huhb/ 7 RTZEHC . TP v6 HuhbBY . B/ 1P

v6 Hiuhk/ 7 P AT 2R
comment EEhE e R

EREIR:
P

i
ac>address6 set name al ip 1:1:1:1@128 comment “new IPv6 address 1”7

T B Mk 58

T
address6 del name <name>

SHUL
name T8 7€ A 1 ik E S 42

464
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EREIR:
ANBEMN R A 22 A RN B 7 o P L5 il g S, AN BN R A Dy stk 28 /4 B2 R R i 52 S

7~ :
acraddress6 del name al

BB ke X

T
address6 show

SH Y-
P

HERHI
{0 ik 52 RO P %6 -

il

ac>address6 show

Name IP6 Address
any ::/128

al ! 1:1:1::1/128

ERE 4 PRIk E X

T
address6 show name <name>

SHUL
name R E AR R L E U4 5

EREIR:
P

il

ac>address6 show name al
Name: al

IP6 Address: ! 1:1:1::1/128

Comment: new IPv6 address 1
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13.26456.2 1Pv6 kb4 (addrgrpé6)

Ak 4a xE X .

Bk

addrgrp6 add name <name> [ comment <comment> |
SHUL:

name B HLhE A e )44

comment BB MO E L RERE, RS, RIS

ERE:
u

2~
ac> addrgrp6 add name agl comment “address group 17

B E X .

Bk

addrgrp6 set name <name> comment <comment>

SV A
name R EB SR 2 L4
comment 1Bt bk 2H e SRRTERE

ERE:
u

Bl

ac> addrgrp6 set name agl comment “new address group 17

[ My bk 2H R A0 AR R -

466

Bk

addrgrp6 set name <name> addmbr <name>+
SHU:

name T8 7€ BN I A 53 PR b k2 5 S 48 5
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addmbr fRE—ANE 2 Nk AT, K e T n 2 sk 4 A

EREIR:
Mok 2H 58 SCHI R R BE R k2 S, ANBER B4 E o

i
ac> addrgrp6 set name agl addmbr al aZ a3

A3t hb 28 B 5 -

Bk

addrgrp6 set name <name> delmbr <name>+
SHUL

name T 7 AR B 52 573 (1 Btk 26 5 S ) 48 7

delmbr TRE — A MBIEE A7, R eI R o B

EREIR:
¥

i
ac> addrgrp6 set name agl delmbr al a2 a3

T e b b1k 2 52 X
Bk
addrgrp6 del name <name>
SHUHA:
name T 78 B b 1 bk 20 58 UG 42 7
ERFEM:

ANBEMM R A 22 AR B . P 51 ik 2 2 S

i
ac> addrgrp6 del name agl

BRFT A HbEA R X

Bk
addrgrp6 show [ name <name> |
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SH Y-
name ik 2H PR R
EERE:
AR ik 20 e SR N2
il
acraddrgrp6 show
Name Member
agl al

a2

ald

EoRTRE 4 PRI RE X

Bk
addrgrp6 show name <name>

Ui
name TR E AR N Bk 4 e 4

EREIR:
¥

i
ac>addrgrp6 show name agl
Name: agl
Member: al
a2
ad
Comment: address group 1

13.26456.3 1Pv6 JRE5 51ttt (serveraddré)

TN INAR S5 2 bk X

Bk
serveraddr6 add name <name> ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip <ip> [ ip
<ip> 1111111 [ comment <comment> ]
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SH -
name BB RS A bt 2 T
ip WERS# 1 IP ik, AR S 1P bk
ip BB MRS 2 (0 1P ik, ALRE(E A AN 1P bk, vES%, BT
ip BB MRS 3 I 1P ik, AURELE AN 1P thdik, vES%, BT
ip WE MRS 4 10 IP ik, AL AN 1P thbik, vES%, BT
ip BB MRS 5 1P ik, AURE(E AN TP thlik, vES%, BT
ip BB 6 I 1P ik, AUREfE A 1P thlik, vESH, BT
ip WE MRS 7 1P ik, ARELE A AN 1P thdik, vESH, BT
ip WE MRS 8 I 1P Mk, ALAELE A 1P thlik, vES%, BT
comment W B MRS Al e SCERE, eSS, BRI
ERE:
y
il

ac>serveraddr6 add name sal ip 1:1:1::1 ip 2:2:2::2 comment

BRI S5 as bk e X

B

serveraddr6 set name <name> { [ ip <ip> [ ip <ip> [ip <ip> [ip <ip> [ip <ip> [ip <ip> [ip <ip> [ip

<ip> ]1111]1][ comment <comment> ] }

SH -
name

ip

ip

ip

ip

ip

ip

ip

ip
comment

EREIR:
P

il

ac>serveraddr6 set name sal ip 1:1:1::3 ip 3:3:3::3 comment

469

5 T RAB U IR 55 g kil 52 SR 44

BB MRS A 11 1P ik,
BB MRS % 2 16 1P sk,
BB MRS %R 3 10 1P Hbdik,
BB MRS A 4 16 1P sk,
BB MRS AR 5 1 1P sk,
BB MRS A 6 11 1P Hbdik,
BB MRS A 7 1 1P bk,
BB MRS A 8 16 1P Hbdik,

ACREAH I #A> TP Mt
UREAH I #AS TP i,
ACREAH I #AS TP i,
SUREAH I #AS TP i,
AUREAH I #AS TP i,
AUREAH I #AS TP i,
SUREAH I #AS TP i,
AUREAH I #AS TP i,

18 SR 45 2 bk 5 S RE

“server address 1”

LS,
LS,
LS,
LS,
LS,
LS,
LS,

“new server address 1”

NS
NS
NS st
NS st
NS s
NS
NS st
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TR IR 55 28 bk s -

T
Serveraddr6 del name <name>

SHUL
name 578 BB A A 55 4 bk 52 LR 44 7
HEREIR:

ANBEM R 22 A RN 51T 0 B 55 2 ik 5E S

7~ :
ac>serveraddr6 del name sal

BN R S5 A bk 2 X

T
Serveraddr6 show

SH Y-
¥

EREIR:
I RE R IR 45 2 ke U A A2

il

ac>serveraddr6 show

Name IP Address

sal 1:1:1::3
3:3:3::3

BIRiEE 4 F IR A% bk e X .

470

T
Serveraddr6 show name <name>

SHUL

name TRE RN I 55 a2 L 44 7
EREIR:

7
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P
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H

Bl

=N

Il

P F T

il

ac>serveraddr6 show name sal
Name: sal

IP Address 1: 1:1:1::3

IP Address 2: 3:3:3::3

Comment: server address 1

13.26456.4 1Pv6 PR%54H (Servgrp6)

TSI 25 48 %8 X -

Bk

servgrp6 add name <name> [ comment <comment> |
SHUL:

name BB RS E X4

comment BB MRS XHER, rlEsH, BRiIANT

ERE:
u

Bl

ac>servgrpb add name sgl comment “service group 1”

Bl 4 % X

471

Bk

servgrp6 set name <name> comment <comment>

SV A
name T B BB IR 55 21 e L 42 7
comment 1EE IR 55 41 e SIPTERE

ERE:
u

Bl

ac>servgrpb set name sgl comment “new service group 1”
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[ AR 35 LA B R -

Bk

servgrp6 set name <name> addmbr <name>+
SHUL

name 572 ARSI A 5 F) AR 55 4 SR 44 7

addmbr RE — DRSS E XA T, e mE ks H

EREIR:
JR 55 4 5E SR 53 R B A 55 7€ S, ARER B T 4LE Lo

il

ac>servgrpb set name sgl addmbr sl s2 s3

AR 55 2L B 8 1 =

Bk

servgrp6 set name <name> delmbr <name>+
SHUL

name 572 B R RS 57 1) AR 55 4 5 SRR 44 7

delmbr TRE —DEE MRS E AT, R EANTMR ST H R

EREIR:
P

il
ac>servgrpb set name sgl delmbr sl s2 s3

I Bk R 25 2 5 3L -

Bk

servgrp6 del name <name>

SHUL

name 572 B R (0 55 2 2 )44 7
ERFEM:

ANBEMM R A 22 A RN B o P 51T IR S5 2 e
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il
ac>servgrpb del name agl

BT R R X

Bk
servgrp6 show
SH -
y
ERE:
IR R 5 4 e SR 2
il
ac>servgrpb show
Name Member
sgl sl
s2
s3

B4 FHIRSE A RE X

Bk
servgrp6 show name <name>

SHUHA:
name BB RN IR 4L L4
HEEEM:
.
il
ac>servgrpb show name sgl
Name: sgl
Member: sl
s2
s3

Comment: service group 1
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2

b
NN
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FUE B

14.1 ERmEEE

BN RIS
E:

nscanner add type <type> time <time> name <taskname> dip <ip_name> plugin_set <plugin set>

host_num <host_num> comment <comment> active {on | off}

SH -

type: PR, LEFRER, o 3 —k
time: JE N 43t IS [A]

name: JE I TS5 A R

dip: JE N 44 B Ak

plugin set:  JffFRM
host num:  FREHTREL, BUELE 1~15 26
comment: JE I AT S5 %% E

active: ER AT S E S H
HERE:

o

7~

ac>nscanner add type 1 time “00 10 * * 1” name scantask1 dip somedipl plugin set 3 host num 10

comment “scantasklcomment” active on

B I RIS
EE:

nscanner edit type <type> time <time> name <taskname> dip <ip_name> plugin set <plugin set>

host_num <host_num> comment <comment> active { on | off }

SH -

type: PR, LEFRER, 03—k
time: SE N A4t IS [A]

name: JE I TS5 AR

dip: JE N 44 B Ak
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I

plugin_set:  JffF2EM
host num:  FEREHTREL, BUELE 1~15 2[5
comment: €M AL %I

active: ER RS 2SR
ERE:

"

7~ :

ac>nscanner edit type 1 time “00 10 * * 1” name scantask1 dip somedipl plugin set 324 host num 5

comment “scantask]comment” active on

T )5 2% P R B TR 4 4 A 55«

T
nscanner enable name <taskname>

nscanner disable name <taskname>

S

name: €W FIHIE S 4 FK
ERE:

"

7~ :

ac>nscanner enable name scantaskl

ac>nscanner disable name scantask]1

BE RIS
Bk

nscanner show

B YLA:
x

A~ :
ac>nscanner show

MBS & B 4342 55«

T
nscanner del name <taskname>

SH Y-
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name: & FHEAT 55 44 K

EREIR:
P

A~ :
ac>nscanner del name scantask1

14.2 FahimR3H

e B H T 96 F3h IR
Bk

nscanner dip <ip_name> resultfile <taskname> plugin_set <plugin_set> host num <num>

BV

dip: TR H bk
resultfile: TRAEARSS RSk 4
plugin_set:  fffFIEAY

host num:  FfFR FHFAREEL

HEREIR:
¥

il
ac>nscanner dip somedipl resultfile /path/filename plugin_set 3 host num 10

FIEF IR
Bk
nscanner scan stoptask

SHYH:
¥

HEREIR:
¥

ZNE

ac>nscanner scan stoptask
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H}

F15E RELK:

15.1 MR TR

15.1.1 ping

A — s N AT ENAZIA B B BN R E RIS [

477

Bk

ping { <single ip> | <hostname> }

SH Ui
<single ip> AN TP HhE
hostname FEHLAFR

ERE:
¥

il

ac>ping 10.50. 10. 130

PING 10.50.10.130 (10.50.10.130) from 10.50.10.122 : 56(84) bytes of data.
64 bytes from 10.50.10.130: icmp_seq=1 ttl=128 time=2.49 ms

64 bytes from 10.50.10.130: icmp_seq=2 ttl=128 time=1.26 ms

64 bytes from 10.50.10.130: icmp_seq=3 ttl=128 time=1.89 ms

64 bytes from 10.50.10.130: icmp_seq=4 ttl=128 time=1.77 ms

64 bytes from 10.50.10.130: icmp_seq=>5 ttl=128 time=5.79 ms

--- 10.50.10.130 ping statistics ---
5 packets transmitted, 5 received, 0% loss, time 4046ms
rtt min/avg/max/mdev = 1.262/2.643/5.798/1.625 ms
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15.1.2 traceroute

HrBEAIE B HEHFETHBgE

B
traceroute { <single ip> | <hostname> }

BV
<single ip> FAN TP Mk
hostname FEHLAFR

ERHE:

T

A~

ac>traceroute 10.50. 10. 130

15.1.3 tcpdump

Rz XTSI ey

Bk

tepdump <ifname>

SHUH:
<ifname>  AGIIRILESL I,

ERE:
¥

7~ :
ac>tcpdump ethO

15.1.4 arp

R 22 4 I G BT e 15 21 584 Ha k-
Bk
arp
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SH Y-

¥

EREIR:

x
il

acrarp

Address

10.50.10.175

HWtype HWaddress

Flags Mask

ether 00:11:5B:13:4F:59 C

15.1.5 routeshow

B

routeshow

SHYH:

x

HEREIR:

¥
ZNE

ac>route show

static route
Destination
7.7.7.0
5.5.5.0
2.2.2.0
10.1.4.0
10.1.5.0
6.6.6.0
1.1.1.0
44.4.0
3.3.3.0

RESMERES

Gateway Genmask
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0
0.0.0.0 255.255.255.0

15.1.6 gwarp

Iface
eth7
ethS
eth2

brg0
eth0
eth6
ethl
eth4
eth3

Iface
ethO

IR F B R EMXH) MAC i

Bk

479

EATIBIE R A5 R EARAGIR A ]



P14 22 5K PowerV i AT T

gwarp interface <name> { ethdstmac <mac> ethsrcmac <mac> arpop { request | reply }
arpdstaddr <single ip> arpsrcaddr <single ip> arpsrcmac <mac> [ repeat <number> ]
[ change ] | [ arpop { request | reply } ] arpdstaddr <single ip> }

SH Y-

gwarp K% arp HE

interface T N

ethdstmac DU A A H A mac ik

ethsrcmac PUAR A H R mac Mk

arpop arp R M

arpdstaddr arp iR 3CH H B ip Mk

arpsrcaddr arp IRCHYE ip Hhik

arpsrcmac arp R SCHJE mac Hublk

repeat RIEAR ST IR AL

change arp R 3CHJR ip HihE A mac HibEREHL AL

EREIR:
¥

il

ac>gwarp interface ethO arpop request arpdstaddr 172.168.1.1

FleE HESHE

16.1 HE[EZR (log)

BRFE HE:

Bk

log show

SHUN:
¥

EREHR:
¥
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HAE T

il

ac>log show

Date Type Priority Contents
2004/01/01 09:00:00 Management notice
ip=192. 168. 1. 1 netmask=255. 255. 255. 0 result=0

2004/01/01 09:01:00 Management notice
ip=192. 168. 2. 1 netmask=255. 255. 255. 0 result=0

BrEERBEKNAS
B
log show type {1|2|3|4]5]|6]7|8|9|10] 11}
SH Y-
type fREAC RN H &R
1. AEHE
2: REEHE
3: IDS Hi&
4: VPN Hi#&
5: AHPMERE
6: WHMEIEHE
7: fRE
8: WHEMNEHE
9: WHAEHHE
10: EHHE
1. yREAE
HEREHR
i
il
ac>log show type 9
Date Type Priority Contents
2004/01/01 09:00:00 Management notice
ip=192. 168. 1. 1 netmask=255. 255. 255. 0 result=0
2004/01/01 09:01:00 Management notice

ip=192. 168. 2. 1 netmask=255. 255. 255. 0 result=0

BRI EM L HE

481

B

mod=fwip act=add

mod=fwip act=add

mod=fwip act=add

mod=fwip act=add

if=gel

if=ge2

if=gel

if=ge2
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log show priority {0|1|2|3]4]5|6]|7}
SH Y-
priority feE AR R H B e
0: KEgft
1. &R
2: fElFIE
3. HHRS
4. Eh AL
5: ERIFF
6: HEFM
7. WS
EEE:
7
il
ac>log show priority 5
Date Type Priority Contents
2004/01/01 09:00:00 Management notice mod=fwip act=add if=gel
ip=192. 168. 1. 1 netmask=255. 255. 255. 0 result=0
2004/01/01 09:01:00 Management notice mod=fwip act=add if=ge2

ip=192. 168. 2. 1 netmask=255. 255. 255. 0 result=0

FEREE:

Bk
log clean

SH Y-
P

EREIR:
BB BR 242k B H &

il
ac>log clean
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16.2 HEMRSBEE (logserver)

BB HERF A

B
logserver set ip <ip> port <port> [ protocol udp |

SH Y-

ip BEE H SRS 451 P Mt

port B H B R SS A 1m

protocol WEKIEHEMEHAT, BNy UDP

EREIR:
P

il
ac> logserver set ip 192.168. 100. 1 port 514 protocol udp

B H SR 54

B
logserver unset

SH Y-
P

EREIR:
P

i
ac> logserver unset

B H B R 5:

483

B
logserver show

SH Y-
P
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EREIR:
¥

i

ac> logserver show

Log Server IP: 1.1.1.1
Protocol: udp

Port: 514

16.3 PMI<ii#E (gwmail)

REREMESH-

B
gwmail set sender <email> [receiver <emaill,email2,email3> smtp <smtp name> port <port> password
<password> log <on/off>]

ZH -

sender BB R A N AR Hh

receiver T B WS N IR AE H ik

smtp W ERKIEMER SMTP iR s54%, nliEs4, BINAST
port WE SMTP Il 554 1R 55 i 1

password BB KA N B A 2D

log WHEHEF R

EREI:

BB N receiver I, i Z N =ANMEAEHNE, PIRDGESEEIT, AR, smtp 55 St BLZ
ip AT DU s AWEFE S B A O E R, — B B A AL, SR AL, smitp [k 554
bk, PAACRAT NHBFE R RS 5% 20— T C A W B i S Bt T B o i, A i EB MBIy

A~ e
ac>gwmail set sender infosec@lenovo.com receiver

admin@]l enovo. com, 1iping@lenovo. com, wanglin@lenovo. com smtp smtp. lenovo. com port 25

password 111111 log on

ERIREIRES -

484
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Bl
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Il

P F T

gwmail unset

SH Y-
P

EREIR:
¥

il
ac>gwmail unset

BRIREERFER SMTP i 558%:

Bk
gwmail show

SH Y-
¥

EREIR:
TR A NSRBI R B N AL, BRI, A SRR oR k.

A~
ac>gwmail show
Mail Sender: infosec@lenovo. com

Mail Receiverl: admin@lenovo. com

Mail Receiver2: liping@lenovo. com

Mail Receiver3: wanglin@lenovo. com
SMTP Server: smtp. 163. com
SMTP Port: 25

Gwmail state: on

Gwmail log: off

J& F PSR HR A

485

Bk
gwmail set power on

SH Y-
P

EREIR:
P
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il

ac>gwmail set power on

12 IE RIS HR A

Bk
gwmail set power off

SH Y-
¥

EREIR:
¥

il

ac> gwmail set power off

RIBERFE:

Bk

gwmail send [subject <subject text> content <content text> signature <signature text> accessory <accessory
name>|

SHUHA:

subject WEIE M, kS, RAAT

content WEMENE, RS, RN

signature WEMES, WIESH, BRI

accessory WEMEESIR, WTESH, RIS

HEEEM:

BB WA T EM G SRR BRSNS, RS — B2 N HRFF .

A~
ac> gwmail send subject “error message” content “there are a error caused by NAT”

signature “gateway ID 23” accessory config. log
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16.4 & E HERFE (logset)

H BT

Bk

logset set overwrite <on/off> sendemail <on/off>

SHUHA:

Overwrite  on [H ZEA7fif 7 1) 5 K FH 78 w5 KB W0 2 IH H &
Off H A7 fift 2 [A)5 5 45 L A7 At H 75

Sendemail  on H ZEBA 17fif 7 (] I 1 15
Off H 550 A7 fih 25 18] I AN AR B 7 2

EREHR
x

H B3 F R -

Bk

logset set level [ <number> | help ]
SHUL

Level 0|1]2]3]..]7

HEREM

p

il

Ac> 1ogset set level help
HMANHESS: 0] 1] 23 ].

T
FERGEA T H I FEAH S 0
ST B[R HRORE S AT 50 i 7 2
1% Bl B AT AR R

— R A A

BN REAH B
R IEH FHHE

— R ) IR SR R

L REwERS 7

skeksssiskskskskskskskeresrsioskokeskskskskskekksiskokskskskskskerrsisiokokskskskskkkekek

H SRk -

L R R R R SR SR )
S O W W DN~
¥ ¥ X X X X X X

B
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logset set type [ <module> ...... | help ]

ZHULN:

Module 5% {[all]|[ packet|agent |ids | vpn | auth | virus | devstat | devmng | ha | tmvs | balanc | utm | iut |
pc | apc | ips | hq | vq | url | antispam | exten] }

ERFM:

p

il
Ac> logset set type help
H B 2 8 7 2R A7 i, TR
H E S #2887 K774, TN
[ all ] or
[ packet | agent | vpn | auth | virus | devstat | devmng | ha | tmvs | balanc | utm | iut | pc
| apc | ips | hq | vq | url | antispam | uids | uav | portsyn | sslvpn | exten ]
sokssokeksokskksskskok kol oksksoksksok okl skok ok skl ok skokk ok ook

*MEEAT AR H & all *
I H & packet %
* PRI H & agent %
* f7fif VPN H & vpn *
s A H PAEH & auth %
* ArfgdmEEid g H & virus %
* fAER RS HE devstat *
* AR EEHE devmng *
* fPfig HA H & ha *
* JRIAEHH & tmvs *
* 554 E T H & balanc *
* G —BUVE R H & utm sk
* EEPIHEHE iut *
* PRsEEs H & pc *
* gita FMHE apc *
* NRpifEH & ips *
* EHLBE IR H & hq *
* URL I8 H & url *
* I IRARAREE H & antispam#
* UIDS 20 F M NI H & uids *
* UIDS BT m dtaill H & uav *
* Ui L Eksh H & portsyn *
¥ BB ERMETHMHE sslvpn 3k
* AEAE AR H & exten %

sgesiskskskskskskskekersiskokoskskskskskersksiskeskskskskskskekersisiokokskskskskekskekskskskskekskskeok

AR H BT .
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logset set space [ <number> | help ]
SHUL
Space 1]2]3]..]10 (M)
ERFEM:
p
i

Ac> logset set space help
ERIN: 12 [ 3 o (10 (W BB HESBKAN

HEUHSH:

Bk

logset set export [ <path> | help ]
SHUHA:

Export  usb B&H KD
ERFEM:

A fn L P EEAMKH usbeli scan all fird, HIEMHA M AT, J6HAT usbeli scan all 73 3| H:4
BRAT

HAKIES % usbeli i d.

A~

Ac> logset set export help

TE RIS K5 ERAfE N usb %45, FF34T: usbeli scan all w4

Ac> logset set export /usbmnt/usbsdbl

16.5 IME FHEECE

BB BLE -
e
ledb set [path <path>] [size <num>] [alert <num>]
SR
path: {7 fifi 4%
size: e E) F IR
alert: *4iESEBRAF il R IA B2 0] LIRAY (%oalert) I, R, FFRMARS
R
.
Sl

ac > lcdbset path /var/lib/mysql/ size 30 alert 90
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=ElESElEVE)
)[/EIEIE;/ZE:
ledb {start | stop | restart}
SR
start : 3 2l k55
stop: KRS
restart: HHT A 355
Ee U
p

BN HET RS RS
vk

Icdb show

ZHU

show: ‘&7~ Y B IR EIRAS

T
W

BRESE

ERFA
ledb repair
SH

repair: BRI RS, IR 0t

EN S U E
5

BITE

At

7

17.1 B7RE cpu, FiZiE cpu FIARFMAFEF AR

B
Sysmon show

SHUN:
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¥

HEEEM:

p

i
ac>sysmon show
cpuall : 1

cpul : 0

cpu2 : 22

memory : 83

17.2 P O BRBhHRIR

RERERPRIMLER D, BN H R R R AEEH

Bk

it A 22 e B

psyn set group <id> port <string> [action {on|off}] [decision {on|off}]

psyn set config [keepalive <number>] [recheck <number>]

B LR DRE, AR EIEAT R4, BB IS AT R H A K.
psyn set rungroup <id> [ group <string> | [ active {on|off} ] [startup {on|off}]
R A ERRE

psyn show group <id>

TR RRAS RN B R

psyn

Ui

port string s 1] UL 5| FH BRI 4 24 8K, dnfel, fe2
action on FRIZHNTFNM, off Kanpizhi, #:4 Hon

decision on RN A TR E , off o By ¥R E, SR N on

keepalive Rt gd, AR, FRRERIRE LA I — UOEHRRAS

recheck HERMIRE, DMER SRR IS AT, 48 R HORESA I y OoB S, @47 TLIREE,
S5 IE [A]R& Ny — b

rungroup B AN © 56 B R P C B A o VAR 2R R — N RSP as AT 20, W 2o RIS R P I 3 45, 208
T C B % R 2P 1E T 41 active ETSLEL T

group id i 75

active on Ko~ Ja i I [F 27, off 3R fe? 1k 1 [R] 25

startup on ARG EH AN HERHES, off REEHEEAES), AN off

PR ] 5. B «
rungroup id  1<<rungroup id<<6, ZRGiH% (¥ 6 MNEIPIBITH
group id I<group id<6., 1 A& 14, 2/FKWH2H, RGRZIFF6NMFEDH
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port <string>
group <string>
number:

2 A R
T
sl

A R SE
B 1R 5E
A~

i B ity 11 2.
psyn set group
psyn set group
oS0 i 11 2 i
psyn set group

string 1 X2 a0 “fel, fe2,fe3” 5 W& I H 4, BERHIE I MEIA
string 40 “1,2”, PR EH A

1<keepalive<<60, O<crecheck<<10

PINHZAFELD, —ANHRAIRE R A SR, 55— HRLIRES 2 . A s
PIANHZ (8] [0, — AN HRERR S KRR, A o) — FP A ERORE . A s

AN A i VT MRS N 77T, HAAH — i 1 R W RS O 1 7%
AT D EESR W T I ALRZS O B 71 =4 4L A i 1 S0 B W AUIR A 2 7%

1 port fel action on decision on
2 port fe2,fe3,fe4 action on decision off
H:

2 port fe2,fe4 action on decision off

SR R P EAEIS AT, OB AH S VG B, 75 25588 2o 1 [R)2 A4 REAE 2K

He B 72 e ik

psyn set config keepalive 1 recheck 0

He B [FP 84T

H I JE 30

psyn set rungroup 1 group 1,2 active on

AR A

psyn show group 1

fE IR R IE4T

ZH: (B b 4L 1,2 BIFRE L R)

psyn set rungroup 1 active off

T RIS ks 4 1,2 B[R R &

EREIR:

VR R i DR P 2 )5, BB BRBC &, R A b [R]85, W RE S B0 7 e B R AL
2 P AE SR gl 1 R 2, R4 A 50 [F) 20 i 1 AR T R 0, 3 1 A28 AN BE IE W 5 1.

17.3 B H

B
Exit

SH Y-
T

HEREIR:
¥
ZNE

I
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